Chapter 3 - Using the Internet: Making the Most of the Web’s Resources 

Internet – the largest computer network in the world that connects billions of computer users globally
· Government and military officials developed the early Internet to establish a secure form of communications and create a means by which all computers could communicate in the event of a war
· Eventually, scientists and educators used the Internet to exchange research
· The first web browser was created by Tim Berners-Lee after the Internet 
· ASCII code – developed as the standard for computer from different manufacturers to exchange data 
· World Wide Web (WWW) - is a subset of the Internet, dedicated to broadcasting HTML pages; it is the means by which we access information over the internet 
· The web is based on the Hypertext Transfer Protocol (HTTP)

The web is different from the rest of the Internet because of its use of the following:
a) Special languages (the Hypertext Markup Language, or HTML) that enable computers to talk to each other and display information in compatible formats
b) Special links (called hyperlinks) that enable users to navigate from one place to another on the web 

Web browser – software that lets you display and interact with text and other media on the web 

How the Internet Works

Internet2 – a consortium of U.S. leaders in education, research, industry and government that seek to expand the possibilities of the existing Internet by developing new technologies and applications and then deploying them to the public 

· All devices that are connected to the Internet create a network of networks that communicate with each other in turns 
· A device connected to the Internet acts as a client (a computer that asks for data) or a server (a computer that receives the request and returns the data to the client); known as a client/server network
· Data travels between clients and servers along a system of communication lines or pathways. The largest and fastest of these pathways form the Internet backbone. 
· Originally, the only means to connect to the Internet was with a dial-up connection (you connect to the Internet using a standard telephone line)
· Broadband connections offer faster means to connect to the internet (i.e. cable, satellite, Fibre optics, and DSL)

How does the data get sent to the correct computer?

· To ensure that data is sent to the correct computer along the pathways. A unique identification number called an Internet Protocol (IP) address (a set of four groups of numbers separated by periods) are assigned to all computers connected to the Internet 
· Websites are given text versions of their IP addresses 

Social Networking

Social networking – refers to using the web to communicate and share information among your friends and others 

Web 2.0 – classified as the social web, in which the user is also a participant 
· Before Web 2.0 technologies were in place, we were only able to be passive users of the web 

New means of Web 2.0 communication are collectively called social media and including social networking, blogs, wikis, podcasts, and webcasts. E-mail is not an example of Web 2.0 technology. 

Social Networking and Business

· Professional, business-oriented online networks such as LinkedIn are helpful for members seeking potential clients, business opportunities, jobs, or job candidates 
· These sites can help you meet other professionals through the people you already know 
· Businesses use social networking for marketing and communicating directly with their customers 
· Many employers and colleges used social networks as a means of gaining information about potential applicants before granting an interview or extending admission or a job offer 
· Even though you may have strong privacy settings, you cannot control what those who you allow to see your content do with it 

Dos and Don’ts of Social Networking 

· Keep your personal information personal (i.e. your physical address, work schedule)
· Know who your friends are, and know who can see the information you post 
· Do not post information such as your first pet’s name as these are often used as security questions to verify your identity
· Use caution when posting images, and know what images others are posting of you. Online images may become public property and subject to reproduction 
[bookmark: _GoBack]E-Mail

E-mail (electronic mail) – the most widely used form of communication over the Internet 
· Primary method of electronic communication worldwide because it is fast and convenient 
· Asynchronous (users do not need to be communicating at the same time) – they can send and respond to messages at their own convenience  
· Convenient for exchanging and collaborating on documents via attachments 

How private is e-mail?
· E-mails can be printed or forwarded to others, you never know who may read your e-mail
· Most e-mail content is not protected, so you should never use e-mail to send personal or sensitive information such as bank account or Social Security numbers
· Employers have access to e-mail sent from the workplace, so use caution when putting negative or controversial content in e-mail
· Even after you’ve deleted a message, it doesn’t really vanish.  Many internet service providers and companies archive e-mail, which can be accessed in the event of a lawsuit or investigation 

What are some tips on e-mail etiquette?
Proper e-mail etiquette can promote a professional image and make your message more effective

· Be concise and to the point
· Use the spell-checker and proofread your e-mail before sending it
· Avoid using abbreviations such as u, r, LOL and BTW
· Include a meaningful subject line to help recipients prioritize and organize e-mails
· Add a signature line that includes your contact information
· Include only those people on the e-mail who truly need to receive it 

The different types of e-mail systems

1. Web-based e-mail – such as Yahoo! Mail or Gmail, is managed with your web browser and allows you to access your e-mail from the web
· You can access e-mail from any Internet–connected device, but you cannot see your e-mail when you’re offline 
2. An e-mail client requires a program, such as Microsoft Outlook, to be installed on your computer. When you open the program, your e-mail is downloaded to your computer. 
· You can view your e-mail on the computer on which the e-mail client software has been installed, but you can then view and manage your e-mail while you’re offline 
· Outlook imports e-mail from web-based clients, has advanced e-mail management, and coordinates directly with calendar and tasks 

Instant Messaging 

Instant messaging (IM) services – programs that let you communicate in real time over the Internet with others who are online 
· Can be used with multiple persons simultaneously
· Video/audio chats available

Proprietary IM service (i.e. Google Chat, Yahoo! Messenger) – meaning you can IM or chat only with those who share the same IM service and are on your contact or buddy list 

Wikis

Wiki – a web application that allows users to collaborate on content (add, or remove, or edit its content)
· Wiki content such as that found on Wikipedia is created collaboratively by multiple users, resulting in an emergent “common” opinion rather than the opinion of an individual writer 
· Content can be updated continually (keeping the content current and valid) and are publicly editable; therefore, cannot be trusted completely as a source for a research paper 
· Rather than needing to pass documents back and forth via e-mail and possibly losing track of which version is the most recent, wikis allow all who have access to the wiki page to post their ideas and modify the content of the current version of a single document 
· Wikis provide the extra benefit of users being able to access, review, and even revert back to past versions at any time 
· Some web-based document products, such as Google Docs have wiki-like features to promote similar online collaboration 

Blogs

Blog (short for weblog) – a personal log or journal posted on the web 
· Anyone can create a blog and blogs are public and accessible from anywhere using a web browser 
· Written by a single author and chronologic entries and others can comment on the journal entries 
· Blogs have searchable organized content, making them user friendly 
· The traditional form of a blog is primarily text-based but may also include images and audio 
· A video log (vlog or video blog) – a blog that uses video (i.e. YouTube) as the primary content (although it can also contain text, images, and audio)
· Spam blogs (splogs) – are artificially created blog sites filled with fake articles or stolen text  (a tactic known as blog scraping) 
· Splogs, which contain links to other sites associated with the splog’s creator have the intention of either increasing traffic to, or increasing search engine rankings for, these usually disreputable or useless websites

Podcasts and Webcasts

Podcast – a form of digital media comprised of a series of audio or video files that are distributed over the Internet 
· Prerecorded and made available for download 
· Deliver content using Really Simple Syndication (RSS) – a format that sends the latest content of the podcast series automatically to an aggregator such as iTunes
· Aggregator – locates all the RSS series to which you’ve subscribed and automatically downloads only the new content to your computer or media player 
· There are podcasts for radio shows, news sites, audiobooks, magazines, and even educational programs (i.e. professors sometimes create podcasts of their lectures), which you can download to any device that can play audio
· To create a podcast you record the audio content using a computer with a microphone; to create a video podcast you also need a webcam

Webcast – the live broadcast of audio or video content over the Internet
· Some webcasts are archived so they can be viewed at a later date
· Webcasts are not updated automatically like podcasts
· Use continuous audio and video feeds, which let you view and download large audio and video files 
· Used in the corporate world to broadcast annual meetings and in the educational arena to transmit seminars  

Voice over Internet (VoIP)
· Turns the Internet into a means to place phone calls
· Low cost, portable and convenient but usually of lower quality than normal voice services such as a hard wired phone
· Uses a protocol similar to e-mail to send voice data
· Voice is digitized as an alternative to the analog phone lines
· Requires a microphone, an Internet connection, and a VoIP provider 

Newsgroups and Listservs
· Newsgroups are also known as discussion groups 
· Built around topics or interests, participants read entries from other participants and respond, each respondent adding something new to the discussion, creating a thread
· Do not rely on instant response but on a more through-out written response
· Listservs – the threads are sent out as e-mails, where each participant on the ListServ mailing list receives each new posting 
· Less public than news groups 

Web Entertainment

Multimedia – anything that involves one or more forms of media in addition to text
Includes the following:
a) Graphics – drawings, charts, and photos 
b) Audio files – the clips you hear when you visit websites, MP3 files you download, live broadcasts you can listen to through Internet radio
c) Video files – ranging from short video clips to movies and television shows 

Streaming media – the multimedia (audio and video) that is continuously fed to your browser so you avoid having to wait for the entire file to download completely before listening to or watching it 
· Without streaming media, you would not be able to watch movies on Netflix 

To view and hear multimedia files you need a plug-in (or player) – a special software component that adds a specific feature to an existing software program (i.e. Windows Media Player, Adobe Shockwave Player)
· Plug-ins are often installed in new computers or are offered free of charge at developer’s websites 

Cache – temporary storage place of the text pages, images, and video files form recently visited websites makes web surfing more efficient (your browser loads them faster the next time you visit them), but it can also slow down your hard drive 
· If you don’t have your cache settings configured to check for updates to the web page, your browser may not load the most recent content 

Conducting Business Over the Internet: E-Commerce

E-commerce (short for electronic commerce) – the process of conducting business online 
· Includes online banking
Three types of e-commerce business models:
1. Business-to-consumer (B2C) transactions take place between businesses (completely online businesses, like Amazon and stores that have both an online and physical presence, like Canadian Tire) and consumers 
· Click-and-brick businesses – allow online purchases and in-store pick-ups and returns
2. Business-to-business (B2B) transactions occur when businesses buy and sell goods and services to other businesses 
3. Consumer-to-consumer (C2C) transactions occur when consumers sell to each other through sites such as eBay

Social commerce - a subset of e-commerce that uses social networks to assist in marketing and purchasing products 
· Consumers are voicing their opinions on Facebook and other sites about products and services by providing ratings and reviews
· Such peer recommendations have a major influence on buying behavior
· Other peer-influenced e-commerce trans include group buying (Groupon) and individual customization 

E-Commerce Safeguards 

· Online shopping eliminates a salesclerk or other human intermediary from the transaction, it can actually be safer than traditional retail shopping 

Online shopping precautions are: 
a) Use a firewall and antivirus software for general computer protection
b) Don’t shop on public WiFi networks, as they may contain spyware and avoid making online transactions on public computers 
c) Check for visual indicators that the website is secure (https:// in the URL – this means that the secure sockets layer protocol has been applied to manage the security of the website, a closed padlock icon, and a green address bar)
d) Shop at well-known, reputable sites (if you are not familiar with a site, look for third-party verifications from TRUSTe or the Better Business Bureau)
e) Pay by credit card, not debit card to protect transactions, or use a third-party payer such as PayPal
f) Create a strong password for all online accounts (one that includes numbers and other symbols)
g) Online deals that seem too good to be true are usually just that 
h) Read and understand the fine print on warranties, return policies and the retailer’s privacy statements 

Semantic web (or Web 3.0) is an evolving extension of the web in which data is defined in such a way to make it more easily processed by computers 

Example: I need a dentist appointment for a root canal 

Step 1: User enters search criteria
Step 2: Agent takes search criteria and adds what is necessary to refine search
Step 3: Agent transfers task to a specific web service agent to check and compare services
Step 4: Web service agent collects the information, along with your availability
Step 5: Agent compares and ranks the information
Step 6: Agent returns list of acceptable results and waits for action 


Accessing and Moving Around the Web

Web browser – software installed on your computer that lets you locate, view, and navigate the web
· Graphical browsers – they can display pictures (graphics) in addition to text and other forms of multimedia such as sound and video 
· Examples are: Internet Explorer, Safari, Google Chrome, Firefox 

Features of browsers:

· Include a built-in search box in which you can designate your preferred default search engine and tools for printing, page formatting and security settings
· Tabbed browsing – you can flip between the tables within the same browser window; you can save a group of tabs as a Favourites group 
· Pinned tabs – you can save tabs permanently for easier navigation of your favourite sites
· Tear-off tabs – an opened tab can be dragged away from its current window so it’s then opened in a new window
· Tab isolation – tabs are independent of each other, so if one crashes, it does not affect the other tabs
·  You can both type a website URL or search the web from the address bar
· Thumbnails of previously viewed sites
· Session restore – brings back all your active web pages if the browser or system shuts down unexpectedly 

URLs, Protocols, and Domain Names

A website is a collection of related web pages, images, videos or other digital assets that are addressed with a common domain name or IP address in an Internet-Protocol-based network. 

You gain initial access to a particular website by typing its unique address, or Uniform Resource Locator (URL) in your browser.

A website is comprised of many different web pages, each of which is a separate document with its own unique URL.

A URL is comprised of several parts that help identify the web document it stands for:
a) The protocol (set of rules) used to retrieve the document (http:)
· Hypertext Transfer Protocol (HTTP) – the protocol that allows files to be transferred from a web server (a computer that hosts the website you’re requesting) so that you can see it on your computer 
· The HTTP protocol is what the web is based on and is part of the Internet protocol suite (a group of protocols that govern how information is exchange on a network)
· File Transfer Protocol (FTP) – used when you have large files to upload or download; transfers files from your computer to a web server 
· BitTorrent is a protocol used to transfer files, that uses a peer-to-peer networking system, so that sharing occurs between connected computers that also have the BitTorrent client installed 
b) The domain name (www.nytimes.com) 
· The domain name identifies the site’s host, the location that maintains the computers that store the website files
· The suffix in the domain name after the dot (“com”) is called the top-level domain and indicates the kind of organization to which the host belongs 
· Each country has its own top-level domain, which are two-letter designations (.au for Australia, .ca for Canada, .us for the United States)
· Within a country-specific domain, further subdivisions can be made for regions or states  
c) The path or subdirectory 
· A forward slash and additional text following the domain name indicates a particular file or subdirectory within the website 

Common Top-Level Domains and Their Authorized Users

	Domain Name
	Who Can Use It

	.biz
	Businesses

	.com
	Originally for commercial sites, but now can be used by anyone 

	.edu
	Degree-granting institutions

	.gov
	Local, state, and federal U.S. governments

	.info
	Information service providers

	.mil
	U.S. military

	.net
	Originally for networking organizations, but no longer restricted

	.org
	Organizations (often not-for-profits)



Hyperlinks and Beyond

Hyperlinks – specifically coded elements that let you jump from one web page to another within the same website or to another site altogether 
· Text that operates as a hyperlink appears in a different colour (often blue) and is usually underlined
· Sometimes images can act as hyperlinks  

To move back or forward one page at a time, you can use the browser’s Back and Forward buttons 
To help navigate more quickly through a website, use a breadcrumb trail – a navigation aid that shows users the path they have taken to get to a web page, or where the page is located within the website
· A list of links you’ve visited within a website 

The history list shows all the websites and pages you’ve visited over a certain period of time 

Favourites, Live Bookmarks, and Tagging 

Bookmarks feature or Favourites – places a marker on the site’s URL in an easily retrievable list in your browser’s toolbar so that you can return to a specific web page 

Live bookmarks – a feature in Firefox, Safari and Internet Explorer that adds the technology of RRS feels to bookmarking 
· Delivers content updates to you as soon as they become available using RSS
· Useful if you’re interest in the most up-to-date news stories, sports scores, or stock prices 

Tagging (social bookmarking) is saving your favourite website to a social bookmarking site so that you can share it with others 
· A social bookmark or tag is a keyword or term that you can assign to a web page, digital image, or video
· A tag can be something you create to describe the digital content, or it can be a suggested term provided by the website 
· People on the same social bookmarking site who are looking for websites about a certain topic might use your tag as the search term and find the article you tagged 

Searching the Web Effectively 

Search engine – a set of programs that searches the web for specific keywords you wish to query and then returns a list of the websites on which those keywords are found 
· Google is the world’s most popular search engine 

Subject directory – a structured outline of websites organizes by topics and subtopics (i.e. ipl2)
· By drilling down through the topics and subtopics, you can narrow down to a list of meaningful websites to look through 

Metasearch engines – a search engine that searches other search engines like Google, Yahoo!, and Bing rather than individual websites (i.e. Dogpile)

Search engines have three components:

1. The first component is a program called a spider, which constantly collects data on the web, following links in websites and reading web pages. 
· The spider looks all over the web to visit many sites simultaneously
2. As the spider collects data, the second component of the search engine, an indexer program, organizes the data into a large database
3. When you use a search engine, you interact with the search engine software. This software searches the indexed data, pulling out relevant information according to your search 
· Each search engine uses a unique formula, or algorithm, to formulate the search and create the resulting index of related sites.
· Most search engines rank their results; sites that include the keywords in their URL or site name most likely appear at the top of the results list 
· Search engines differ as to which sites they search (i.e. Google searches nearly the entire web, whereas specialty search engines search only sites that are relevant to a particular topic or industry)
4. The resulting list appears in your web browser as a list of hits (sites that match your search

An important part of a company’s marketing strategy is search engine optimization, which is designing the corporate website to ensure it ranks near the top of a search. 
· Revenue is generated by offering a side column of paid links that are ties to certain search requests 
· Businesses who have their link appear when someone requests “cat food” pay a small amount every time their ad link appears 

Boolean operators – are words such as AND, NOT, and OR that describe the relationship between keywords in a search. With the simple addition of a few words or constraints, you can narrow your search results to a more manageable and more meaningful list
· Needed to help refine a Google search 

Helpful Search Strategies to Refine Your Searches 

· Search for a phrase - to search for an exact phrase, place quotation marks around your keywords. The search engine will look for only those websites that contain the words in that exact order 
· Search within a specific website – to search just a specific website, you can use the search keyword then site: follower by the website’s URL 
· Use a wild card – the asterisk (***) is a wild card, or placeholder, feature that is helpful when you need to search with unknown terms


Customizing My Searches

· Google’s search tools to restrict the time frame, the location, and the reading level of your search results 
· Scholar searches scholarly literature such as peer-reviewed papers, theses, and publications from academic organizations. Each search result contains bibliographic information as well.
· Custom Search lets you create a customizes search engine to search only a selected set of sites tailored to your needs 
· Google Shopping lets you search by product rather than by company
· Alerts let you know by e-mail when content that you specify has been updates, so you can monitor a developing news story or be aware of breaking news about your favourite sports team

Evaluating Websites (how to know if a website is appropriate to use for research)

· Authority – is there an author of the article or is the site published by a reputable news source?
· Bias – is the site biased? The purpose of many websites is to sell products or services or to persuade rather than inform. Look for sites that offer several sets of facts or consider opinions from several sources. 
· Relevance – is the information on the site current? 
· Audience – For what audience is the site intended? Ensure that the content, tone, and style of the site match your needs 
· Links – Are the links available and appropriate? You should be able to find the same information on at least three different websites to help verify the information is accurate 

Plagiarism – occurs when you use someone else’s ideas or words and represent them as your own. 

Copyright violation – occurs when you use another person’s material for your own personal economic benefit or when you take away from the economic benefit of the originator. 
· Is punishable by law

Academic fair use – as long as the material is being used for educational purposes only, limited copying and distribution is allowed. 
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