Chapter 9 – Internet Law, Policy, and Governance

Internet Law, Policy, and Governance
· Domains covered by cyberspace law include:
· Business – e-commerce, online contract law and financial law, gambling, and cyberfraud
· Medicine – telemedicine, online prescribing, online pharmacies 
· Equity – broadband development and access, education uses of Internet, gender and race online, poverty and unequal access to Internet (digital divide)
· Education – plagiarism, use of computers in schools, content filtering for minors
· Freedom of Speech – freedom of expression, obscenity, pornography, protection of children, cultural rights
· Intellectual property issues – copyright law, patent law, trademarks, gifts and online exchanges
· Privacy – cryptography and privacy protection for online transactions, employment privacy, personal information protection, data security
· Security – cybercrime, spamming, cyberstalking, online harassment, hacking, identity theft, terrorism 
· Legal Implications of Internet
· Unique characteristics in networked information – intangible, geographically distributed, recombinant, and continually changing in form/character
· Existing legislation depends on demonstrable, localizable, and liable legal persons or owners
· Internet law arises from global nature of the Internet and its network infrastructure 
· Problem – Internet users are able to evade national laws by accessing content or undertaking transactions through other territorial domains 
· Internet law doesn’t really exist 
· Law is developed from applications and extensions of the Internet 
· Internet is largely unplanned and incoherent, thus hard to govern 
· Fragmentary adjustments to legislation are not suitable for the regulation of large-scale 

Perspectives on Internet Governance

Governance – an amalgam of policy, regulation, law, commercial and consumer practices, and organizational behaviour
· In face of considerable uncertainty as to who has control of the Internet, there is much concern over ‘Internet governance’ especially as a partial antidote to the free rein of ‘cyber-libertarian’ notions
· Recognizes links between public and private sectors or between the market and the state 

Cyber-libertarianism – posits primacy of freedom and especially economic freedom to allow markets to regulate human affairs
· Electronic Frontier Foundation (EFF) sees the Internet as a platform to allow every person to speak their mind and query the world to create their own point of view 
· Freedom of speech itself is good, however, there are those who abuse it and hence society needs to give protection 

· Internet has grown exponentially and user base has become more diverse
· Different Perspective – Mosco, McChesney, and Schiller
· Early promise of Internet as a democratic and decentralized alternative to commercial mass media was quickly swept aside as governments around world deregulated communication systems 
· Digital Capitalism  development of global Internet is best understood as being driven by the demands of transnational corporations 
· Internet challenges sovereignty over territory and sovereignty over citizens
· Internet enables, promotes, and communicates activities and transactions that cross territorial boundaries 
· Before mid 1990s, allocation of Internet address were technical matters; as Internet grew, companies saw domain name as part of their brand and needed to protect this in cyberspace
· Internet Corporation for Assigned Names and Numbers (ICANN)
· Private, non-for-profit agency representing global Internet community and global Internet business community 
· Seek to maintain an advisory, back seat function for governments 

Canadian New Media Policy

Public Inquiries
· Canada’s Information Highway Advisory Council (IHAC) – formed in 1994
· Considers implications and recommends actions for the government on concerns related to the arrival of digital information into homes and businesses in Canada
· Four Principles
· Interconnections and interoperability between networks
· Mixed public and private sector investment in infrastructure 
· Competition in services, content, and equipment
· Adequate protection of privacy and network security 

Public Consultations 
· Consulting with Canadians (www.consultingcanadians.gc.ca) 
· An example of an initiative by the Canadian government 
· Tools such as this foster public engagement with government 

Public Investment and Regulation of Infrastructure 
· Internet infrastructure, while at times subsidized, remains a strong mix of private and public investment
· In late 1990s to 2010, Government of Canada has invested heavily in extending broadband networks to rural and remote communities 
· In most parts of Canada, there is competition in provision of Internet access 

Public Investment in Underlying Technologies
· Involves investments in things such as computers and networking protocols
· 1940 and 1950s  Canadian government invested in computers for Air Force and Navy 
· 1980s  government helped pioneer a technology for distribution of small text messages as part of a television signal 

Subsidies and Tax Incentives 
· Another way governments can influence technology development and use 
· Culture is one exception to agreements such as NAFTA – resulted in a wide array of tax incentives, subsidies, and rebates for producers of films and computer games 
· This supports the creation for more innovation digital media content in Canada 

Declining to Regulate 

Forbearance – decision not to fully regulate in an area where a regulatory commission has jurisdiction 
· Ex. CRTC decision not to regulate mobile phones or Internet 

· As cell phones became more common, the CRTC had to consider how to regulate these devices 
· Would cell phones be regulated as part of telephone system to separately? 
· CRTC decided to allow a more competitive open market – still technical regulations but cell phone prices and how/what services are provided are left open
· CRTC decided not to regulate Internet 
· Decided not to get involved in the content on the Internet 
· Allowed Internet to evolve without regulatory oversight 
· Ex. How people use Internet to copy/share music is considered a civil matter and not something which the regulator is willing to get involved in 

Next Generation New Media Policy
· With people making phone calls and watching video over the same Internet connection, it has profound implications for countries such as Canada and the US, which divide their new media regulation into content and carriage regulatory groups 

Traffic shaping – application of rules to restrict the bandwidth allocated to some protocols on the Internet in order to provide more bandwidth to others 
· Commonly used to restrict the speed of file sharing and ensure speedy web surfing 
· Method of managing different protocols on Internet 

Copyright and Intellectual Property Law
· Issues that are Raised
· Balance between public good and private benefit criteria for use of, and access to information 
· Balance between individual rights of ownership and social use for common benefit 
· Nature of knowledge as both a commodity for commercial exploitation and as a public good for common use 
· Best ways in which to promote and equitably share the benefits of creativity in an age of digital networks for people, communities, nations, and global humanity 
· Copyright – presumes that original forms of creative expression can belong to individuals, who have both a moral right to ownership and a legitimate economic right to derive material benefit from the use of these ideas and works by others 
· Presumes that the use of their original ideas and works should be subject to the laws of free and fair exchange 
· At same time, recognizes that original ideas and works are drawn from an existing pool of knowledge and creativity

Fair use – principle of copyright law that some users, some times, have the right to use copyrighted material without paying a fee or obtaining a licence 

· Areas of Distinction – Copyright Law
· Facts, ideas, and concepts are not themselves copyrightable – they cannot be owned by individuals 
· What the author or creator has an exclusive right to is the creative expression contained in a work, not the physical form in which that work is produced and distributed 
· Exceptions where it is deemed to be in the public interest to make material more widely available at no cost 
· Copyright law is derived from principle that neither creator of a new work nor general public should be able to appropriate all benefits that flow from creation of a new/original work of authorship 
· Table 9.1 on page 205 – Two Visions of Intellectual Property 

Digital locks – an encryption or other scheme to prevent copying of digital goods
· DVDs are often protected by anti-copying codes

Importance of the Public Domain

Public domain – works of art that are no longer or have been explicitly removed from copyright protection; works can be placed into public domain or they can move into the public domain after time 

· Principles of Public Domain 
· The Public Domain is the rule, copyright protection is the exception 
· Copyright protection should last only as long as necessary to achieve a reasonable compromise between protecting and rewarding the author for their intellectual labour and safeguarding the public interest in the dissemination of culture and knowledge 
· What is in the Public Domain must remain in the Public Domain 
· The lawful user of a digital copy of a Public Domain work should be free to (re)use, copy, and modify such work 
· Contracts or technical protection measures that restrict access to and re-use of Public Domain works must not be enforced 

Copyright and New Media 
· Rapid development and mass dissemination of technologies that enable low-cost reproduction of data and information has dramatically changed the issues associated with copyright law 
· Before there were significant costs (Ex. Costs of reprinting a book)
· Internet allows copies to be distributed cheaply across mass networks 
· Rise of knowledge-based or creative economy has seen intellectual property rights become a key source of new corporate wealth 
· Ex. Mickey Mouse to Disney Corporation 
· Copyrighted products are now a part of global popular culture to a historically unprecedented degree 
· Corporate trademarks are reproduced and often parodied, musical fragments, and references to other pop-culture forms are frequently made in television programs 
· Ex. The Simpsons 
· Copyright and intellectual property law has been progressively globalized over time 
· Cyber-libertarians (John Perry Barlow) predicted collapse of copyright law under weight of new media – intellectual property law cannot be patched, retro-fitting or expanded to contain the gasses of digitized expression  need to develop an entirely new set of methods as befits this entirely new set of circumstances 

Recent Developments in International Copyright and Intellectual Property Law
· 1998  Digital Millennium Copyright Act and Sonny Bono Copyright Term Extension Act
· Extend term of copyright protection for copyright works from the life of the author plus 50 years, to the life of the author plus 70 years 
· Ex. Mickey Mouse will not pass into public domain until 2023 
· 1995  Trade Related Aspects of Intellectual Property Rights (TRIPS)
· Signed by more than 100 countries in 1994 
· It establishes a global framework for the protection of intellectual property to which significant legal and economic sanctions can be applied to nations that fail to comply with its highly prescriptive standards 
· Protects rights of those holding patents, copyrights, trademarks, and trade secrets 
· Patent Cooperation Treaty 	
· Enables developers of patentable products to file an international patent application through WIPO 
· Extending Copyright Protection 
· Whether or not it is beneficial to society as a whole 
· Economic argument for copyright protection has revolved around rights of content creators 
· This extension provides an increase in compensation to creators of less than one percent
· Information is not only a public good, warranting government oversight of how it is produced and distributed – it is a metapublic good, which generates positive benefits to a community when it is freely available in ways that cannot be calculated 
· Issues from US derived copyright
· Bulk of intellectual property rights are held in a small number of countries – Japan, US, South Korea, China, and Europe accounted for 74% of patents granted worldwide 
Infringement – act of misusing copyrighted material by failing to obtain a licence where necessary 

· Anti-Counterfeiting Trade Agreement (ACTA)
· Aims to establish international standards for enforcing intellectual property rights in order to fight more efficiently the growing problem of piracy and counterfeiting 
· Three strikes – provision in copyright enforcement whereby there is a graduated response in infringing acts
· Third accusation results in automatic punishment, such as usually being cut off from the Internet
· No conviction is required, as Internet is increasingly seen as a basic human right 
· Family cases – ambiguity if whole household would lose access to Internet or just individual part of the family (Ex. Child accused of file sharing)

The Internet as a Human Right or Universal Service Obligation
· One of first countries to treat Internet as human right was Estonia – made Internet fundamental human right in 2000
· Greece, Spain, Finland, and UK have also taken this approach 

Universal service – policy objective in Canada during early days of telephone service and rural electrification that sought to extend these services beyond their urban origins to rural areas

· In Canada, urban Internet service is exceptional, but for residents in north, they either have no service at all or very slow service 

Digital Gatekeepers and the Open Source Movement
· Digital Rights Management (DRM)
· Set of technical and legal mechanisms applied to help control access to, and distribution of, copyrighted or other protected material from the digital environment 
· Consequences
· Diminished consumer privacy
· Reduced innovation potential 
· Greater imbalances in relationship between copyright holders and users of copyrighted material 

Open source – computer software that is offered with full access to underlying coding, enabling users to change and adapt software (free software)

· Ultimately generates a better product – commercial world may not win in an evolutionary arms race with open source communities that can put orders of magnitude more skilled time into a problem
· New public interest – involves embracing a range of possible publics that may conflict with or contradict each other 
· More players and more ideas means a greater chance that some kind of progress will emerge
· Movement is geared towards the new economy and innovation 
[bookmark: _GoBack]

o B e T et

[N

T R T S R A R

e o o sty i s

T e e et




