MIS Midterm Review
Chapter 1
· Organizational Culture – A system of shared values and beliefs that interact with an organization’s people, structure, and systems to produce behavioural norms.
· An organization may have subcultures or potentially conflicting corporate cultures. 
· Organizations typically operate by interdependent functional areas or silos. 
· Example: Marketing department supporting the sales department that produce transactions recorded by the accounting department.
· Example: Business decisions based on transactional data (sales, marketing), monetary data (accounting, finance), production data (operations management), and employee data (HR).
· Information Systems – any computer-based tool that people use to manage information and support the information-related needs of an organization; an important enabler of business success and innovation. 
· Data – raw information
· Information – data processed into a meaningful and useful context
· Knowledge – information that has been understood and enacted upon
· IS is used to transform data into information and information into knowledge. 
· Management Information Systems – the business function that plans for, develops, implements, and maintains IS hardware, software, and applications used in support of organizational goals.
· Organizational Information Cultures:
· Information-Functional
· Information-Sharing
· Information-Inquiring
· Information-Discovery
· There is a communication gap between business personnel and IS personnel due to differing skillsets and expertise. 
· Geeks  computer people that maintain IT systems. 
· Value delivered though thoughts rather than action.
· Motivation is more effective than direct order. Tend to be unaffected by power/authority.
· Motivated by “new toys” and the addition of new technology. 
· Let geeks work on their own terms/comfort zone, either on their own or in their own teams. 
· Keep politics and power separated from their work. “Buffered from politics.”
· Competitive Advantage – a product or service that an organization’s customers place a greater value on than similar offerings from a competitor.
· First-Mover Advantage – occurs when an organization can significantly impact its market share by being first to market with a competitive advantage. 
· Organizations watch their competition through environmental scanning:
· Environmental Scanning – the acquisition and analysis of events and trends in the environment external to an organization. 


· Three common tools used in industry to analyze and develop competitive advantages include:
· Porter’s 5 Forces Model – determines the relative attractiveness of an industry.
· Threat of Substitute Products or Services – high when there are many alternatives, low when there are few; threat is lower when switching costs are high. 
· Supplier Power – high when buyers have few choices of whom to buy from and low when there are many choices.
· Supply chain – all parties involved in the production of products from raw materials. 
· Organizations can create a competitive advantage by locating alternative supply sources (decreasing supplier power) through B2B marketplaces (internet-based service bringing together many buyers and sellers).
· Private exchange – standard auction
· Reverse auction – suppliers offering lower bids
· Buyer Power – the ability of buyers to affect the price of an item
· Switching cost – manipulating costs that make customers reluctant to switch to another product.
· Loyalty Program – rewards customers based on the amount of business they do with a particular organization. 
· Threat of New Entrants – high when new competitors can easily enter a market and low when there are significant entry barriers (features of products and services that are expected by customers and must be offered by new competitors to survive).
· Rivalry among Existing Competitors – high when there is fierce competition, low when competitors are complacent. 
· Porter’s 3 Generic Strategies:
· Broad Market/Low Cost – Cost Leadership
· Broad Market/High Cost – Differentiation
· Narrow Market – Focused Strategy
· Value chains
· Business Process – a standardized set of activities that accomplish a specific task
· Value Chain Analysis – views firms as a series of business processes that each add value to the product or service


Chapter 2
· Decision-Making Processes and Organizational Levels
· Operational – employee develop, control, and maintain daily core business activities.
· Structured Decisions – situations where established processes offer potential solutions. 
· Managerial – employees evaluate company operations to identify, adapt to, and leverage change. 
· Semi-Structured Decisions – established processes help evaluate potential solutions but do not lead to definite conclusions. 
· Strategic – managers develop overall strategies, goals, and objectives.
· Unstructured Decisions – no procedures are available for guidance. 
· Operational data is transactional and as we move up the organizational pyramid, information requirements become analytical. 
· Metrics – measurements for evaluating results 
· Key Performance Indicators (KPIs) – the quantifiable metrics a company uses to evaluate progress toward critical success factors. 
· Benchmarks – baseline values the system seeks to attain.
· Benchmarking – a process of continuously measuring system results and comparing those results to benchmark values for potential improvement. 
· Efficiency Metrics – measuring the performance of IS itself.
· Throughput – the amount of information that can travel through a system at any point in time.
· Transaction Speed
· System Availability – the number of hours a system is available for users.
· Web Traffic – a host of benchmarks based on browsing characteristics such as number of pages viewed, average viewing time, and number of unique visitors.
· Response Time – the time it takes to respond to user-web interactions. 
· Effectiveness Metrics – measures the impact IS has had on business processes.
· Usability – the ease with which users perform transactions and/or find information. 
· Customer Satisfaction – a host of benchmarks such as satisfaction surveys, customer retention percentages, and increasing revenue per customer. 
· Conversion Rates – the number of first-time users turned customers. 
· Financial – return on investment, cost/benefit analysis, break-even analysis.
· Transaction Processing System (TPS) – basic business system that serves the operational level and assists in making structured decisions.
· Online Transaction Processing (OLTP) – using technology to process and store transaction and event information.
· Source document – the original transaction record.
· Decision Support System (DSS) – Models information to support the decision-making process. 
· What-If Analysis, Sensitivity Analysis, Goal-Seeking Analysis
· Online Analytical Processing (OLAP) – manipulation of information to create business intelligence to support strategic decision making. 

· Artificial Intelligence – simulation of human intelligence
· Intelligent System – various commercial applications of AI
· Expert System – Computerized advisory programs that imitate the reasoning processes of experts in solving difficult problems. 
· Neural Network – attempts to emulate the way the human brain works in terms of pattern and image recognition. A neural network learns from the information it processes and can establish patterns and characteristics in situations where logic or rules are unknown. 
· Fuzzy Logic – a mathematical method of handling imprecise or subjective information. 
· Assigning values between 0 (non-membership) and 1 (membership) to vague or ambiguous information. 
· Used to express complicated and subjective concepts in a simplified form in order to apply rules and a degree of certainty. 
· Genetic Algorithm – AI that mimics Darwinist evolutionary logic to generate increasingly better solutions to a problem. 
· Intelligent Agent – Special-purpose knowledge-based IS that accomplishes specific tasks for the user.
· Virtual Reality – computer-simulated environment. 
· Business Process – a standardized set of activities that accomplish a specific task, such as processing a customer’s order. 
· Customer-Facing – result in a product or service that is received by a customer.
· Business-Facing – internal and essential to effect business management. 
· Business Process Improvement – attempts to understand and measure current processes and upgrade them.
· Business Process Re-Engineering (BR) – the analysis and redesign of workflow within and between enterprises. 
· Business Process Modeling (Mapping) – the creation of a detailed flowchart of a business process that shows the sequence of process tasks. 
· As-Is – Current model
· To-Be – Streamlined and improved model
· Business Process Management (BPM) – integrates all of an organization’s business processes to make individual processes more efficient. 
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· First-Mover Advantage
· First-Movers that disappeared: 
· Sony Walkman
· Polaroid Cameras
· Motorola Flip-Phones
· Disruptive Technology – How can successful companies go bankrupt?
· Digital Darwinism – organizations that cannot adapt to the evolving market demands to survive in the information age will be doomed to fail. 
· Disruptive Technology – a new way of doing things that opens new markets and destroys old ones. 
· Sustaining Technology – produces improvements to products that customers are eager to buy. 
· The Internet – Disruptive Business Technology
· One of the biggest forces changing business is the internet.
· Organizations must be able to transform as markets, economic environments, and technologies change.
· Focusing on the unexpected allows an organization to capitalize on the opportunity for new business growth from a disruptive technology. 
· Internet – computer networks that pass information from one to another using common computer protocols.
· Protocol – standards that specify the format of data as well as the rules to be followed during transmission. 
· Evolution of the Internet
· World Wide Web – a global hypertext system that uses the internet as its transport mechanism.
· Hypertext Transport Protocol – the internet standard that supports the exchange of information on the WWW. 
· Digital Divide – when those with access to technology have great advantages over those without access to technology. 
· Web 2.0 – a set of economic, social, and technology trends that collectively form the basis for the next generation of the internet. 
· Web 3.0 – based on “intelligent” web applications using natural language processing, machine-based learning and reasoning, and intelligence applications.
· Semantic Web – structuring data so web pages describe things in a way that computers can “understand” and, thus, find, share and integrate ideas more effective for people.
· Transforms the web into a database.
· An evolutionary path to AI.
· Realization of the semantic web and service-oriented architecture. 
· Evolution towards 3-D.


· Accessing Internet Information
· Intranet – internalized portion of the internet for employees. 
· Extranet – intranet available for strategic allies.
· Portal – website that offers a broad array of resources and services.
· Kiosk – publicly accessible computer system that allows interactive information browsing. 
· Providing Internet Information – Service Providers
· Internet Service Provider – provides access to the internet
· Services like web hosting, hard-dish storage space, availability, support
· Wireless ISP (WISP)
· Use Service Level Agreements (SLA) which define the specific responsibilities of the service provider and set the customer expectations. 
· Online Service Provider – offers an extensive array of unique web services
· Application Service Provider – offers access over the internet to systems and related services that would otherwise have to be located in organizational computers. 
E-Business
· E-Commerce – the buying and selling of goods and services over the internet.
· E-Business – the conducting of business on the internet including not only buying and selling, but also serving customers and collaborating with business partners. 
· Opening New Markets
· Mass Customization – the ability of an organization to tailor its products or services to the customers’ specifications. 
· Personalization – occurs when a company knows enough about a customer’s likes and dislikes that it can fashion offers more likely to appeal to that person. 
· The Long Tail – the long tail of a typical sales curve that serves niche markets. 
· Intermediary – agents, software, or businesses that provide a trading infrastructure to bring buyers and sellers together.
· Disintermediation – cutting out intermediaries in a value chain to reduce costs. 
· Re-intermediation – steps added to the value chain as new players find ways to add value to the business process.
· Cybermediation – the creation of new kinds of intermediaries that did not exist before e-business, such as comparison-shopping sites. 
· Advantages:
· Reducing costs – business processes that take less time and human effort.
· Improving operations – communications customized to meet consumer needs 24/7.
· Improving effectiveness – increased revenue, new customers, and decreased service calls. 
· Interactivity metrics – measure e-business success based on characteristics like:
· Stickiness – visit duration time.
· Raw Visit Depth – total web pages viewed per session.
· Unidentified/Unique/Identified Visitor – user characteristics.
· Hits – a single request made by a visitor to view a web page. 
· Increased effectiveness of marketing at a lower price. 
· E-Business Models
· Types of businesses:
· Brick and Mortar – physical store, no website
· Pure-Play (Virtual) – website only
· Click and Mortar – physical store and website
· E-Auctions
· Forward Auction – normal auction, highest bid wins
· Reverse Auction – buyer specifies product and lowest seller bid wins contract
· B2B – electronic marketplace (e-marketplace)
· B2C – e-shop, e-mall (multiple e-shops)
· Online consumer payments:
· Financial cybermediary
· Electronic cheque
· Electronic bill presentment and payment 
· Digital wallet
· Procurement
· Maintenance, Repair, and Operations Materials (MRO, Indirect Materials) – materials necessary for running an organization but do not relate to the company’s primary business activities.
· E-procurement – the B2B purchase and sale of supplies and services over the internet. 
· Electronic Catalogue – presents customers with information about goods and services offered on the internet. 
· E-Business Challenges
· Security
· Data encryption – scrambles information into an alternative form that requires a key or password to decrypt.
· Secure socket layer (SSL) – creates a secure and private connection, encrypts information, and sends the information. (HTTPS)
· Secure electronic transaction (SET) – similar to SSL but requires customer authentication for transactions. 
· Protecting consumers against unsolicited, illegal or harmful goods, invasion of privacy
· Leveraging existing systems and effectively integrating innovative systems with existing systems. 
· Increasing liability – identity theft, privacy, and the internet’s global reach means dealing with laws of many countries.
· Providing security – protection of consumer and business information and data assets. 
· Taxation rules – adhering to new rules. 
· E-Government – involves the use of strategies and technologies to improve the delivery of services and enhance the quality of interaction between the citizen-consumer within all branches of government. 


Chapter 4
· Six Best Practices of Innovation
· Find your relevant edge
· Assemble innovation hothouses
· Reward risk takers 
· Celebrate diversity
· Look around
· Mix practitioners and developers
· E-Waste – discarded, obsolete, or broken electronic devices.
· Sustainable IT disposal – the safe disposal of MIS assets at the end of their life cycle.
· Electronic Product Stewardship Canada (EPSC) – an industry association that educates and encourages e-waste control. 
· Organizational Social Networking
· Passive Search – finding people for new jobs who are happy and productive through business networking sites.
· Boomerangs – former employees returning to old jobs.
· Marketing networks – business networks used for marketing and events. 
· Virtual World – an internet-based 3D virtual community
· Virtual organizations – interactive web presence for business and customers
· Virtual workforce – working via internet
· Mobile commerce (m-commerce) – purchasing goods and services on a mobile
· Telematics – the blending of wired and wireless technologies for efficient electronic communication.
· Electronic tagging – the use of radio frequency identification and other systems to identify and track digital assets. 
· Enterprise Resource Planning – integration of all departments and functions throughout an organization into a single IT or integrated set of IT systems for the purpose of making enterprise-wide decisions on all business operations based on enterprise-wide information. 
· Solution to incompatible applications.
· Addresses the need for global information sharing.
· Avoids the expense of fixing legacy systems (outdated computer technology still in use).
· Functional systems – serve single business departments or units.
· Core ERP Component – primarily focused on internal operations.
· Accounting and Finance
· Production and Materials Management
· Human Resources
· Extended ERP Component – required by organization needs and not covered by core ERP components; primarily focused on external operations. 
· Business Intelligence
· Customer Relationship Management
· Supply Chain Management
· E-Business
· E-Logistics – management of transportation and storage of goods.
· E-Procurement – the B2B purchase and sale of supplies over the internet. 
· Integrating SCM, CRM, and ERP
· Middleware – several different types of software that sit between and provide connectivity for two or more software applications.
· Enterprise Application Integration Middleware – packing commonly used applications together, reducing time needed to integrate applications from multiple vendors. 
· Successful ERP projects share 3 attributes
· Overall Fit
· Proper Business Analysis – up to 10% of the project budget spent on analysis
· Solid Implementation Plans
· In the hopes of expanding their client base, many large-scale ERP vendors such as Oracle are attempting to enter the small to medium enterprise (SME) market. 
Chapter 5
· Operations Management – the management of systems or processes that convert or transform resources into goods and services. 
· Production Management – describes all the activities managers do to help companies create goods. 
· Transformation Process – the technical core in manufacturing organizations that converts inputs to outputs. 
· IS Support for Operations Strategy
· Materials Requirements Planning Systems – use sales forecast to make sure parts and materials are available. 
· Five key competitive priorities that can add value for customers:
· Cost
· Quality
· Delivery
· Flexibility
· Service
· Supply Chain Management – the management of information flows between and among stages in a supply chain to maximize total effectiveness and profitability. The four components are:
· Strategy
· Partners
· Operation
· Logistics
· Effective supply chain management will increase supplier power and decrease buyer power, threat of new entrants, and threat of substitute products or services in the market. 
· Supply Chain Fundamentals – 5 basic supply chain management components.
· Plan
· Source
· Make
· Deliver
· Return
· IS’s primary role is to create integrations or tight process and information linkages between functions within a firm.

· Factors driving SCM:
· Visibility
· Consumer Behaviour
· Competition
· Speed
· Seven Principles of SCM
· Segment customers by service needs, regardless of industry, and tailor service to those segments.
· Customize the logistics network and focus intensively on the service requirements and on profitability of the pre-identified customer segments.
· Listen to signals of market demand and plan accordingly. Planning must span the entire chain to detect signals of changing demand.
· Differentiate products closer to the consumer, since companies can no longer afford to hold inventory to compensate for poor demand forecasting. 
· Strategically manage sources of supply, by working with key suppliers to reduce overall costs of owning materials and services. 
· Develop a supply chain information technology strategy that supports different levels of decision making and provides a clear view (visibility) of the flow of products, services, and information. 
· Adopt performance evaluation measures that apply to every link in the supply chain and measure true profitability at every stage. 
· SCM Industry Best Practices include:
· Make the sale to suppliers
· Wean employees of traditional business practices
· Ensure the SCM system supports the organizational goals.
· Deploy in incremental phases and measure and communicate success.
· Be future oriented. 




Chapter 7 – Databases and Data Warehouses
Databases
· Information Granularity – the extent of detail within the information (coarse/abstract to fine/detailed)
· Information Levels > Formals > Granularities
· Information Timeliness – an aspect of information that depends on the situation
· Real-Time Information – immediate, up-to-date information.
· Real-Time System – provides real-time information in response to requests.
· Characteristics of High Quality Information – ACCUT
· Accuracy
· Completeness
· Consistency – detailed information agrees with aggregate information
· Uniqueness – each entry only represented once
· Timeliness
· Four Primary Sources of Low-Quality Information
· Online customers intentionally enter inaccurate info to protect privacy
· Data or information from different systems have different entry standards and formats
· Call centre operators enter abbreviated or erroneous info by accident or to save time
· 3rd party and external info contains inconsistencies, inaccuracies, and errors
· Potential Costs of Poor Information
· Inability to accurately track customers
· Difficulty identifying valuable customers
· Inability to identify selling opportunities
· Marketing to nonexistent customers
· Difficulties tracking revenue due to inaccurate invoices
· Inability to build strong customer relationships
· High-quality information can significantly improve the chances of making a good decision – directly impact an organization’s bottom line. 
· Transactional data is stored in databases:
· Database – collection of records about various business categories such as resources (inventory), events (sales, payroll), people (employees), and places (warehouses, stores)
· Operational IS such as SCM and CRM maintain and access the transactional data in DBs
· The most common business databases today are relational DBMS.
Database Models include:
· Hierarchical – tree-like organization with minimized relationships
· Network – flexible representation of objects and relationships
· Relational – information stored in logically-related 2D tables
· Entity Class – a category of item about which info is stored
· Entity – an individual entry of an item about which info is stored
· Attributes – characteristics of an entity class for which we collect data.
· Each table collects the data for an entity class. In each table/entity class, each row or record contains the data for each entity in that class and each column or attribute defines the information.
· Data Relation through Keys
· Primary Key – a field or group of fields contain values that uniquely identify a given record in a table.
· Foreign Key – a primary key of one table that appears a field in another table. A value in the foreign key of one table corresponds to the value in the primary key of another table.
· Relationships – the data from one table is linked to another when the computer finds a match between the values in a primary key and in a foreign key. 
· Database Advantages:
· Increased flexibility
· Handle changes quickly and easily
· Provide users with different views
· One physical view – physical storage of info on a device
· Multiple logical views – how users logically access info
· Increase scalability and performance
· Scalability – how well a system can adapt its capacity to demand
· Performance – how quickly a system performs a certain action
· Reduced redundancy
· Duplication of information or storing the same info in multiple places – lead to inconsistency of data, waste of space and time, and difficulty securing data. 
· Increased integrity (quality of info) - Integrity constraint – rules that help ensure the quality of information.
· Relational – rule that enforces basic and fundamental info-based constraints.
· Business-Critical – rule that enforces business rules vital to an organization’s success and often requires more insight and knowledge than relational. 
· Increased security – Security features
· Password authentication
· Access level restrictions 
· Role-based access control (RBAC) – allows groups to be assigned access levels and people assigned to groups
· Access control – determines types of user access, such as read-only
· DBMS – software through which users and application programs interact with a database.


· Data-Driven Websites – an interactive website which uses a database to keep it updated and relevant to the needs of its customers. Advantages: 
· Development
· Content Management
· Future Expandability
· Human Error Minimized
· Reduced Production and Update Costs
· Increased Efficiency
· Improved Stability
· Data Integration – allows separate systems to communicate directly with each other.
· Forward – information entered is sent automatically downstream
· Backward – information entered is sent automatically upstream
Data Warehouses
· Data Warehouse – a logical collection of information gathered from many different operational databases that supports business analysis activities and decision-making tasks.
· Primary purpose is to aggregate information throughout an organization into a single repository for decision-making purposes. 
· Extraction, Transformation, and Loading (ETL) – a process that extracts info from internal and external databases, transforms the info using a common set of enterprise definitions, and loads the information into a data warehouse.
· Data mart – contains a subset of data warehouse info extracted to be analyzed for specific units or objectives.
· Databases > ETL > Data Warehouse > ETL > Data Mart
· Databases contain info in a series of 2D tables – information is multidimensional
· Dimension – a particular characteristic/attribute of the information
· Cube – common term for the representation of multidimensional information
· Information Cleansing/Scrubbing – process that locates and fixes/discards inconsistent, incorrect, or incomplete information – info must be high-quality. Software tools use sophisticated algorithms to parse, standardize, correct, match, and consolidate warehouse info.
· Business Intelligence – applications and technologies used to gather, provide access to, and analyze information to support decision-making. Making decisions in a data-rich/information-poor environment. Characteristics:
· Reliable
· Consistent
· Understandable
· Easily Manipulated
· Three forms of BI:
· Operational – helps with immediate actions, results in sales revenue
· Business Focus: Manage daily operations, integrate BI with operational systems
· Primary Users: Managers, analysts, operational users
· Time Frame: Intraday
· Information: Real-time metrics


· Tactical – helps with daily analysis, results in refined campaign
· Business Focus: Conduct short-term analysis to achieve strategic goals
· Primary Users: Executives, managers
· Time Frame: Day(s) to weeks to months
· Information: Historical metrics
· Strategic – helps with planning, results in marketing campaign
· Business Focus: Achieve long-term organization goals
· Primary users: Executives, managers
· Time Frame: Months to years
· Information: Historical metrics
· Data Mining – the process of analyzing raw data to extract info not offered by raw data alone
· Drilling down – increasing levels of detail
· Drilling up – increasing summarization, generalization, and coarseness of info
· Data-mining tool – uses a variety of techniques to find patterns and relationships in large volumes of info and infers rules that predict future behaviour and guide decision-making. 
· Data Mining Techniques:
· Cluster analysis – a stats technique used to divide an info set into clusters (mutually exclusive, members close together, groups far apart)
· Association detection – reveals the relationship between variables along with the nature and frequency of the relationships
· Market basket analysis (grocery store example)
· Statistical analysis – performs such functions as information correlations, distributions, calculations, and variance analysis.
· Forecast – predictions made on the basis of time-series info
· Time-series info – dated/timed information collected at a particular frequency
· Benefits of BI
· Single PoA for all users
· BI across organizational departments
· Current info for everyone (up-to-the-minute)
· Categories of BI benefits:
· Direct quantifiable
· Indirect quantifiable
· Unpredictable
· Intangible


Chapter 8 – Turning Info into Knowledge, Enterprise Portals
Turning Info into Knowledge
· Organizations create and use teams, partnerships, and alliances internally with employees and externally with other organizations to:
· Undertake new initiatives
· Address both minor and major problems
· Capitalize on significant opportunities
· These relationships are formed based on core competency – an organization’s key strength/business function that it does better than any of its competitors. 
· Core Competency Strategy – organization chooses to focus specifically on its core competency and forms partnerships with other organizations to handle nonstrategic business processes.
· Information technology can make a business partnership easier to establish and manage
· Information partnership – two or more organizations cooperate by integrating their IT systems to provide customers with the best of all systems. 
· Collaboration system – an IT-based set of tools that supports the work of teams by facilitating the sharing and flow of information.
· Collaboration solves specific business tasks problems that occur with distance. 
· Unstructured Collaboration (Information) – document exchange, shared whiteboards, discussion forums, and e-mail
· Structure Collaboration (Process) – shared participation in business processes.  
· Content Management System (CMS) – provides tools to manage the creation, storage, editing, and publication of information in a collaborative environment. CMS Marketplace includes:
· Document Management System (DMS) – electronic storage and management of saving and accessing documents. The access and editing history of each document is tracked along with its relationship with other documents. A variety of search and navigation methods are available to make document retrieval easy. 
· Digital Asset Management System (DAM) – similar to DMS but with binary and multimedia file types. DAM places emphasis on file manipulation and type conversion.
· Web Content Management System (WCM) – added layer on top of DMS and DAM by allowing documents and binary data files to be uploaded to intranet and web sites. WCM can maintain content on these networks and also integrates content with other online business processes. 
· Workflow – the defined steps or business rules in sequence required for a business process
· Workflow Management System – facilitates the automation and management of business processes and controls the movement of work through the business process.
· Messaging-based – sends work assignments through an e-mail system.
· Databased-based = stores documents in a central location and automatically asks team members to access the document when it is their turn.
· Groupware – software that supports team interaction and dynamics remotely by helping facilitate communication, enable telecommuting, reducing travel costs and time spent. 


· Knowledge Management (KM) – involves capturing, classifying, evaluating, retrieving, and sharing information assets in a way that provides context for effective decisions and actions.
· Knowledge Management System (KMS) – supports the management of knowledge.
· Intellectual and knowledge-based assets fall into two categories:
· Explicit – any form of knowledge that can be documented and modified often with IT
· Tacit – knowledge contained in people’s heads. Methods of transferring or recreating tacit knowledge include:
· Shadowing – less experienced staff observe more experienced staff
· Joint Problem Solving – a novice and an expert work together
· KMS can increase profits or revenue, retain key talent and expertise, improve customer retention and/or satisfaction, defend market share against new entrants, and more.
· KMS includes: databases, expertise tools, e-learning apps, discussion technologies, search and data-mining tools.
· Social Networking Analysis (SNA) – a process of mapping a group’s contacts both personal and professional to identify who knows whom and who works with whom.
· Provides a clear picture of networking relations and can help identify experts.
Enterprise Portals
· Single-point web browser interfaces used within an organization to promote the gathering, sharing, and dissemination of information through an enterprise. 
· Facilitate knowledge creation, distribution, and use.
· Promote employee collaboration. 
· Enterprise portal lessons:
· Information politics – the human struggle over a portal’s content and functionality may lead to reluctant designs that favour specific stakeholder groups rather than address end-user needs.
· Systems development process – a perceived slowness in changes to an enterprise portal’s design or information content can lead to user dissatisfaction. 
· Information culture:
· Information sharing – the provision of protected, secure areas in an enterprise portal to predefined individuals or groups can lead to greater information exchange. 
· Information overload – the filtering of information within a portal can lead to greater user acceptance of the system.
· Information access – quick and universal access leads to increased usage.
· Information control – options to tailor the display and presentation of information can lead to increased user satisfaction and usage.
· Attitude towards using an enterprise portal – positive perception and increased awareness of good functionality can lead to greater usage. 
· Computer Supported Cooperative Work (CSCW) recommendations for implementing enterprise portals: Ensure that everyone benefits, creates incentives for use, promotes multiple perspectives, and understand current work practice.


Chapter 9 – Information Ethics and Security
Information Ethics
· Ethics – the principles and standards that guide our behaviour towards other people.
· Privacy – the right to be left alone when desired, to have control over one’s own personal possessions, and not to be observed without consent.
· Confidentiality – the assurance that messages and information are available only to those who have authorization to view. 
· Technology-related ethical issues:
· Intellectual property
· Copyright
· Fair dealing – the legal use of copyrighted material in certain situations
· Pirated software
· Counterfeit software
· Privacy issues reduce trust for e-business as it results in a loss of personal privacy for users. 
· Internet users are a lot more willing to purchase from a website with a privacy policy and effective privacy would convert more internet users to internet buyers.
· Individuals form the only ethical component of MIS as they are the users.
· Users copy, use, and distribute software, navigate through databases for information, create and spread viruses, hack into systems to steal information, and employees can destroy, modify, or steal information. 
· Acting ethically and legally are not always the same. 
· Information Ethics Issues in the Workplace:
· Some systems don’t respect human dignity – oversimplified tasks that restrict user input and decisions, lead to long wait times or difficult navigation for simple tasks.
· Workplace monitoring is an issues – intrusive and violates basic privacy and personal freedom rights.
· Organizations can be financially responsible for employee actions – liability for employee risks leads to necessary employee monitoring with employee approval. 
· Effects of employee monitoring:
· Employee absenteeism
· Lower job satisfaction
· Psychological resistance
· Information Privacy – concerns the legal right or general expectation of individuals, groups, or institutions to determine for themselves when, and to what extent, information about them is communicated to others. 


· Personal Information Protection and Electronic Documents Act (PIPEDA) – a federal act that applies to all organizations covering types of personal information including but not restricted to employee pension and employment insurance files, medical records, tax records, security clearances, student loan applications, and military records. 
· Exceptions include:
· Journalistic, artistic, or literary use.
· Actions clearly of benefit to the individual or if obtaining permission could infringe on the information’s accuracy.
· Information or the disclosure of information vital to legal or emergency situations.
· Information disclosure facilitates the conservation of historical information.
· 10 Guiding Principles:
· Accountability – organization holds liability for information control.
· Accuracy – information shall be as accurate, complete, and up-to-date as necessary for the collection purposes. 
· Consent – knowledge and consent of the individual are required. 
· Challenging Compliance – an individual shall be able to address a challenge concerning compliance. 
· Identifying Purposes – purposes for information collection will be identified.
· Individual Access – upon request, an individual shall be informed of the existence, use, and disclosure of his/her information and shall be given access to that information.
· Limiting Collection – the collection of personal information shall be limited to that which is necessary for the identified purposes. 
· Limiting Use, Disclosure, and Retention – personal information shall only be used for the collection purpose. 
· Openness – an organization shall make readily available specific information about its policies and practices.
· Safeguards – protection of personal information.
· Ethical Information Management:
· Information is a valuable assets and should be managed as such.
· The CIO is steward of corporate information and is responsible for management of it over its lifecycle. 
· The CIO is responsible for controlling access to and use of information, as determined by governmental regulation and/or corporate policy. 
· The CIO is responsible for maintenance and prevention of inappropriate destruction of information.
· The CIO is responsible for bringing technological knowledge to the development of information management practices and policies.
· The CIO should partner with executive peers to develop and execute the organization’s information management policies. 
· ePolicies – the goal of an organization to build a corporate culture based on ethical principles that employees can understand and implement. 


· Ethical Computer Use Policy – general principles to guide computer user behaviour that ensures all users are informed of the rules and consent to abide by the rules. 
· Information Privacy Policy – general principles regarding information privacy. Guidelines:
· Adoption and implementation of a privacy policy
· Notice and disclosure
· Choice and consent
· Information security
· Information quality and access
· Acceptable Use Policy (AUP) – policy that a user must agree to follow in order to access a network or the Internet.
· Not using the technologies in violating any law.
· Not attempting to break the security of any computer network or user.
· Not posting commercial messages to groups without prior permission.
· Not performing any non-repudiation.
· Not attempting to send junk mail or spam to a non-censual user. 
· Nonrepudiation Clause – a contract agreement to ensure e-business users do not repudiate (deny) their online actions. 
Information Security
· Information security – the protection of information from accidental or intentional misuse by persons inside or outside and organization.
· Information Security Policies – identify the rules required to maintain information security
· Information Security Plan – how an organization will implement the IS Policies
· Develop the information security policies
· Communicate the information security policies
· Identify critical information assets and risks
· Test and re-evaluate risks
· Obtain stakeholder support
· Authentication – a method for confirming user identities. Secure types involve:
· Something the user knows – password and user ID
· Identity theft – the forging of someone’s identity for the purpose of fraud
· Phishing – a technique to gain personal info for identity theft, usually by email
· Something the user has:
· Tokens – small electronic devices that change user passwords automatically
· Smart Card – a device containing embedded technologies that can store information and small amounts of software to perform limited processing.
· Something that is a part of the user – biometrics – physical characteristic identification
· Authorization – the process of giving someone permission to do or have something. 
· Information downtime can cost an organization anywhere from $100 to $1million per hour
· Costs of information downtime:
· Financial performance
· Revenue
· Damaged reputation
· Other expenses
· Technologies available to prevent and build resistance to attacks include:
· Content filtering – prevents the transmission of emails containing sensitive information and stop spam and viruses from spreading.
· Spam – a form of unsolicited message or email
· Encryption – a method of transforming a message into an alternate form requiring a key or password to decrypt.
· Public Key Encryption (PKE) – a method where the message is available to everyone but the key to scramble the message is with the user only.
· Firewalls – hardware and/or software guarding a private network by analyzing and filtering the transmission of information. 
· Antivirus software is available as a form of firewall but also for the detection and response of security breaches. 
· Hackers – technology experts that use their expertise to break into computers and networks for profit or for personal gain.
· Virus – malicious software that spreads through computers by a user activating the file
· Worm – malicious software that spreads across networks without user activation
Chapter 10 - Systems Development and Project Management
Systems Development
· Systems Development Life Cycle (SDLC) – the overall process for developing information systems from planning and analysis through implementation and maintenance.
· Planning – establishment of a high-level plan for the intended project and goals
· Analysis – analyzing end-user business requirements and refining goals into defined functions and operations of the system.
· Design – establish descriptions of the desired features and operations of the system.
· Development – taking designs and transforming them into the actual system.
· Testing – taking the project into a testing environment to identify and eliminate bugs and errors while also verifying all business requirements are met.
· Implementation – placing the system into production so end-users can being to perform business operations with it. 
· Maintenance – performing changes, modifications, and upgrades to the system to ensure business requirements are continuously met. 
· Methodology – a set of policies, procedures, standards, processes, practices, tools, techniques, and tasks that people apply to technical and management challenges.
· Systems development methodologies include:
· Waterfall – a sequential, activity-based process in which the SDLC is performed sequentially through its phases. 
· Shortfalls include difficulties ensuring all aspects of a phase are complete before moving on as well as limited vision at the start of the project. 
· The IT is required to be flexible and scalable to meet current demands as well as potential future demands. 
· Agile methodology – aims for customer satisfaction with early and continuous delivery of useful system or software components meeting bare minimum requirements. This methodology aims to be interactive with individuals, collaborate with customers, and respond to changes in software requirements. 
· Iterative development – consists of a series of fast, efficient, short, lower-cost projects that achieve rapid fast feedback and acceptance; a series of tiny projects potentially in waterfall methodology.
· Rapid Application Development (RAD) – emphasizes extensive user involvement in the rapid and evolutionary construction of working prototypes; waterfall methodology with design, implementation, and feedback processes at each phase. 
· Extreme programming methodology – software project is broken down into four small phases that advance rapidly one after another. Users are embedded in the process narrowing the communications gap between developer and user. Method responds to changing customer requirements as the system is developed. 
· Planning
· Designing
· Coding
· Testing
· Rational Unified Process methodology (RUP) – provides a framework for breaking down the development of software into four gates:
· Inception
· Elaboration
· Construction
· Transition
· Scrum methodology – uses small teams to produce small pieces of deliverable software using sprints (30-day intervals) to achieve an appointed goal. 
· Each day begins or ends with a stand-up meeting to monitor and control the development effort. 
· Participatory design methodology – views the users as the experts instead of the developers:
· Creates opportunities for mutual learning
· Utilize design tools familiar to users
· Use language familiar to users
· Start the design with current practice
· Encourage users to envision future situations of working with the final system
Project Management
· Three primary project variables: Time-Cost-Scope = Quality
· Terms:
· Project – temporary activities undertaken to create a unique product/service.
· Project management – application of knowledge, skills, and tools to project activities to meet project requirements.
· Project manager – expert in project planning and management, defines and develops the project plan, and tracks the project to ensure completion on time and on budget.
· Project deliverable – any measurable, tangible, verifiable outcome, result, or item that is produced to complete a project or part of a project. 
· Project milestone – key dates or partial goals that a portion of project activities or deliverables must be completed by or for.
· Project management institute – the organization that supports project management.
· Project Charter – a document issued by the project initiator or sponsor that formally authorizes the existence of a project and outlines its components:
· Project scope – define the work to be done
· Project objectives – quantifiable criteria that must be met
· Project constraints – factors that can limit project options
· Project assumptions – assumed factors with a positive/negative effect on the project
· Project plan – a formal, approved document that manages and controls project execution. 
· Project scope – defines the work that must be done to deliver a product with the specified features and functions. Follows the SMART criteria: 
· Specific
· Measurable
· Agreed upon
· Realistic
· Time-framed
· List of activities
· Schedule
· Time and cost estimates
· Risk factors
· Assignments and responsibility
· Kill switch
· Diagrams that provide visual support to a project:
· Program Evaluation and Review Technique Chart (PERT) – graphical network model that depicts a project’s tasks and task relationships.
· Gantt Chart – a simple bar chart comparing tasks to a calendar. 
· Methods of aiding project development:
· Insourcing (in-house development) – using an organization’s professional expertise to develop and maintain the organization’s IT systems.
· Outsourcing – an arrangement in which one organization provides service(s) for another organization at a cost. 
· Onshore – engaging another company within the same country for services
· Nearshore – contracting a company in a nearby country
· Offshore – using organizations from developing countries to develop systems
· Benefits of outsourcing IS development:
· Core competencies – allows for organizational focus on competitive advantages
· Financial savings – offshore outsourcing may be cheaper than insourcing or onshore
· Acquire best practices – buy the core competencies of another company
· Industry changes – managers can focus on their own business and outsource issues
· Globalization and the internet – increase ease of international offshore outsourcing


· Outsourcing challenges:
· Contract length and potential/current issues.
· Competitive edge
· Confidentiality
· Scope definition
Chapter 11 – Enterprise Architecture
· Enterprise Architecture (EA) – the plans for how an organization will build, deploy, use, and share its data, processes, and IT assets.
· Enterprise architect – a tech expert with business knowledge that bridges the gap between IT and business. 
· Three types of EA:
· Information (Data) – identifies where and how important data are maintained and secured:
· Backup and recovery
· Backup – an exact copy of a system’s information
· Recovery – the ability to get a system up and running in the event of a system crash or failure and includes restoring information backup.
· Fault tolerance – a computer system designed in the event that a component fails, a backup component or procedure can immediately take its place without service interruption.
· Failover – a backup operational mode in which the functions of a computer component is assumed by another when the first becomes unavailable. 
· Disaster recovery
· Disaster recovery plan – a detailed process for recovering information or an IT system in case of a disaster.
· Disaster recovery cost curve – charts the cost of the unavailability of information and technology and the cost of recovering from a disaster over time.
· Hot site – a separate, fully equipped facility that the company moves into after a disaster.
· Cold site – a separate facility lacking computer equipment that employees can move after a disaster. 
· Business Continuity Planning – indicates how an organization will restore interrupted critical functions within a pre-determined time. 
· Security
· Infrastructure – Hardware  software  telecommunications equipment  hardware
· Flexibility
· Scalability
· Reliability
· Availability
· Performance
· [bookmark: _GoBack]Application – how applications integrate and relate to each other. 
