Chapter 8 – Helping organizations access, share, and use information
To be considered knowledgeable, a person needs to understand that information, be able to make inferences between various tidbits of information presented and, most important, be able to apply that information into action. 
Knowledge has become the key economic resource and the dominant, and perhaps even the only, source of competitive advantage.
Now that knowledge is taking the place of capital as the driving force in organizations worldwide, it is all too easy to confuse data with knowledge and information technology with information.
The computer is a moron
Knowledge management: involves capturing, classifying, evaluating, retrieving, and sharing information assets in a way that provides context for effective decisions and actions. 
Organizations form alliances and partnerships with other organizations based on their core competency
· Core competency: an organizations key strength, a business function that it does better than any of its competitors
· Core competency strategy: organization chooses to focus specifically on its core competency and forms partnerships with other orgs to handle nonstrategic  business processes.
Information technology can make a business partnership easier to establish and manage
· Information partnership: occurs when two or more orgs cooperate by intergrating their IT systems, thereby providing customers with the best of what each can offer.
The internet has dramatically increased the ease and availability for IT-enabled organizational alliances and partnerships.
Collaboration system: an IT-based set of tools that supports the work of teams by facilitating the sharing and flow of information.
Collaboration shows specific business tasks such as telecommuting, online meetings, deployment applications, and remote project and sales management. 
Forms of collaboration: 
· Unstructured collaboration (information collaboration): includes document exchange, shared whiteboards, discussion forums and email
· Structured collaboration (process collaboration): involves shared participation in business processes such as workflow I which knowledge is hardcoded as rules.
Content management system: provides tools to manage creating, storing, editing, and publishing information in a collaborative environment. 
Workflow management systems: work activities can be performed in series or in parallel and involve people and automated computer systems.

Workflow:  defines all the steps or business rules, from beginning to end, required for a business process.
Workflow management system: facilitates the automation and management of business processes and controls the movement of work through the business process. 
Messaging-based workflow system: sends work assignment through an email system 
Database-based workflow system: stores documents in a central location and automatically asks the team members to access the document when it is their turn to edit the document. 

Chapter 9 – Information ethics, privacy, and security
Ethics: the principles and standards that guide our behaviour towards other people. 
Privacy: the right to be left alone when you want to be, to have control over your own personal possessions, and not to be observed without your consent. 
Confidentiality: The assurance that messages and information are available only to those who are authorized to view them. 
Information ethics: concerns the ethical and moral issues arising from the development and use of information technologies and systems, as well as the creation, collection, duplication, distribution, and processing of information itself. 
Intellectual property: Intangible creative work that is embodied in physical form.
Copyright: The legal protection afforded an expression of an idea, such as a song, video game, and some types of proprietary documents.
Fair dealing: In certain situations, it is legal to use copyrighted material.
Pirated software: The unauthorized use, duplication, distribution, or sale of copyrighted software.
Counterfeit software: Software that is manufactured to look like the real thing and sold as such. 
Individuals form the only ethical component of MIS:
· Individuals copy, use, and distribute software.
· Search organizational databases for sensitive and personal information
· Individuals create and spread viruses
· Individuals hack into computer systems to steal information
· Employees destroy and steal information
Information Ethics issues in the workplace
Some systems don’t respect human dignity:
· Tasks are simplified to the point that employees are not allowed to make simple decisions
· Some systems interfaces require difficult navigation or overly long wait times between transactions
· Including users in systems design ensures that worker impact is considered
Workplace monitoring is a concern for many employees:
· It may be unprecedented or intrusive and violating basing privacy and personal freedom. 
· Employees may not even be aware of it.
· Organizations can be held financially responsible for their employees actions, may be liable for the risks the employees take. Monitoring is required.
· Must communicate with employees regarding monitoring. 

Effects of employee monitoring:
· Employee absenteeism: taking care of personal business. Give them a few hours instead of loosing whole days?
· Lower job satisfaction: People believe the quantity of work is more important than the quality.
· Psychological resistance: If employees are told they can’t do something, they will want to even more. 
The Canadian copyright legislation and protection of digital content would also include:
· Protecting search engines and ISP’s from copyright violations of their users.
· Differentiating commercial and individual penalties
· Including parody, satire, and education in fair dealing.
· Criminalizing cracking a digital lock placed on a device, disk, or file. 
· Increasing fair dealing and use of material in education. 
Information privacy: Concerns the legal right or general expectation of individuals, groups, or institutions to determine for themselves, when, and to what extent, information about them is communicated to others. 
Information privacy legislation varies from Europe, the US and Canada
PIPEDA – Personal information protection and electronic documents act: a federal act that applies to all organizations.
Types of personal information covered: 
· Pension and employment insurance files
· Medical records
· Tax records
· Security clearances
· Student loan applications
· Military records
Exceptions to PEPEDA: 
· Journalistic, artistic, or literary use
· Actions clearly of benefit to the individual, or it obtaining permission could infringe on the information’s accuracy
· Information, or the disclosure of information aids a legal investigation, or an emergency where lives and safety are at risk. 
· Information disclosures facilitates the conservation of historically important records.
PIPEDA’s 10 guiding principles:
1. Accountability: An organization is responsible for personal information under its control
2. Identifying purposes: the purposes for which personal information is collected shall be identified
3. Consent:  the knowledge and consent of the individual are required. 
4. Limiting collection: the collection or personal information shall be limited to that which is necessary for the purposes identified. 
5. Limiting use, disclosure, and retention: Personal information shall not be used or disclosed for purposes other than those for which it was collected.
6.  Accuracy: Personal information shall be as accurate, complete, and up to date as is necessary for the purposes for which it is to be used.
7. Safeguards: personal information shall be protected by security safeguards.
8. Openness: an organization shall make readily available specific information about its policies and practices.
9. Individual access: upon request, an individual shall be informed of the existence, use and disclosure of his or her personal information and shall be given access to that information.
10. Challenging compliance: an individual shall be able to address a challenge concerning compliance. 
ePolicies: Organizations strive to build a corporate culture based on ethical principles that employess can understand and implement. 
Ethical computer use policy: Contains general principles to guide computer user behaviour. 
The ethical computer user policy ensures all users are informed of the rules and, by agreeing to use the system on that basis, consent to abide by the rules. 
Information privacy policy: contains general principles regarding information privacy. 
Information privacy policy guidelines for creating an Information Privacy Policy: 
1. Adoption and implementation of a privacy policy. 
2. Notice and disclosure
3. Choice and consent
4. Information security
5. Information quality and access
AUP – acceptable use policy: a policy that a user must agree to follow in order to be provided access to a network or to the internet.
Nonrepudiation Clause: a contractual stipulation to ensure that e-business participants do not deny (repudiate) their online actions. 
Acceptable use policy stipulations: 
1. Not using the technologies in violating any law
2. Not attempting to break the security of any computer network or user
3. Not posting commercial messages to groups without prior permission
4. Not performing any non-repudiation
5. Not attempting to send junk mail or spam to anyone who does not want to receive it. 
Email privacy policy: details the extent to which email messages may be read by others. 
The privacy challenge of email: deleting an email from the recipient’s computer does not delete it from the sender’s computer or the providers computer. 
Internet use policy: contains general principles to guide the proper use of the internet. 
Spam prevention tips: 
· Disguise email address posted in a public electronic place. 
· Opt out of member directories that may place an email address online.
· Use a filter. 
Employee monitoring policies: An organization must formulate the right monitoring policies and put them into practice. They explicitly state how, when, and where the company monitors its employees. 
Information security
Information security:  the protection of information from accidental or intentional misuse by persons inside or outside an organization. 
· Information must be protected to maintain a companies competitive advantage
· Information must be protected to maintain customer privacy
The first line of defense – people: the greatest threat to a business information system are insiders, employees and authorized users of the IS :
· Negligence, mistakes and ignorance of the consequences of risky behaviour
· Victims of social engineering, the use, by hackers, of social skills to acquire passwords and personal data. 
Information security policies: identify the rules required to maintain information security.
Information security plan: how an organization will implement the information security policies. Should be followed by 5 steps: 
1.  Develop the information security policies.
2. Communicate the information security policies
3. Test and reevaluate risks
4. Obtain stakeholder support
The second line of defence – technology: there are three primary information security areas:
Authentication and authorization
Authentication: a method for confirming user’s identities
Authorization: the process of giving someone permission to do or have something
The most secure type of authentication involves: usually a user ID and password will do
1. Something the user knows
2. Something the user has
3. Something that is part of the user
Tokens and smart cards: more effective that a user ID and password
Tokens: small electronic device that changer user passwords automatically
smart card: a device the same size as a credit card, containing embedded technologies that can store information and small amounts of software to perform some limited processing. 
Biometrics: This is by far the best and most effective way to manage authentication. 
Biometrics: the identification of a user based on a physical characteristic, such as a fingerprint, iris, face, voice or handwriting. 
Unfortunately, this method is costly and intrusive
Prevention and resistance: downtime can cost an organization anywhere from $100 to $1 million per hour. 
1. Content filtering: prevent emails containing sensitive information from transmitting and stops spam and viruses from spreading. Spam is a form of unsolicited email
2. Ecryption: a method of transforming a message into an alternative form that requires a key or password to make it readable. PKE-Public key encryption: a method where the key to scramble the message is known to everyone but the key to unscramble it is held by the recipient only. 
3. Firewall: hardware and/or software that guards a private network by analyzing the information leaving and entering the network.
Detection and response: 
· If prevention and resistance strategies fail and there is a security breach, an organization can use detection and response technologies to mitigate the damage. 
· Antivirus software is the most common type of detection and response technology.
Hackers: Experts in technology who use their knowledge to break into computers and computer networks, either for profit or just motivated by the challenge. 
Computer viruses and worms: 
Virus: malicious software that spread from computer to computer by a user activating the file in which it resides
· Backdoor program
· DDOS denial of service
· Distributed ddos
· Polymorphic virus
· Torjan horse virus
Worm: a type of malicious software that spread across networks and does not need a user to activate it. 


Chapter 10 – Systems development and project management
Systems development
Developing information systems:
· Information systems that are built correctly can transform as the organization and its business transform. 
· IS that effectively meet employee needs will help an organization become more productive and enhance decision making. 
· IS that do not meet employee needs may have a damaging effect on productivity and can even cause a business to fail. 
Consequences of system success and failure:
· An increase or decrease in revenues
· Repairs or damage to brand reputation
· Prevention or incurring of liabilities
· Increase or decrease productivity
Global IS development:
· Global IS must support a variety of customers, users, products, languages, laws, currencies and so on. 
· An efficient, effective and responsie IS to support global e-commerce must promote the involvement and ownership of all local system users.
· Global standardization of data definitions allow for sharing data among international businesses. 
Global IS development strategies:
1. Transform and customize home office system into a global application to support all end-users.
2. Set up multinational development teams to represent local sites as well as corporate headquarters. 
3. Use centres of excellence where development is sent to the subsidiary with the expertise. 
4. Outsource the development offshore to take advantage of experience in building global IS. 
SDLC – Systems development lifecycle: the overall process for developing information systems from planning and analysis through implementation and maintenance. 
1. Planning phase: Establishes a high-level plan of the intended project and determines project goals.
2. Analysis phase: involves analyzing end-user business requirements and refining project goals into defined functions and operations of the intended systems. 
3. Design phase: Establishes descriptions of the desired features and operations of the system including screen layouts, business rules, process diagrams, pseudo code, and other documentation. 
4. Development phase: involves taking all of the detailed design documents from the design phase and transforming them into the actual system. 
5. Testing phase: involves bringing all the project pieces together into a special testing environment to eliminate errors and bugs, and verify that the system meets all of the business requirements defined in the analysis phase. 
6. Implementation phase: Involves placing the system into production so users can begin to perform actual business operations with it. 
7. Maintenance phase: involves performing changes, corrections, addictions, and upgrades to ensure the system continues to meet its business goals. 
System development methodologies
Methodology: A set of policies, procedures, standards, processes, practices, tools, techniques and tasks that people apply to technical and management challenges. 
Waterfall methodology: a sequence of phases in which the output of each phase becomes the input for the next. Each phase is performed sequentially from planning through implementation and maintenance. 
Shortfalls: any flaws in accurately defining and articulating the business problem in terms of what he business users actually require flow onward to the next phase.
Agile software development methodologies
Agile methodology: aims for customer satisfaction with early and continuous delivery of useful system or software components meeting bare minimum requirements. 
Iterative development: consists of a series of fast, efficient, short, lower cost projects that achieve rapid feedback and acceptance. Its speed, size and focus account for end user satisfaction. 
RAD – Rapid application development methodology: emphasizes extensive user involvement in the rapid and evolutionary construction of working prototypes. 
Prototype: a smaller-scale representation or working model of the users’ requirements, or, a proposed design. 
RUP – Rational unified process methodology: provides a frameworks for breaking down the development of software into 4 gates, or executable iterations of the software in development. 
1. Inception: all stakeholders have a shared understanding of the system. 
2. Elaboration: primary questions answered in this phase deal with agreed-upon details of the system, including the ability to provide an architecture to support and build the system. 
3. Construction: the building and developing of the product.
4. Transition: this addresses ownership of the system and training of key personnel. 
SRCUM: Uses small teams to produce small pieces of deliverable software using sprints, or 30-day intervals, to achieve an appointed goal. 
· Under this methodology, each day end of begins with a stand-up meeting to monitor and control the development effort. 

Participatory design methodology: this views the users, not the developers as experts.
· Create opportunities for mutual learning.
· Utilize design tools familiar to users.
· Use language familiar to users
· Start eh design with current practice
· Encourage users to envision future situations of working with the final system. 
Primary principles for successful agile software development include:
· Slash the budget
· If it doesn’t work, kill it
· Keep requirements to a minimum
· Test and deliver frequently
· Assign non-IT executives to software projects. 
Project management 
Information systems project failures:
· Analysts estimate between $50 and $80 billion are lost in failed systems development projects
· The consequences of failed projects include
· Damaged brand image
· Lost goodwill
· Dissolution of partnerships
· Lost investment opportunities
· Low morale
Three primary project variable that effect quality: if anyone of the three factors changes, at least one other factor is likely to be affected. 
1. Time
2. Cost
3. Scope
Project management terms
Project: temporary activities undertaken to create a unique product or service.
Project management: the application of knowledge, skills, tools, and techniques to project activities to meet project requirements.
Project manager: an individual who is an expert in project planning and management, defines and develops the project plan, and tracks the plan to ensure the project is completed on time and on budget. 
Project deliverable: any measurable, tangible, verifiable outcome, result, or item that is produced to complete a project or part of a project. 
Project milestone: represents key dates when a certain group of activities must be performed. 
Project management institute: the organization that supports the profession of project management. 
Techniques for choosing strategic projects:
1. Focus on organizational goals
2. Categorize projects
3. Perform a financial analysis
Project charter: a document issued by the project initiator or sponsor that formally authorizes the existence of a project and typically includes:
· Project scope: defines the work to be done. Describes the business need, justification, requirements, and current boundaries for the project.
· Project objectives: quantifiable criteria that must be met for the project to be considered a success.
· Project constraints: specific factors that can limit the projects options.
· Project assumptions: factors believed to be true that impact the project. 
Project plan: a formal, approved document that manages and controls project execution. A well-defined project plan should have: 
· Description of project scope
· A list of activities
· A schedule
· Time and cost estimates
· Risk factors
· Assignments and & responsibly
· KILL SWITCH
Project scope: defines the work that must be completed to deliver a product with the specified features and functions, and typically includes SMART criteria – useful reminders on how to ensure that the project has created understandable and measurable objectives. 
S – specific
M – measurable
A - agreed upon
R – realistic
T – time-framed
Visual support to a project
PERT – program evaluation and review technique chart: a graphical network model that depicts a projects tasks and the relationships between those tasks.
Gantt chart: a simple bar chart that depicts project tasks against a calendar.



Managing projects:  a competent project manager sets the correct expectations early in the project with achievable milestones.
· Identifying requirements
· Establishing clear and achievable objectives
· Balancing the competing demands of quality, scope, time and cots
· Adapting the specifications, plans, and approach to the different concerns and expectations of the various stakeholders. 
A project manager must focus on managing three primary areas to ensure success:
1. People
2. Communications
3. Change
Measuring project value:
It’s difficult to measure all the benefits as well as all the costs to determine ROI – Return on investment 
· Not everything is quantifiable such as morale
· Not every cost or benefit is visible
· How to measure problems that were prevented?
Designing metrics requires expertise
· How to define success?
· How to apply quantitative measures to business processes and qualitative deliverables?
· What information reflects progress or lack of it?
Outsourcing
Insourcing (in-house development): a common approach using the professional expertise within an organization to develop and maintain the organization’s information technology systems.
Outsourcing: an arrangement by which one organization provides a service or services for another organization that chooses not to perform them in-house. 
Outsourcing options: 
· Onshore outsourcing: engaging another company within the same country for services
· Nearshore outsourcing: contracting an arrangement with a company in a nearby country.
· Offshore outsourcing: using organizations from developing countries to write code and develop systems. 
Benefits to outsourcing IS development: 
· Core competencies: allows a company to maintain an up-to-date infrastructure and invest in what it does best.
· Financial savings: often cheaper to hire labour offshore
· Acquire best practices: instead of keeping up with technology, buy the benefits from a company that has
· Industry changes: keep managers busy with their own businesses and outsource to better focus on their own issues
· Globalization and then internet: make offshore outsourcing easy and comfortable and can deliver international services. 
The challenges to outsourcing:
· Contract length:
1. Difficulties in getting out of a contract
2. Problems in foreseeing future needs
3. Problems in reforming an internal IT department after the contract is finished. 
· Competitive edge
· Confidentiality

Chapter 11 – Enterprise Architectures
Entreprise Architecture: Includes the plans for how an organization will build, deploy, use, and share its data, processes, and IT assets. 
Goals: 
· Reduce costs/improve productivity
· Improve customer satisfaction
· Create competitive advantages
· Generate growth
· Generate new revenue streams
· Optimize the supply chain. 
Enterprise architect: a person grounded in technology, fluent in business, a patient diplomat, and provides the important bridge between IT and the business. 
Global enterprise architectures:
· The internet creates a borderless global environment with enormous opportunity for low cost communication and exchange with all parties involved in international business. 
· Managing a global EA includes, not only technology issues, but political and cultural considerations. 
· Estimating operational expenses with international IT operations is a global challenge. Deciding on in-sourcing or out-sourcing. 
Basic EAs contain three components
1. Data architecture: identifies where and how important data, like customer records, are maintained and secured. 
2. Infrastructure architecture: includes the hardware, software, and telecommunications equipment that, when combined, provide the underlying foundation to support the organisation’s goals. 
3. Application Architecture: determines how applications integrate and relate to each other. 
Backup:  an exact copy of a system’s information.
Recovery: the ability to get a system up and running in the event of a system crash or failure and includes restoring the information backup. 
Fault tolerance: a computer system designed that in the even a component fails, a backup component or procedure can immediately take its place with no loss of service. 
Failover: a backup operational mode in which the functions of a computer component is assumed by another when the first becomes unavailable. 
Disaster recovery best practices:
· Mind the enterprise architectures
· Monitor the quality of computer networks that provide data on power suppliers and demand. 
· Make sure the networks can be restored quickly in the case of down time. 
· Set up disaster recovery plans.
· Provide adequate staff training, including verbal communication protocols so that operators are aware of any IT-related problems. 
Disaster recovery plan: a detailed process for recovering information or an IT system in case of a disaster such as a fire or flood.
Disaster recovery cost curve: charts the cost of the unavailability of information and technology, and, the cost of recovering from a disaster over time. 
Hot site:  a separate, fully equipped facility that the company moves into after a disaster.
Cold site: a separate facility lacking computer equipment where employees can move after a disaster. 
BCP – Business continuity planning: indicates how an organization will restore interrupted critical functions within a pre-determined time. 
· Key elements that need to be undertaken in responding the incident is the response itself, communications management, and operations management. 
· Then, critical services must be continued, followed by restoration and recovery of normal business operations. 
Security: Preventing unauthorized access, copying, deletion and modification of data, ensuring continuity of operations, and managing user access. 
Managing user access: preventing unauthorized access BY PEOPLE to the information system and it’s data. Weakest link in securing an IS. 
Ainti-virus software and patches: applications that prevent hackers, spammers and other malcontents from entering the network. Constantly updated and changed. 
Infrastructure Architecture: Includes the hardware, software, and telecommunications equipment that, when combined, provide the underlying foundation to support the organization’s goals. It’s characteristics:
1. Flexibility: Organizations must watch today’s business, as well as tomorrow’s, when designing and building systems. Systems must be flexible enough to meet all types of business changes. 
2. Scalability: refers to how well a system can adapt to increased or decreased demand. 
3. Reliability: ensures that all systems are functioning correctly and providing accurate information. Also refers to accuracy of information.
4. Availability: addresses when systems can be accessed by users.
5. Performance: measure how quickly a system performs a certain process or transaction, in terms of efficiency IT metrics of both speed and throughput. 
Application architecture: determines how applications integrate and relate to each other. 

Web services: contain web-based data and procedures that use the same standards permitting different applications to relate to each other. 
Event: the type of application that monitors a business process for threats and opportunities and alerts those who can act on the information. 
Service: a software component that, not only provides code to be used by developers to create specific functionality in a larger program being developed, but also and be used by other applications to perform a tack across a wide range of clients. 
Interoperability: the capability of two or more computer systems to share data and resources, even though they are made by different manufacturers. 
Open system: a broad, general term that describes non-proprietary IT hardware and software where the standards and procedures by which the products work is made publicly available. 
Open source: refers to any program whose source code is made available for use or modification. 

Architecture trends
SOA – service-oriented architecture: an approach to IT architecture which creates connections among a variety of applications and information sources to that the system can adapt quickly and easily. 
SOA business benefits:
Soa service: not merely a piece of software but a business task that is part of a business process. It can be coupled and uncoupled with other as needed providing flexibility and agility. 
Interoperability: a key characteristic of SOA allowing component software to be used across platforms and applications.
Loose coupling: applications are built from a number of services that are distinct well-defined units that can be disconnected and replaced of reused elsewhere as needed. New applications may be assembled rather than coded from scratch. 
Virtualization: a framework of dividing the resources of a computer into mutliple execution environments. Optimizes the use of computer processing and storage. Can be performed on data-centre resources and peripherals such as printers. 
Benefits of virtualized computing: 
· With an exponential increase in capacity for every generation of processor improvement, there is capacity in most hardware to run multiple operating systems.
· Data centres are running out of space. Collaboratice projects, collection of transaction data, downloads from the Internet escalate the problem. By hosting multiple guests on single systems, the space utilization drops significantly. 
· Benefits to sustainability arise as a sing computer is supporting multiple users and consuming the energy for one computer instead of many. 

Grid computing: a collection of computers, often geographically dispersed, that are coordinated so solve a common problem. 
Cloud computing:  the use of resources and applicatiosn hosted remotely on the Internet. 
Advantages: 
· Convenient access to application programs and data. 
· Cost savings for data storage and software and client computers.
· Pay as you play rather that large capital expenditures. 
Disadvantages: 
· No control over applications, lack of customization. 
· Must trust a 3rd party with confidential information.
· Possible data access issues. 
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