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[bookmark: _Toc341433657]I Executive Summary		
The concept of online dating has exploded into mainstream culture since the emergence of the Internet. Websites have allowed for the virtual facilitation of basic needs and have taken dating and relationships to a whole new level. These sites promise to make the “dating game” easy, comfortable, and convenient for their users. Promises to match you with the perfect partner and to increase the longevity of your personal relationships make online dating seem too good to be true. But what happens when this utopia of personal interaction comes crashing down?  In the following pages, online dating and the risks, responsibilities, and limitations associated with such services will be analysed and connected to the legal principles discussed in the Introduction to Business Law course. To best exemplify the importance of business law in online dating sites, the extremely popular site eHarmony, more specifically the Single’s Service in Canada, will be analysed. The site’s user agreement consists of two main parts: the Terms of Service and the Privacy policy which will both be discussed. The first section of the report will dissect each individual clause from both documents and simplify them to explain what they mean and why the company chose to include the provisions. This will create a thorough understanding of what is included in the agreement. Next, the legal principles that have been discussed in the Business Law course will be expressly linked to the user agreement in order to establish the connection between contractual agreements and an individual’s responsibilities, risks and duties once the contract is signed. In addition, various recommendations regarding the use of the site as well as lessons learned from the completion of this paper will be offered in detail, with an example of a scenario explaining the role of the contract when things go wrong. Finally, a list of corrective measures that can be applied to improve the protection offered by the contract to the company and to clarify limitations on the service will be outlined. Thus, this paper will serve as a tool to better understand the contractual relationship between people and online services, as well as how companies protect themselves from any risks that may arise as a result of such relationships.
[bookmark: _Toc341433658]II Introduction  		
[bookmark: _Toc341433659]Overview and Objectives:
In order to achieve success in the world of business, a firm grasp of the fundamental principles of the law is crucial, not only to conduct business in the present but also to forecast and prepare for risks in the future. The purpose of this paper is to perform a clausal analysis of the content of a user agreement from an online dating site, in order to understand the importance of contractual relationships in a business setting, and to link the key legal principles to the contract. The goal is to achieve a thorough understanding of the role that such contracts play in commerce and the risks associated with entering into contractual relationships. The main objectives are to explain, in detail, a breakdown of the user agreement of the chosen dating site and to find any legal issues within the wording or aims of the agreement. Essentially, this means that the paper seeks to identify and rectify any concerns that could lead to a legal dispute. Also, another objective would be to link the content of the agreement to the basic legal principles in order to apply the conceptual knowledge of the course to a real life situation regarding the online relationships facilitated by the dating service. 
[bookmark: _Toc341433660]Methodology:
In order to achieve the above goals, several steps were carried out. First, various online dating sites were considered and narrowed down to three possible choices: eHarmony, Match.com, and Christian Mingle. Three ideas were brought forth regarding which site to analyse in order to determine which sites could potentially hold more issues and which site had sufficient content to be analyzed effectively. Next in the process, eHarmony was chosen as the site that would be the target for analysis. eHarmony is a very popular dating site and is well known due to their numerous infomercials and online advertisements and thus presents a great opportunity to examine the elements involved in a formal and well-designed user agreement. Following the choosing of a site, a copy of the user agreement from eHarmony was obtained and given an initial review. This step acted as the first run through of the agreement, which involved identifying possible legal issues in the clauses, highlighting important points form each clause, and gaining a general understanding of the agreement. The agreement consisted of two separate documents titled “Privacy Policy” and “Terms of Service”, each outlining the obligations of the company and the customer respectively. In addition, an examination of the actual purpose and requirements of the assignment was carried out. In this particular phase of the paper, the course outline was reviewed and the outline of the paper was scrutinized, while the main objectives, purpose, and necessary content were identified. Also, questions for the professor were prepared such as an inquiry into the differences between an executive summary and an introduction as well as what the best method of applying course material to the term paper would be. A rough outline and schedule was established as a subsequent step. The paper was broken down into its individual sections, such as Executive Summary, Introduction, Clause Analysis, Application of Principles, Lessons Learned, and Corrective Measures and each part was assigned a time frame in which it was to be completed. The time line consists of deadlines for each section and its components and acts as a rough draft of the paper itself. Once a general concept of what the paper would look like was obtained, the actual process of formally writing the paper commenced. Key points from the outline/rough draft were expanded on in the body of the report. The executive summary and introduction were added first, allowing for further arrangement and planning for the paper’s progression of ideas. Successively, the analysis and explanation of the clauses form the agreement were conducted. Each clause was explained in a simplified manner in great detail. The process involved going over each clause from the agreement and simply rewording, explaining and justifying each clause. Notes on the previously identified clauses where legal issues existed were also included.  The next phase involved the application of all the legal principles from the course to the term paper. Starting from the first lecture and using the course textbook for clarification, each of the legal topics covered throughout the semester were linked to the main theme of the paper: contractual relationships in the world of online dating. Finally, the lessons learned from completing the term paper as well as recommendations to remedy the legal issues in some of the clauses were identified. Taking each of the clauses identified as having a potential issue, inconsistency or ambiguities were discussed and a solution to each problem was given. Fictitious examples of how a problem could manifest itself as a result of the clauses were also explained in this final phase.  
[bookmark: _Toc341433661]Business Relationship: 
The concepts covered in this report as well as the concept of a contractual agreement that outlines liabilities, responsibilities and duties is inextricably linked to the modern business environment. Such documentation is essential in order to provide a guideline of how to handle issues when they arise in business practices. Business owners must be able to expect the unexpected and be able to create a sort of contingency in the event that things go wrong. As a result, they must be prepared to deal with these events and have proper procedures in place. The documentation also acts as an “insurance policy” in the sense that it explicitly states the responsibilities and risks associated with a product or service. This allows the company to avoid being penalized or to suffer unnecessary losses because the customer or user was made fully aware of the risks associated with the service or product, and of the responsibilities they take on as a result of their purchase or membership decision.  The ability of a company to understand and implement such a system is essential for any business to succeed and will prevent unnecessary hardships that have real potential to sink a business indefinitely. In addition to covering the assets of the business, documentation and explanation of what a product or service entails is crucial to the consumer as well. The business has a responsibility on its own to inform the customer of issues relating to privacy and use of the customer’s personal information etc. This ensures that the business does not violate any legal doctrines regarding the safety and security of customer information. Therefore, the relation between a contractual agreement between user and business is one of preparation for the worst that could possibly happen to ensure the survival and longevity of one’s business into the future, no matter what legal issues may arise. 
[bookmark: _Toc341433662]III Clausal Description and Explanation			
[bookmark: _Toc341433663]Document 1: Privacy Policy (3 pages)
1.) Statement of accreditation 
a. States that eHarmony has been reviewed by TRUSTe, an organization that ensures that online websites adhere to certain restriction and follow proper privacy practices, and has received the TRUSTe Privacy Seal. 
i. TRUSTe privacy policy guidelines state that a policy must include 
1. Transparency: ability of the user to understand clearly 
2. Accountability: responsibility for collection and application of user information 
3. Choice of information use: the user is awarded choice of how eHarmony uses their personal information 
ii. EHarmony has included this provision to state that it is designated by a professional company that they adhere to privacy laws and ensure the highest level of privacy security. 

2.) Purpose of Privacy Statement
a. There is a brief statement that identifies the reason for and the function of the privacy policy in the eHarmony site 
i. States that the statement discloses the privacy practices of eHarmony INC. as well as any of its subsidiaries
3.) [bookmark: _GoBack]“What information we collect”
a. This clause identifies the types of information the company collects about the user
i. Information is separated into two main categories
1. Personally identifiable information 
a. This form of information is defined as any information that can be used to identify user 
2. Non-personally identifiable information 
a. The second category is the total information that does not reveal the identity of the individual user
b. This clause is included to protect the company from users who make claims against the company due to breach of privacy or illegal use of personal information. 
4.) “How we collect and use information”
a. The clause outlines the processes through which eHarmony collects the two categories of information and how it intends to use the information it collects. This is included to cover the company by indicating that the user is aware of the collection and use of information by eHarmony, thus aiding in eHarmony’s defense if a dispute should arise.  
i. There are eleven different processes and uses of any user’s information within eHarmony and can be outlined as:
1. Log files refer to any information that is collected about the customer once they log into the eHarmony website. This includes but is not limited to Internet Protocol addresses, Interment Service Providers, the Internet browser used to find eHarmony such as Internet Explorer or Google Chrome etc. , the number of clicks the user makes while on the company’s site. The clause then explains that the company intends to use this information to analyze user trends, provide the dating service, avert fraudulent activity, to track general user movement through the website and to gather demographic information about individual users. An example of such information collection and its application is provided as well. 
2. Cookies are used to track user’s activity whilst using the site. A definition of cookies is provided as very small files placed on the user’s computer to count site visitors and identify new visitors compared to repeat visitors. eHarmony also uses the cookies to identify user trends and save the preferences of its users to provide more efficient use of the website. As a final statement, eHarmony explicitly states that cookies are required for optimal functionality of the site and if the user refuses to allow cookies to access their computer, the user accepts all responsibility for the loss in performance of the sight due to the inability of the site’s cookies to operate.  
3. Web beacons are identified by eHarmony as an accompaniment to their use of cookies as they collect limited information about the user and allow eHarmony to improve the website for its users. eHarmony then proceeds to explain how the web beacons are embedded in emails to provide them with information about the user’s email preferences and activities. They then divulge a statement of how eHarmony does not connect any web beacons to personally identifiable information that could compromise the user’s identity 
4. Information about you is collected by eHarmony in a variety of ways. With the Single’s service, eHarmony takes information that the user provides through the initial set of questionnaires that the user must complete in order to join the site. The answers to the questionnaire are voluntary and are used to create the user’s profile for other users to see. However, eHarmony explicitly states under this clause that the company does not allow other users to see personally identifiable information and that the information is completely confidential. The clause also discusses the use of photos videos. Once photos are volunteered to eHarmony, they can be shared with users of eHarmony services and are visible to others using the websites. 
5. Purchase information is collected by eHarmony, including name, address, phone number, email address and credit card number. eHarmony then states that the company only uses this information to process orders or for some other identified reason. Note that this other purpose is not spelled out in the clause. The clause then explains that the transactions are very well secured through the use of secure socket layer (SSL) which is standard, as well as a third party installed security system, who also have access to your information but only for the purpose of securing your information from malicious software and users. 
6. Emails and telephone calls are monitored by eHarmony once users join. This section of the clause explains that once the user verifies their email address and phone number, eHarmony is able to not only send the user emails and telephone calls, but also is able to track what the user does with the sent emails from the company. Email and telephone information is used for registration as well as site promotion. The receiving of promotional emails and calls can be stopped by following the directions provided in the clause. Finally, a line stating that the company’s practices regarding emails and telephone information is in full compliance with the United States CAN SPAM act.  
7. Demographic data is also collected by eHarmony for the purpose of tailoring the site to suit user preferences and is provide to advertisers etc. Information provided to advertisers is strictly non-identifiable.  
8. Online survey data is within the rights of eHarmony to be collected and utilized. This clause states that they are entitled to collect the information users enter into the company online surveys in order to improve the site for users. In addition, voluntary surveys are offered randomly and any restrictions or legal implications will be provided to users. The clause also states that eHarmony will not link the information from surveys to personally identifiable information and the customer is not required to answer survey questions as they are purely voluntary. 
9. Information regarding your friends is openly encouraged under this section of the agreement. The company requests that current users recommend the site to friends by providing eHarmony with the name and contact information of the friend, which will be stored in the company’s records for future use. A one-time email offer will then be sent to the designated friend. The clause also states that by agreeing to the contract, the user agrees not to abuse the feature by providing the information of someone they know is not interested in using eHarmony services. The clause also outlines other circumstances in which the friend feature can be used such as delivering the membership as a gift. 
10. Public forum is a feature explained in this clausal sub category. The user is cautioned that any information that they post on the provided discussion board feature of the service is automatically considered public information and it is the responsibility of the user to determine whether they wish to post personally identifiable information and to be respectful when posting on the board. Direction to consult the manual for using public forums is provided. 
11. Use for research is an additional agreement made by the customer once they agree to the terms of service and privacy policy. In this section, the clause explains that the company is allowed to take any information you provide and use it for research into dating and relationships, as well as the right o publish their findings in research journals. They state also that non-personally identifiable information will be used in such research and the information will be provided in the spirit of complete anonymity. 
5.) Disclosure of information to third parties
a. The inclusion of this clause is primarily to notify the public that eHarmony holds the right to disclose any of its collected information to certain parties under specific circumstances and at its own discretion.  It is included to protect the company from being prosecuted for sharing personal information without consent. 
b. Disclosure by law clause 
i. The body of this section explains that by signing the agreement, the user acknowledges the fact that eHarmony is able to disclose any information provided by the user if eHarmony is required to do so by law. This is true for both requests made from independent parties outside of the company as well as the event that eHarmony decides that it is necessary to provide certain information in order to adhere to the law, requests of legal enforcers or by some other legal process, to protect the rights of eHarmony or the rights of the third party involved, and finally, to protect the health and safety of another. The example of threats facilitated by the site is given in the clause as well. 
c. Disclosure to protect abuse victims 
i. The information contained in this particular clause states that despite the guidelines of other sections of the agreement, eHarmony can, but is not obligated to, provide information to the proper authority in the event that the company believes or sees reason to believe that the information contains evidence that a person has been or is currently being abused in any way. A list of the different types of abuse covered by the clause is also included and ranges from elderly abuse to domestic violence. The proper authorities are also defined and listed and a statement verifying that the user understands that by agreeing to the policy, they permit the disclosure of such information in the future and acknowledge the right of eHarmony to do so. 
d. Disclosure to trusted third parties by eHarmony 
i. An explicit statement that the company holds the right to disclose information to third parties at its own discretion is provided here. Such information include personally and non-personally identifiable information in the event that the third party is an associate of eHarmony and carries out functions on the company’s behalf. This is including the ability of these third parties to use such information as email addresses etc. to contact the user for their own promotional purposes. However the user is entitled to deny such notifications on their own email settings or through the subsequent “opt out” section of the agreement. 
e. Disclosure of information to third parties at the user’s request 
i. This clause simply describes the option available to users that in the event that the user chooses to respond to the accepted third party advertisements or promotions, they can do so independently or through eHarmony. eHarmony states that it will facilitate the transfer of personal information to the third party but does not take responsibility for any damages, dissatisfaction or defects in the services or products purchased from the third parties. 
f. Information transferred as a result of sale of business 
i. This particular clause refers to the event of the company being bought by another business. If this were to occur, the user’s personal information could be considered part of the assets of eHarmony and therefore could be sold as part of the deal with the purchasing company. The clause is notifying the individual that by agreeing to the contract they accept this fact. 
6.) Third party advertising
a. Under this provision, the agreement outlines the fact that eHarmony sites allows third party advertisers to utilize cookies and web beacons to track ad effectiveness  and personal information gathered is completely anonymous, therefore complying with the rest of the privacy agreement. The company also states that it will only provide information to third party advertisers under the conditions and for the uses listed above. The clause is included to clearly identify who is liable for any negative consequences that may occur as a result of users utilizing the third party advertisements that appear on the site. Also, it is to protect the company from being accused of personal information theft or misuse. 
7.) Age restrictions 
a. There is a standard age requirement that stands across all eHarmony agreements and anyone under the age limit is denied access due to legal restrictions in the jurisdiction of California law enforcement. If a user is suspected of being underage and forges date of birth, the company holds the right to terminate the membership. This clause is important it identifies that there is a legal as well as ethical obligation of eHarmony to abide by legal age restriction in its immediate area of legal jurisdiction and it protects the company from being accused of age discrimination. 


8.) Security
a. An outline of the high security measures taken to secure user information in the company databases is provided in this section. However, the clause also says that because information over the Internet can never be one hundred percent secure, there is always a risk of the misuse, abuse or alteration of personal information and accept no liability for such events f they occur. The user agrees to this by signing the contract. This is included to shift liability for any damages resulting from security breaches to the user. eHarmony makes no assurance of total safety and therefore cannot be held accountable if such risks should materialize. 
9.) Retention and storage of user information 
a. The company has included the idea that they have the right to retain information for as long as it takes for the intended purpose of such information to be fulfilled. Simply put, they hold the right to keep records of user information for the duration of membership and after the user leaves. eHarmony can and will store information out of province and out of the user’s country of residence. This clause is included to simply cover eHarmony in the event that users are uncomfortable with their information being shipped around the country via the internet for anyone to see. Reasonable assurance is given to the user that their information is safe and the fact that the user has been informed of such transportations and storage of information keeps eHarmony safe from any legal dispute claims that could arise. 


10.) Links to other sites 
a. Under this clause, the concept that users can access their accounts from other sites, such as social networking sites that have different privacy policies is introduced. eHarmony defends its position that it is not responsible for the privacy policies of other sites and it advices users of other sites that have eHarmony links to be cautious, and to read the privacy policy of the sites. This acts as a motion of good faith by eHarmony because the company is not just  protecting itself from user interactions with unrelated third parties, but it also tries to warn the user as well. 
11.) Choice/Opt-out
a. A list of options for removing personal information such as email status is provided under this section. The company provides this information to allow users to choose not to be notified by third party advertisers or to not be connected by eHarmony for promotions etc. 
12.) Updating information 
a. A list of options  for updating previously submitted information is included under this provision of the agreement in order to keep user profiles and contact information up to date 
13.) Contact information for the company to give users the ability to ask questions 
14.) Acceptance of privacy statement
a. This clause is just a statement that states that the user has effectively agreed to the terms of the policy and that if any changes are required by eHarmony, the company holds the right to change the policy as they see fit, and will post such changes to the site. This clause allows eHarmony to make any changes it sees fit without encountering disputes. 
[bookmark: _Toc341433664]Document Two: Terms of Service (five pages)
1.) Introduction 
a. In this section, the document is identified as the legal agreement between the user and eHarmony. A brief verification of who and where eHarmony is, is laid out here, and a warning to users who do not agree with the terms of service to cease using the service. It is important to note that the last line of this clause is stating that the company holds the right to change the terms of service at any time and at their complete discretion. It also states that the continued use of the service is the indication that the terms have been agreed to. 
2.) Eligibility: the eligibility clause is included to set guidelines for who is allowed to join the service, as well as to protect the company from discrimination claims. 
a. In this section, the criteria that users must meet in order to become members of  the eHarmony service is expressed in detail. A minimum age is established at eighteen years in Canada, and older in some jurisdictions. 
b. A required marital status is also set to protect users. Users who join must not be bound by marriage in order to take advantage of the service. Users cannot be “separated” as this is not considered a legal divorce or separation of the married parties. 
c. The contract expresses an implied agreement between the user and the company that if the user joins the service, they are implicitly stating that they have no criminal history, particularly a criminal record or a record as a sex offender. The contract then subsequently states that it is not responsible for performing criminal background checks on its users but that eHarmony possesses the right to conduct such an investigation whenever they see fit using available public records. 
3.) Use of site and service 
a. Under this heading, the contract goes into detail about responsibilities of the user as a member of eHarmony. The proper use of the site is included in order to make sure that users do not take advantage of the service. This avoids expensive and time consuming legal issues with users over inappropriate comments or actions of other users. This section also serves to enable eHarmony to remove content, terminate memberships and punish accordingly any users who violate the user agreement without consequence. 
i. Exclusive use
1. Only the person who files for membership is considered the user and is not allowed to share their created account with another. 
2. Here, the contract stipulates that eHarmony negates any responsibility for third party access to the users account, authorized or not. 
ii. Geographic limitations 
1. This particular clause outlines the restrictions based on where users live if they wish to use the site. eHarmony states that by continuing to use the service, the user agrees that he or she is within Canada and will abide by any local, provincial or federal laws when using eHarmony services. The contract also indicates that in any are of Canada where the use of such a service is prohibited by law, the user may not continue using the site. 
iii. Information submitted 
1. eHarmony explicitly states that the user is personally and wholly responsible for any information that they provide to the site, any information posts etc. that the user publishes to the eHarmony community, as well as the way that users interact with each other. In short, the user is legally responsible for their actions and contributions on eHarmony. 
iv. Risk assumption and precautions 
1. Under this section of the contract, eHarmony notifies the user that by agreeing to the terms of service, the user is aware of and accepts any risks associated with the use of the dating service. This would include personal interactions both online and offline. The company also explains that it cannot guarantee the authenticity of the information being provided to users by others using the site and that it cannot verify the truth behind information provided by service users. 
2. The company goes into further detail by stating that the user must take any necessary precautions when using the service, specifically when sharing information and meeting with matches, as well as to follow the suggested safety practices provided as a link from the main contract. 
3. eHarmony also states that the user recognizes the absence of any type of warranty or reprehension in the event that any risk materializes during online and offline interactions. 
v. Reporting of violations 
1. The contract specifies that users have a duty to report any violations of the contractual agreement, and any suspected unauthorized access to an account. 
vi. Content removal 
1. Users are herein notified that eHarmony has the right to but is not obligated to monitor any information that users post and submit to the service. The company also holds the right to remove any violating content of any law or doctrine or at the request of a third party. 
vii. Posting and communication restrictions 
1. An outline is provided here that defines the types of unacceptable information that is not allowed on the site including:
a. Statements that promote racism, bigotry, hatred or physical harm against any group or person. Basically, any blatant expression of hatred with an unwillingness to change. 
b. Information that is intended to annoy, threaten or intimidate another person or group using the service. This would include bullying, death threats etc.  
c. Defamatory, inaccurate, obscene, profane, offensive, sexually explicit or any other form of socially objectionable material. 
d. Video, photographic or audio pasts about another person or group without their explicit permission 
e. Items of unapproved copyrighted material without permission
f. Information on how to commit criminal or illegal activities. Here, examples such as purchasing weapons or drugs, instructions on how to harass another, invade someone’s privacy steal another’s personal information, spread computer viruses and malware, as well as copyrighted materials. 
g. Material that is intended to deceive, swindle or defraud other users 
h. Items that contain viruses, time bots, Trojans, cancel bots, worms, or other harmful computer codes or files etc. 
i. Promotes or solicits involvement in or support for some political platform or party. Basically trying to force political beliefs or sway the political beliefs of others is not permitted 
j. Spreading or otherwise distributing another’s personal information without consent or collecting the personal information of other users to sell unlawfully. 
k. Off topic, meaningless, or generally unwelcomed content that negatively impacts another user’s enjoyment of the service.  
l. Material that impersonates, or otherwise misrepresents an affiliation with a group or person that is not true. 
m. Any type of posts that solicit gambling are not allowed 
n. The use of automated or computer methods to access the site is prohibited 
o. Use of the site to spread spam or chain emails is strictly banned 
p. The collection of information about minors under the age of 18 years is not permitted 
q. Any form of phishing or spamming etc. is not allowed on the site. 
viii. No false information: in this particular section, an express directive for the user of the site to not provide false, inaccurate, or misleading information is strictly included.  Also, eHarmony expresses the need for notification of any information changes etc. in the event that information is found inaccurate or in general, is changed at the discretion of the user. 
ix. No advertising or commercial solicitation: users are not permitted to advertise to other users to incite purchase or selling of any product  or service through the dating service. Chain letters, spam emails or any other illegitimate methods of soliciting are not allowed and the use of the contact information of users on the site in order to meet an advertising goal is also forbidden. In the event that this provision is breached, the violating user will have to acknowledge the fact that they causes substantial harm to the site and therefore are required to pay eHarmony fifty dollars Canadian for every solicited message sent. 
x. Unique and bona fide profile: registered users of the single’s service are required to create only one, unique profile for personal use, and they must be using the site with the genuine intent to meet other singles in hopes of starting a relationship. Joining the site for the purpose of finding local contact information about singles in the user’s area or for a school paper is not allowed. eHarmony also discloses that not all matches are available for dating as they periodically enter test matches to monitor the service. 
xi. No harassment of eHarmony employees or agents: any form of harassment, annoyance, threats etc. are prohibited. 
4.) Property Rights: this clause is included in the terms of service in order to identify the transfer of ownership of information once the user enters into the site agreement, thus protecting eHarmony from copyright violations.  
a. Ownership of proprietary information: the site outlines the fact in this section of the contract that by agreeing to the terms of service, the user acknowledges the fact that eHarmony is the sole owner of many property rights included the matching system used in the site, as well as compatibility profiles, and the questionnaires that the user answers. The site also states ownership of personal information that users provide. 
b. No use of confidential information: the user agrees to the condition that he or she will not post, copy, modify, transmit or disclose confidential information, any copyrighted material, without explicit consent from the owner of such material 
c. Other user information: any information, particularly any copyrighted material posted by other users is not available for copying to other users wishing to take advantage of such information for commercial use etc. 
d. License to posted content: in this section, the company states that the user grants a non-revocable compliance with the fact that the information provided by the user is available to the company and other users to derive other information, use in for other purposes  such as public display, reproduction or dissemination of the material. The user also waives any moral rights that they hold pertaining to the use of their information. Finally, the company states that the user is obligated to participate in tests or new features that eHarmony implements and as such, the user states agreement to the use of the results of such tests etc. to be harvested by eHarmony and used for their own purposes. 
5.) User information:  
a. Privacy statement: a link to the previously discussed privacy statement is provided under this section. 
b. No contact information: in this clause, the user agrees that they will not post any contact information on third party websites, or on the About Me section of the eHarmony site or in any form of communication with other members. Such information is reserved for the open communication phase of the eHarmony program. 
c. Disclosure by law: under this provision, the company states the compliance of the user with the right of eHarmony to disclose any information if they are required to do so by law or by the wishes of a third party, in order to uphold the law or protect the health and safety of another. 
d. Disclosure to protect abuse victims: here, eHarmony explains its right, but not obligation, to provide any necessary material that may pertain to abuse of any form to elderly, children or people in general. A list of proper authorities that may be involved or to whom information will be given is also provided. 
e. Use of anonymous information for research: eHarmony explains its rights to sue any of the information provided by users to perform and publish research in order to improve their service, and that such information will be contextually changed to preserve user anonymity. 
6.) Links to third party websites and dealings with advertisers and sponsors
a. eHarmony explicitly states that it is not responsible for the content or actions of other companies who have posted links for advertising purposes etc. on the eHarmony site pages. It gives examples of such links such as sweepstakes and service ads that the user, at their own discretion, may utilize. 
7.) Disclaimer of warranty: this is included in order to leave eHarmony unaccountable for any negative events that arise from the users inability to use the site or follow appropriate guidelines. 
a. No warranties: all of the information herein is in all capitalized letters. The section aggressively states that it applies to the maximum extent of the law. The section acts as a coverage of liability, where it exempts itself by stating that it gives no guarantees and provides no warranties for anything that occurs on the site.  It blatantly expresses its neutral position in the sense that it will not assume responsibility for online interactions or for results of the service for users. It states its compliance with the UN convention on contracts as well. 
b. Third party content: eHarmony expresses its position on third party content posted via the service page that is not posted by the company itself. It states that it does not insure the accuracy of the information provided by third parties, and does not necessarily believe or adopt any views implied or expressed explicitly by such posts. It also cautions users about the accuracy of such posts and that the posts are promoting the opinions of the third parties, not eHarmony. 
c. Beta features: any experimental material or beta products that eHarmony produces are stated to not be covered by any warranty or guarantee and are for experimental purposes only in this section. It also states that all of the clauses and provisions of the user agreements apply to any beta material. 
8.) Limitations of liability
a. Incidental damages and aggregate liability: eHarmony, once again in all capital lettering, expresses that it will not be held liable for any form of damage that results from the use of the site. It covers itself by stating that the user assumes the risk and therefore also assumes liability for the events that transpire on the site. 
b. No liability for non-eHarmony actions: eHarmony explains that it does not assume liability for the individual actions of each user and therefore does not hold itself responsible for damages cause by the agreeing user or any damages impacting the agreeing user. They lay all responsibility on the user and therefore, will not provide compensation of any kind or take action to rectify damages. 
c. Information verification: eHarmony states that it has the ability to verify user information at any time, but it also says that its methods are imperfect, thus it does not assume liability for improperly verified information that results in damages to the user. 
9.) Indemnification
a. eHarmony states an understanding here that the user is aware of the fact that eHarmony, its agents, officers etc. are to be indemnified or held harmless in the event of any damages occurring to the user as a result of use or inability to use the site, user postings, violations by the user of the terms of agreement or privacy policy, and any violation of laws and regulations. EHarmony holds the right to use the agreeing user in its defense and this section as a basis for its use of users for defense purposes in the event that a user holds the company responsible in such cases. EHarmony include an indemnification clause to ensure that they are not held accountable for inappropriate content posted by the user or consequences resulting from actions that are the sole fault of the user. 

10.) Complaints and law enforcement contact
a. eHarmony urges users to use the frequently asked questions section of the site to answer all questions prior to contacting the company and it says that law enforcement will contact eHarmony if needed through facsimile. This section acts as a way to provide the user with information to contact the appropriate parties if risks should materialize. This serves as a way for eHarmony to protect itself from the possibility that users may not be able to reach law enforcement or solve their problems thus resulting in a legal dispute. 
11.) Communication and privacy 
a.  EHarmony explains that it holds the right to contact the user via email or phone and if this is not in the wishes of the user, the user can cancel the reception of messages through their own privacy settings in the email inbox, as well as consult the privacy policy to clarify its grounds to negate any contact attempts. 
12.) Term and termination
a. Under this section of the agreement, eHarmony proceeds to discuss the life and termination of the users account with the service. The clause begins by stating that the agreement is effective once the user agreement is accepted and the agreement remains effective until cancellation or termination by the user. eHarmony also outlines the fact that it holds the right to cancel or terminate any user accounts without cause and at their own discretion, as well as being able to do so without being responsible for refunding any membership fees to the user. 


13.) Cancelations 
a. Cancelation at any time with no refund: users are informed under this clause that they reserve the right and ability to cancel their membership to the eHarmony service at any time. However, cancelations take effect at the end of the period that has been fully paid. Users are not entitles to receive any form of refund for cancelations. The agreement also states here that if members entered the service with a tiered payment plan, payment of the last period in which you had originally signed the payment plan for must be made in order to cancel the account. This is only for members who agreed to pay their membership fee in instalments 
b. Three day cancelation: users are able to cancel their accounts without penalty as long as the proper termination steps are taken within three days of signing the user agreement. This can be done through the site’s main page. 
c. Cancelations as a result of death or disability: if the original user is unable to continue their use of the service due to death or some form of disability, the user can elect for their estate or to stop independently paying for the service. There are three conditions laid out under this clause:
i.  Any prepaid amounts for services not yet rendered will be refunded to the disabled user or to the estate of the deceased user. 
ii. A definition of disability is provided here. EHarmony defines disability as an inability to properly use the single’s service, through a physical condition with proper medical documentation to support the claim.  Such documentation must be provided to eHarmony. 
iii. If the condition is seen as lasting for more than six months by a physician, eHarmony states here that it will possibly extend the users contract by the time required for recovery at no extra charge. 
14.) Renewals
a. eHarmony automatically renews its subscriptions twenty four hours prior to the terms renewal date. It is done for the same amount of time as the original subscription, with the exception of annual subscriptions, which are stated to be renewed on a monthly basis. If a user wishes to stop using the service, they may cancel their subscription at any time with no refund. 
15.) General provisions  
a. Controlling law and jurisdiction: under this provision of the agreement, eHarmony states that the agreement is governed by the laws of the federal and state level of California, and as such, if the agreement is breached in any way, eHarmony will seek reparation for damages through the California and federal legal systems of the United States of America. 
b. Miscellaneous: here, eHarmony sums up any information that it may have failed to include in previous sections of the contract. Here, an understanding is established that the agreement supersedes any prior agreement and it will last even if the subscription is cancelled. EHarmony also states that even if eHarmony fails to meet any part of its agreement, the user is still entitled to meet all expectations of the agreement. 


16.) Digital millennium copyright act notice
a. If any user feels that their own copyrighted material has been stolen through the use of the service, this section outlines the procedures for filing complaints and how to rectify their issues. 
17.) Revision date: the last time the agreement was revised is included here. In this case, the agreement was last revised on December 10th, 2012. The revision date is included to assure the user that appropriate changes have been made to keep up with a dynamic web based environment and changing legal doctrines.
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Principle one	 ~ Civil law: The broad legal principle of civil law is directly related to the eHarmony
 user agreement and privacy policy. Civil law is defined as the codified or written doctrines that originate from the French legal system. In civil laws, the rules and remedies for violations of the laws are explicitly spelled out. The legal clauses contained in the eHarmony terms of service and privacy policy are inextricably linked to the legal principle of Civil law because the documents explicitly spell out the legal obligations of the user, and it relates to one of the most important elements of the Canadian civil law system: the Charter of rights and Freedoms. The agreement outlines what types of behaviour, such as posts, comments, or intentions that are acceptable in the world of online relationship building. For example, section two, subsection “g” of the terms of service outlines the types of material that are not appropriate for the user to express. Any form of racial or discriminatory remarks are prohibited by the agreement thus protecting the fundamental rights or Canadians, as identified in the Charter. In addition, section one outlines the restrictions on eligibility of users who wish to join the site. Under this section, the user is informed of various age, geographic and criminal activity parameters that the user must meet in order to take advantage of the eHarmony services. This relates to civil law because there are certain provisions under the Canadian civil law system that prevent the sale or products and services, such as alcohol and tobacco products as well as any sexual material, to citizens under a certain age limit. The site must adhere to these laws as they directly facilitate the creation of personal and intimate relationships between persons, which cannot include under aged boys and girls. 
Principle two ~Property rights: Property rights are a crucial aspect of the terms of service and privacy policy documents created by eHarmony. To begin, property rights are laws and rules that regulate the ownership and sale of property, both intellectual and physical.  In the terms of service and privacy statements, the concept of property rights appears countless times. Under section three, the section is clearly titled “property rights” and it outlines the ownership of the material that the user publishes to the site, or provides to the eHarmony company. Here, there are four subsections labelled a through d, where different instances where property right infringement could occur.  For example, under subsection “a”, the concept that the company owns the personal information that the user provides through the questionnaires and through their profile creation is introduced. EHarmony also explains that any confidential information the user places on the site is automatically the property of eHarmony. Additional areas such as assurance that confidential information cannot be used outside of the service, information of other users is not open for use by the signing user, and that by signing the agreement, the user signals their consent for eHarmony and other users to use any licensed material posted. Furthermore, under section 4, the agreement includes the methods in which eHarmony can and will use the information that the user licenses the company to collect. 
Principle three ~Freedom of conscience and religion: freedom of conscience and religion is a section of the charter of rights and freedoms, included under section three which deals with the individual freedoms granted to all Canadian citizens. This particular freedom entitles Canadians to the ability to believe in any religion, deity or opinion that they wish, as long as their view is not abused to the effect of violating another’s freedom to believe in their own religion etc. the concept of freedom of conscience and religion relates to the terms of service and privacy policy of the eHarmony single’s service because by signing the agreement, the user agrees that they will not post any comments or material that offend religious beliefs held by fellow users. This is included under article two, section “g”, subsection ix, which clearly states that the user will not post, force upon users, or promote the interests of a particular political platform, religion or cult. This particular provision is important because it prevents the abuse of the service for the means of religious groups and it also protects the religious rights of the service’s users.  
Principle four ~ Freedom of association: The idea of freedom of association is a doctrine of the Canadian Charter of Rights and Freedoms, included under section three which deals with the freedoms Canadian citizens can enjoy. The freedom of association allows all Canadians the right to associate with whoever they choose, regardless of race etc. Essentially, this freedom allows Canadians to befriend or be a member of any group or organization they choose, as long as such groups do not spread hatred or belittle the image of other groups or individuals. The eHarmony community is a prime example of such a group of associates. People are free to join the service   as long as they meet the socially accepted eligibility conditions under section one of the agreement. Canadians are allowed to join and attempt to start relationships with their provided matches as they see fit, as long as their intentions are genuine in the sense that they really intend to follow through on meetings, communiques etc. with the other user.  This is included under section two, subsection “I” of the user agreement. It states that users must create one unique profile with the specific intention mf meeting and interacting with singles interested in starting real relationships. 
Principle five ~ Remedies and redress: remedies are another crucial element in the terms of service of eHarmony. Remedies are the guidelines set out for courts and companies to compensate for mistakes or mistreatments. The ability and willingness of companies to fix mistakes is very prominent in any contractual relationship and as such, eHarmony spends a great deal of time discussing its position on providing remedies for its users. The entire agreement essentially places responsibility and liability on the user, not eHarmony. For example, under section seven, the agreement states that eHarmony will not and cannot be held liable for actions or damages that befall the user, as the user forfeits any ability to blame eHarmony for such instances when they agree to the terms of service. The only exception to such rule is in the event that a user is unable to continue using the service due to death or disability. This is outlined in section twelve, subsection “c” which is titled “Cancellation as a result of death or disability”. The agreement requires that eHarmony refund, in whole or in part, the money paid to the company for services not yet rendered. The agreement also conveniently provides a link to a page where the subscription can be taken over by a friend or family member of the deceased or disabled. Therefore, eHarmony negates any intention or obligation that it may otherwise be socially required to fulfill through the provisions of its user agreement, thus passing virtually all accountability for any mistakes or damages that may arise as a result of the use of the service to the user. 
Principle six ~ Legal risks: First, legal risk is defined as any fact or event that may arise resulting in losses or damages. Risks can occur in any setting and as such, they are extremely relevant to the use of eHarmony services. In the agreement, there is a section dedicated specifically to the assumption, by the user, of any risks that are associated with using an online dating site, such as false information, exposure to harmful users or identity theft. Under this section, labelled section two, subsection “d”, the user is notified that there are certain risks to the information and person of the user and that proceeding through the document indicates the agreement of the user that they will not hold eHarmony responsible for any risks if they should materialize. EHarmony also includes here a list of precautions that all users must follow when moving on to the physical meeting stage of their relationships. On a side note, this section closes with a statement that there is a risk that a user may not be matched with any other user and that eHarmony does not guarantee any matches or a successful match for any user. 
Principle seven ~ Regulatory Norms (Areas of Legal Disputes): regulatory norms are standards that are imposed by society or by legislative bodies. For example, there is a standard of acceptable behaviour for businesses. This is relevant to the eHarmony terms of service and privacy policies because the contract imposes binding expectations on the behaviour of the users and on the behaviour of the corporation. For instance, the contract outlines the acceptable conduct of the users and what types of posts etc. that cannot be included on the website. In addition, outlines for ethical conduct when interacting with matches on or offline are included as well. These as well as any other norms are established under section two of the agreement that include providing true information, using the site for its intended purpose and to not harass employees of eHarmony or its users. It is also expected that the user will utilize only one profile for the site, thus preventing unrecognized third parties from accessing the matches of the eHarmony network. These stipulations of user behaviour provide a clear and compulsory guide for users that protect eHarmony from disagreements arising from misinterpreted behaviour expectations on behalf of the user. In terms of the company itself, the privacy policy outlines the acceptable ways in which eHarmony collects and uses member information such that they comply with security standard and ethical practices. 
Principle Eight ~ Dissatisfied Customers (Areas of legal disputes): dissatisfied customers are a very important issue to any organization in order to maintain a strong reputation and solid customer base. This principle is also equally applicable to the eHarmony terms of service and privacy policy. The connection can be made where eHarmony protects itself from customers unsatisfied with the results of their service use. Under section two of the agreement, eHarmony states that it cannot guarantee the best results for its site in the sense that it cannot guarantee match success. This protects the company from unsatisfied customers who do not find the perfect match via the eHarmony single’s service. EHarmony is essentially shielding itself from possible legal disputes regarding unsatisfactory service is provided. This saves time and money spent on litigation and settling disputes that could easily be dealt with through the user agreement 
Principle nine ~ Litigation: Litigation is the process of settling legal disputes in court. This principle is extremely important to companies such as eHarmony for a variety of reasons. First and foremost, the purpose of the terms of service and privacy policy is to protect the organization from costly legal disputes. The agreements provide an outline of everything that could result in the commencement of the litigation process, ranging from copyright violations and identity theft, to harassment and sexual assault. The litigation process can not only cost the company financially, but it also holds the potential to leave the company’s reputation in ruins. Furthermore, litigation is expressed in the agreement, not specifically, but in different sections in an implied fashion. The concept of litigation is first introduced under section three labelled user information. Under subsections c through e, the concept of disclosing information for the purpose of litigation by third parties or legal enforcement agencies is discussed. In the event that personal information, match records or other information about eHarmony users is required by police or third parties for the purpose of litigation in court, eHarmony holds the right to disclose pertinent information to the proper authorities, to assist in investigations. Furthermore, litigation is included under section fourteen. Under general provisions, eHarmony states that the legal jurisdiction in which the user resides only applies to using the site as some areas are not allowed to use online dating services. However, the rest of the service is under the provisions of the California code. If any of the provisions of the contract are breached eHarmony states that it will prosecute to the full extent of the law including litigation. 
Principle Ten ~ Duty to Disclose: the concept of duty to disclose is essentially the responsibility of the person agreeing to coverage or a contract must reveal all pertinent and relevant information that is impacting them. Although this usually pertains to insurance coverage, the term can also be applied to the agreement between eHarmony and its users. Users must include all information about their personal lives that will impact the experience of other users as well as the effectiveness of the site. For example, under section one of the terms of service, the user must state their marital status, age and if they hold a criminal record in order to use the site. This information is absolutely crucial as eHarmony must uphold certain laws regarding minimum age laws and child pornography etc., respecting the sanctity of the institution of marriage by only allowing single patrons to use the site and to provide a safe pool of potential matches for users to meet. This type of information is important in order to protect users physical and psychological safety, as well as the safety of their personal information and confidentiality. Furthermore, there is a provision under section two of the contract that states that all information provided by users must be true. EHarmony states that users must provide valid information about themselves and that the company has the right as well as the ability to investigate any suspicious users who may be providing false information and who intend to use the site for reasons of an illegal or unethical nature. Such practices include obtaining location information of singles in the user’s area or to sell narcotics etc. Such information, if falsified, creates an immense liability for eHarmony who would be faced with lawsuits and legal issues that could ruin their business, as well as serious risks for the users who are expecting the honest disclosure of information from fellow users. 
Principal Eleven ~ Indemnity: Indemnity is identified here as meaning providing compensation or reparation for damages. Under the provisions of the eHarmony terms of service, eHarmony dedicates one entire section to indemnity where it states that the user cannot blame eHarmony for any damages, debts, or losses, therefore indemnifying and leaving eHarmony harmless to the negative consequences of the actions or inability of the user to use the site properly. This indemnification also protects eHarmony and its employees and agents from any unlawful activity of the user, any actions that violate the terms of service, and it aids in protecting the company from any posts made by individual users that could bring about legal disputes such as discriminatory remarks, sexually explicit statements etc. the indemnity clause is very important to eHarmony as it acts as a shield against any claims that could harm their reputation or financial position. 
Principle twelve ~ Contracts: the legal principle of contracts is the most relevant of the listed legal principles that apply to the eHarmony user agreement because the agreement in itself is a contract between those wishing to use the service and the eHarmony company. By definition, a contract is a relationship between an individual proposing an offer and an offeree regarding the execution of a valid promise. In the case of eHarmony, the contract is the user agreement and privacy policy which promises to provide a reasonably secure and easy to use method of meeting fellow singles so the user can begin to build intimate relationships through online interaction on the World Wide Web. The contract between the user and eHarmony meets all of the necessary elements of a contract as well. First, the agreement pertains to activities that are in accordance with current laws in North America. People are allowed, in most jurisdictions, to use online services to date other singles. The contract clearly states that if members reside in jurisdictions where it is illegal to partake in online dating, the user must cease to use eHarmony in order to comply with said laws. Next, there really is an agreement present in the eHarmony context. 
Users are asked prior to registering for the service, after reviewing all the terms whether they agree to the terms. This establishes a clear agreement between both parties. Thirdly, the contract must be complete in order to be valid. eHarmony has created a very thorough and easy to understand outline of its terms of service and privacy policy. In addition, an agreement must be determined or intentional in order to be solidified in a contract. The agreement established by eHarmony is signed according to the intentions and deliberate actions or wishes of the user. The user must be knowledgeable of what they are doing in order for the contract to be valid. This explains one of the reasons why the company includes age restrictions, as underage individuals are not old enough to understand the risks associated with online dating. the eHarmony contract is a written agreement between two competent parties as well. Finally, the agreement between the user and eHarmony is voluntary. The user is not forced to join the service but must agree to the terms of service in order to receive mutual consideration. 
Legal Principle thirteen ~ Authority: authority is defined as the powers vested in an individual to make decisions or follow a particular course of action. Authority can be implied or explicitly laid out in a position title or document. In the context of the eHarmony user agreement, the company explicitly outlines its authority when using member information and its authority to make changes to the contract, terminate memberships and even disclosing user information to third parties outside of the organization or agreement. In the contract, eHarmony states that it holds the authority to use any information provided by the user, through the surveys, personal information in the user’s profile or in posts made by the user etc. in any way the company sees fit. This is outlined under sections three and four of the privacy policy. Also, the agreement states that eHarmony holds the authority to change the agreement at random and at its own discretions. However any changes will be made public for users to see. This implies that eHarmony can change any aspect of the agreement, without allowing the user to reconsider their membership when the changes are implemented. EHarmony also flexes its authoritative muscle by stating that they can terminate memberships if the company sees it is a reasonable measure, and choose whether or not to disclose information to third party authorities and advertisers at its own discretion. 
Principle fourteen ~ Agency and Agency by necessity: the notion of agency is crucial to understanding the terms of service set out by eHarmony. First, agency is a legal notion that expresses a relationship between a principle and an agent, subject to an authority, in regards to contractual events or other interactions with a third party. They agent acts on behalf of the principle in a variety of ways depending on the immediate context. For eHarmony, agency is present in two main forms: a formal understanding and agency by necessity. In a formal understanding, the expectations of both the agent and the user are laid out. For eHarmony, the occurs in the sense that eHarmony uses the member information to match them to other users throughout the eHarmony network.  In a way, the company is acting with authority from the user to make their personal information available to other users so that a relationship can grow. Furthermore, the idea of agency by necessity is relevant to the eHarmony terms of service as well. Agency by necessity is invoked when a principle is unable to properly represent themselves and thus an agent is provided as required in order to make decisions regarding the principles welfare and assets. Under section twelve subsection “C”, eHarmony states that membership cancellation with a refund is only applicable for those who die or suffer from a disability that prevent the user rom enjoying the service. In the event of death or a serious injury rendering the user unable to consciously make decisions etc. eHarmony allows the next of kin or power of attorney of the deceased or disabled to make cancellation of payment decisions on behalf of the user. 
Legal Principle Fifteen ~ Fiduciary duty:  Fiduciary duty is a concept that pertains mainly to agency or to positions where authority is present. It is defined as a requirement to perform at a higher standard because one resides in a special position of trust. This concept is extremely pertinent to the eHarmony user agreement. EHarmony holds a fiduciary duty to its users as they are harvesting literally infinite amounts of information about millions of people and are trusted to safeguard this information as well as the privacy of their users. EHarmony has a certain expectation regarding its performance and conduct because of the information it holds and the service it facilitates. Users expect eHarmony to respect their privacy, not use their information for unethical or illegal purposes such as advertising or gaining insight into potential customer expansion etc. eHarmony is also expected to make suitable matches with responsible and sane people on the network. Finally, eHarmony is expected to deliver a high level of security due to the sensitive nature of the information in stores and uses in its daily operations. By signing the agreement, users are putting their faith in eHarmony as a safe, reliable and ethically responsible company that will adhere to legal practices as well as uphold their end of the user agreement. Lastly, eHarmony is expected to handle financial transactions with great care and security due to the methods of acceptable payment. Due to the sensitive nature of credit card transactions, eHarmony must uphold a very high standard of transaction security.  In the terms of service however, eHarmony limits the expectations that are held against them in by stating that their security is not one hundred percent effective. They also state the uses of information collected from users in order to ease the minds of members as to what happens to their personal information. 
Legal Principle Sixteen ~ Damages: the notion of damages is a very important component in any legal area. Damagers are wrong doings that result in costs to an individual. Damages differ from torts in the sense that torts happen as a result of individual actions and do not apply to damaging circumstances resulting from a contractual relationship, whereas damages is a more general term applying to all forms of costs. In the terms of service of eHarmony, the concept of damages is a reoccurring theme. In sections two and seven of the agreement, eHarmony states that it does not take responsibility for any damages that occur as a result of using the service. These damages could come in the form of harassment, assault, financial troubles or personal information theft just to name a few of the many examples. These are damages because if they occur, they would incur severe losses of monetary value, dignity or even cause physical harm as well. The damages that could occur on the eHarmony site would be examples of non- pecuniary and abrogative damage. First, non-pecuniary damages occur when the victim suffers pain or suffering, loss of enjoyment of life or loss of expectancy. Basically, this type of damage refers to physical harm caused to the victim’s person. This could potentially occur as a result of eHarmony use due to physical and sexual assaults, although extremely unlikely. Such instances are damaging not only to the physical health of the victim but also the psychological health as well and as such, is a very serious issue that eHarmony must keep in mind. The agreement thus includes guidelines for safe practices when online dating to help prevent such unfortunate instances from occurring. Lastly, the term abrogative damage applies to the agreement between the user and eHarmony as well. Abrogative damages are damages of an intangible nature such as damage to dignity or reputation. This could potentially occur in the eHarmony network as users could post information such as videos or pictures of themselves for their matches to see and thus the material could be used to slander or harm the dignity of the user. eHarmony includes this possibility in their agreement under section two as it outlines what safe practices to use when posting information to the site. This topic is also touched upon under section four where the contract clearly states that users agree not to post personal profiles etc. to their eHarmony pages. 
Legal Principle Seventeen ~ Offer: the notion of an offer is possibly the most fundamental element of a contractual relationship. It is defined as a promise to perform or fulfill a certain act. In the case of eHarmony, the offer would be a service to match individuals based on personal traits and characteristics, provided by the user, in order to create a foundation for interpersonal intimate relationships. EHarmony has created this offer which is accompanied by certain restrictions and codes of conduct that users who wish to accept the offer must abide by. In effect, the terms of service is the offer provided by eHarmony. It clearly lays out all of the features of the offer so that the potential user has full knowledge of the circumstances surrounding the dating service and thus can make an informed decision of whether or not to join the eHarmony community. 
Legal Principle Eighteen ~ Acceptance: acceptance is a term that is applied to contractual agreements. It is a condition that must be met in order for a contract to be bona fide and valid. Acceptance is the action of the offeree to adhere to the conditions of an offer made in a contract without opposing the terms of said agreement. This concept is inextricably linked to the eHarmony terms of service and privacy agreement. The agreement itself must be agreed to in order for people to become eHarmony members and for them to sue the site. The terms are all laid out in the terms of service and privacy policy documents for the user to look over and decide whether they agree to adhere to them or not. Acceptance is the defining moment in the contractual agreement because it is arguably the point where the contract is set and both parties reach a mutually beneficial arrangement that is final and valid. Acceptance is what finalizes the contract between the user of the eHarmony service and the company, thus allowing eHarmony to make money and for users to make an intimate relationship. 
Legal Principle Nineteen ~ Professional services: the notion of professional service refers to providing some sort of service through an occupation or profession that requires a specialized level of education, knowledge and skill. EHarmony is effectively providing a professional service though its site. They claim to be professionals in the field of relationships and therefore offer to facilitate the creation of intimate and deeply compatible relationships online by using simple questionnaires. The company promises to match people with others from across the country or geographic regions selected by the user, based on similar personality traits and interests. As a result of this claim, eHarmony must adhere to certain regulations and expectations. They are expected to fulfill their promise of making compatible matches and of a secure network for its users. Also, eHarmony is expected to deliver a higher standard of service because of their professional status. 
Legal Principle Twenty ~ Implied Terms of a Contract: the notion of implied terms of contract is defined as any provision that is not expressly stated within the contract but is still part of the agreement nonetheless. The concept of implied terms is very important to the contractual agreement drafted by eHarmony because not all elements are spelled out in the document, but rather it is understood that the user is aware of certain restrictions or expectations. In addition, certain implied terms of the contract could potentially bring about legal disputes due to misunderstandings with users and therefore, should be included in the agreement. For example, it is implied that eHarmony does not allow minors to use the service who are under the age of 18 21 in some jurisdictions. However it is not expressly stated that the alternate age restriction is 21 and therefore could create confusion. Also, because people may assume the alternate age is 21, there may be some jurisdictions where the legal majority age is neither 18 nor 21, thus creating a false idea of what constitutes a minor
[bookmark: _Toc341433666]V Lessons Learned, Recommendations and Example Scenario 			
    After reading and analysing the clauses contained in the eHarmony user agreement, as well as applying the legal concepts from lecture, there are many valuable lessons to be learned. Such lessons would include the vast array of issues that could arise for an online company of any kind. There are countless security threats that barrage the company every day, delinquent users who use the site for malicious reasons threaten the credibility of such sites, as well as the security and experiences of those who genuinely wish to form a special relationship through the dating site.  Also, from a consumer point of view, it is imperative for users to understand what they are getting into before they agree to any form of contractual relationships. Contracts of this nature are binding and as such, users can find themselves at the mercy of the service provider if they agree to a contract that holds clauses that force conditions in a wordy or unclear way. This could cause a user who is not aware of the risks associated with any contractual relationship to agree to terms that could harm them in the long run. Such clauses could include the waiving of any right to litigation or compensation from the service in the event that risks materialize. 
	     For any new users who wish to utilize online dating sites, there are also a few recommendations that could prove to be invaluable. First, prior to using any form of online dating and entering into a binding agreement with companies like eHarmony, people should read and re-read any forms or terms of service that accompany membership to such sites. They must thoroughly understand the conditions that surround their membership and what their duties are as responsible users. This recommendation is essentially for those who wish to join the site to first prepare themselves by understanding any offer put forth by the dating service in its entirety before deciding to join the particular service as there are certain clauses under these agreements that prevent any compensation to the user in the event that damages should materialize as a result of using the site. Another recommendation would be for users to think before posting sensitive material and to be cautious when entering physical contact with other users. Once posted, information, statements etc. can never be taken down and are free for retrieval by anyone on the World Wide Web. Such material also becomes the property of the dating site, meaning they can use it in any way they see fit. From these two facts, major risks could potentially materialize for the inexperienced or unaware user. Other people on the site may not be using it for the same benign reasons that the common person would and use the site as sources of information for identity theft, personal amusement or even more vindictive purposes. The possibility of physical or sexual assault during the physical meetings if users do not carefully choose and consider the safe practices outlined by respective dating services is all too real and this reality must be considered prior to making illogical, desperate or irrational decisions. As for the service itself, the ability of the dating services to harvest literally infinite amounts of information from their users should weigh in on the decision process of the user as well. Keeping the line straight regarding posts and statements online will ensure that users do not incur costly legal procedures do to misconduct or inappropriate uses of the site just because they did not think their actions through before executing them.  Therefore, those wishing to use the site must take into account the gravity and severity surrounding the risks that could potentially come to fruition, from other users or even the dating site itself. As a final recommendation, potential users should determine the credibility and reputation of the dating site they wish to use. There are many sites that offer subpar service and who aim to use user information for unethical financial gain, through phishing schemes via email or simply selling off personal information to corporations etc. Such sites are real and therefore users should only commit to contractual relationships with sites that are well known and whose user agreements seem complete, easy to understand and can be verified by a confidentiality or security authority. For example, eHarmony is certified that they comply with all security and privacy regulations and standards. In short, people who have an interest in using online dating services should conduct preliminary research to authenticate the service provider and ensure they are entering a secure relationship prior to accepting any terms of service or agreement. 
        An example of a possible negative scenario that could arise when using an online dating site could be the event that a user meets another person who is not who they claim to be online and as a result, the user becomes involved in illegal activity, due to guilt by association. For instance, assume that a woman uses the single’s service on eHarmony to try and meet her true love. One day, she is matched with a man who claims to be her age and apparently share many interests. As the two interact more and more, they reach a point where they wish to meet in person. However upon meeting at a local diner, the woman realizes that the man in front of her is not at all what she imagined. He is bald, has many tattoos and rides a motorcycle, which do not match his profile stating that the man had long brown hair, worked in an office setting and owns a Mercedes. It turns out that the man is in fact a Neo-Nazi narcotics dealer who set up the meeting to try and sell her narcotics. As the woman uncomfortably tries to find an opportunity to leave, police cars surround the diner and take both the man and the woman into custody. Because she was seen by the police with a narcotics dealer who was under surveillance and was present with the dealer and the drugs, the women is charged with possession of illegal substances and must appear before a judge. Because she signed the user agreement, the women must provide her own lawyer and will not be compensated for any damages. EHarmony specifically included clauses to limit their liability and place sole responsibility on the user of the service to deal with any damages or risks that appear. As a result of not following proper procedures and not covering herself before agreeing to meet with another user, the woman is now facing criminal charges and will incur significant legal costs. Because the woman is being charged for illegal activity as well as apparently breaking the conditions of her agreement with eHarmony, eHarmony will not compensate her for her legal fees, or other emotional damages etc. that will arise from the unfortunate situation. This scenario, although exaggerated, represents the importance of following the recommendations previously outlined and ensuring that users act rationally when conducting any business or personal interaction online. 
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        After reading through all of the clauses, there were some that could be better worded or even omitted entirely to better impart the terms of agreement to the user and help to better protect eHarmony from possible issues that could arise. 
1.) Under the first clause titled “Eligibility”, eHarmony should include why a minimum age is required to help combat the risk of being accused of discriminating against potential based on age. Such restrictions could arise especially as young adults continue to live and breathe online. The inability to join certain dating services may upset younger generations therefore incurring costs for eHarmony and damaging their reputation to the public. 
2.) Under the first section “Eligibility”, eHarmony should implement a routine method of conducting criminal background checks on users in order to ensure that no user can accuse the company of not doing enough to protect the users in their online interactions. To accompany this, eHarmony would have to include a statement that criminal checks alone are not one hundred percent effective in preventing possibly dangerous offenders and those with a criminal history from accessing the site. However including this information would serve to protect eHarmony on another front.
3.) Under the second section of the terms of service called “Use of Site and Service”, eHarmony could include a link in the geographic limitations section to the Canadian justice website or to the criminal code of Canada. This is easy to implement and eliminates the possibility of members using the excuse that they were unaware of certain provision of any level of legislation that prohibit use of the site or that outline the types of criminal activity not tolerated in Canadian society. On the same note, eHarmony should provide a link to the California justice department website as well. Because eHarmony states in its contract that all legal issued are viewed from the perspective of the California code, it is advisable for eHarmony to give users the opportunity to be aware of the code to prevent any misunderstandings in the future. 
4.) In subsection c (information submitted),  of the second section of the terms of service, eHarmony should elaborate on what they mean by taking responsibility for the material users post and provide online. For instance, they should include that by agreeing to the terms, users accept all liability for any damages etc. that could be caused to other users or themselves. By including this measure, eHarmony can avoid misunderstanding leading to costly litigation or from users claiming that eHarmony was unclear in its expectations of users. 
5.) In section two, Use of site and service, sub section “e”, eHarmony should improve the information it includes for reporting issues to eHarmony or authorities. EHarmony should include better contact information for its company such as a link to a comments page, email address or phone number etc. This will give users one place where they can lodge complaints or issues they have and effectively covering the company in the event that someone claims they have grounds to sue the company due to lack of appropriate contact information if the user seeks compensation for damages or some other legal issue. 
6.) EHarmony should consider removing the notion that they do not have an obligation to remove content from the site under content removal subsection of section two of the terms of service contract. The statement takes away from the effect of the overall goal of the statement and as such, can cause a negative reaction from users. By taking away this phrase, they will simply state that they possess an inalienable right to remove content and that will suffice for legal purposes. 
7.) Under section two; subsection g where eHarmony lists the types of information that are not allowed to be posted by users, the company should include the notion of misleading other users of one’s intentions. In other words, eHarmony should state that misleading information such as flirting comments or false interest statements of interest in another user are prohibited. This will help protect users from entering false relationships resulting in emotional damages that most affected users will want compensation for. 
8.) Within section three of the terms of service, titled proprietary rights, eHarmony must include a definition of proprietary rights and how they apply to the user/company relationship. After reading through this particular clause it is very possible for users to become confused as to the context in which eHarmony defines proprietary rights and therefore should make clear its intended definition. As eHarmony wishes to impart its right to use any information posted on its site, this should be made clear in this section 
9.) The terms of service should divide the proprietary rights section of the terms of service into two separate ones: one for the rights of eHarmony to take ownership of any information or material posted on its site, and then another section titled “copyright infringement, intellectual property and trademarks”, which deals with members using the property of other users or third parties without the owner’s explicit consent. 
10.) In the fourth section of the terms of service, eHarmony outlines the concept of user information. Under this heading, the company states that it has the rights but no obligation to disclose information relating to abuse to the appropriate parties. In this heading the phrase not withstanding any other provision of this agreement. This should be replaced by a more straightforward indication that the right of eHarmony to disclose this type of sensitive information is independent and not subject to any restriction of the other provisions of the terms of service or privacy statement. This will make it easier to understand and avoid unnecessary confusion. 
11.) In section seven, the agreement lays out how it cannot be held liable for any misfortune that befalls its users. Under this section, eHarmony should explicitly go into detail about where it is not liable instead of defining their position in a general, wordy and round-about-way. This will allow eHarmony to claim that the users are fully aware of the risks associated and of the different contexts where eHarmony is not liable for risks that materialize and inconvenience, harm or cost the user. 
12.) In the very beginning of the terms of service introduction, the agreement states that eHarmony has the right to change the contract terms as they see fit. This is in direct violation of one of the key elements of a bona fide contract which states that once the terms of an offer are set, the offering party cannot change those conditions. This should be removed in order to comply with this fundamental element of contractual offers. 
13.) Under section twelve (Cancelations), eHarmony state the conditions and how to actually cancel a subscription to the single’s service. However, the section regarding the 3-day grace period for canceling after you have read agreed to the terms in service seems out of date. The methods for cancelation are stated as by phone, email or telegram. The word telegram should not be included in this section at all. 
14.) Under the indemnification section of the terms of service, eHarmony should include that it is not liable for actions or mistakes made whilst users interact both off an online. The section only states that eHarmony is indemnified from damages arising from misuse of the site, posts made online, or for 	violations of the user agreement. A statement regarding the offline conduct of users should also be included here to cover all of the possible reasons that eHarmony could have to provide for damage costs. 
15.) Regarding the sixth section of the terms of service, eHarmony should divide the first subsection titled “no warranties” into smaller subsections that specifically outline the instances where eHarmony does not provide warranty or guarantees. The wording in this section is particularly confusing and can easily be misread or ignored by users. By breaking down the section, eHarmony can explain that it does not warrant success of the site, security of personal information etc. and therefore will be able to ensure that users are fully aware of all of the limitations of the service and cannot attempt to sue the company in the event that their experiences is less than optimal for various reasons that are covered in the section. 	
16.) A section pertaining to ethical and respectful behaviour should be provided in the user agreement to provide a guideline for users and to specifically explain what the company expects of each individual user. This is not only beneficial for user but it helps to maintain eHarmony’s position as not being responsible for the actions of its users as it has given suggested practices for ethical use of the service when interacting with other users, eHarmony employees etc. 
17.) At the end of the user agreement, eHarmony should include a statement that they will stick to a cyclical maintenance schedule for updating the site, agreements etc. to ensure that they are up to date with current legal developments and to maximize user experiences. 
18.) Under section nine, eHarmony outlines how users can gain access to contact information for the company. Here, they also state that law enforcement officials may issue official documents such as subpoenas etc. to eHarmony. This is rather ambiguous as to whether the company will pass such notifications on to users of the site or if it is just for the company in the event that eHarmony is subpoenaed or is required for legal assistance. The agreement should be changed to include a statement to clarify this matter. 
19.) In subsection h of section two, which states that users cannot utilize the site to solicit advertising in any form, eHarmony should include a functional definition of what constitutes advertising on the site. For instance, the company should state that advertising is material posted with the intention of selling, gaining support or followers for a cause or to acquire financial funds in order to properly protect themselves in the event that someone decides to argue that what they are doing is not strictly advertising.
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In summation, there are infinite considerations that must be taken into account by companies to ensure that any contractual documents and agreements that they draft cover all possible angles. Companies have to comply with standards and have to simultaneously try to protect themselves from costly legal disputes, damaging accusations or dissatisfied customers. After reviewing the eHarmony user agreement, it is evident that law dictates how businesses operate and if they will reach future success or fall by the wayside. In order to stay ahead, businesses must keep the line straight, think multiple steps ahead of competitors and malicious parties, and cover all of their bases when conducting themselves. 
