Btm Notes Final
Module 1/CH2: Understanding the Parts  
A computer 
· Gathers data 
· Processes data into information
· Outputs data and information
· Stores data and information
Data: a representation of a fact, figure or idea. It can be a number, a word, a picture or a sound. Ex 6133, Jessica etc. 
Information: data that is organized or presented in a meaningful fashion. Useable. Example Jess can be reached at 5147163595 
Binary language:  the language of computers. Consists of two digits 0 and 1
Everything a computer does is broken down into 0s and 1s. 
Each 0 and 1 series is a binary digit or a bit.

8 binary digits (bits) = 1 byte (one letter, number, any character of data) 
Kilobyte (KB) = approx. 1000 bytes 

Computer Hardware 

Hardware: any part of the computer you can touch. Consists of the system unit and peripheral devices (monitor, printer, and keyboard). 
System unit and peripheral devices performs these functions: 
· Enable computer to input data
· Process data 
· Output it 
· Store data and info 
Software: Set of computer programs that enables the hardware to perform different tasks. 

2 categories of software  

1. Application Software: set of programs used to carry out tasks. For example, type a document, create spreadsheet, and edit a photo. ( Word, Excel)
2. System Software:  Enables computer hardware devices and application software to work together. Ex. the OS ( operating system)
Manages system hardware and allows user to interact with the comp. 
Types of Computers

Portable: Notebooks, netbooks, tablets
Stationary: desktop computers
Mainframes: Supports hundreds of users simultaneously
Super Computer: performs complex calculations rapidly
Embedded: self-contained computer performing dedicated functions. 

Input Devices

An input device enables you to enter data (text, images and sounds) and instructions (user responses and commands) into the computer.
Examples: keyboard, mouse, microphone, scanner, digital camera, stylus, game controllers 
Keyboards: QWERTY layout, Use F key for other functions
Mice: optical mouse, trackball, wireless mouse (by radio or light waves) 
Image Input: digital cameras, camcorders, cellphones, scanner, webcam  
Sound Input: speakers, microphones used for conferring calling, internet phone, and speech recognition

Output Devices
Enables you to send processed data out of your computer inform of text, video, sounds, pictures
Monitor: displays graphics, text, video as soft copies, ones you can only see on screen
Printer: creates tangible hard copies of text and graphics. 

Types of Monitors 
LCD: Liquid Crystal Display 
- Flat panel, light & energy efficient
LED: Light Emitting Diode, more energy efficient then LCD, better color
CRT monitors: legacy technology 

HOW LCD MONITOR FUNCTIONS 

Grid made up of tiny dots: pixels
Each pixel is composed 3 sub-pixels of red, blue and green sub (sometimes yellow)

 Consider these quality factors 
· Aspect ratio: width-to-height proportion of a monitor. Ex: 4:3
· Screen resolution: (clearness or sharpness of the image) reflects the number of pixels on the screen. 
· Contrast ratio: measure of the difference in light intensity between white and the darkest black that the monitor can produce. 
· Viewing angle: measured in degrees, tells how far you can move to the side of the monitor before the image quality degrades. 
· Brightness: measure of the greatest amount of light showing when the monitor is displaying pure white.
· Response time: measured in milliseconds, time it takes for a pixel to change color. 	The lower the response time= clearer moving image appear 


PRINTERS 
INKJET AND LASER PRINTERS ARE BOTH CONSIDERED NONIMPACT PRINTER.
AN IMPACT PRINTER HAS TINY HAMMER LIKE KEYS THAT STRIKE THE PAPER THROUGH AN INKED RIBBON, MAKING MARKS ON THE PAPER.

Inkjet: prints high quality color images, less expensive device, spray tiny drops of ink onto page 
Laser: Quick, quiet and high quality. More expensive. More economical than inkjets in the long run considering ink and paper.  
Uses laser beams and static electricity to deliver tone to page. 
Plotter: type of printer that produces oversize pictures that require the drawing of maps, detailed images and architectural plans
Choosing a Printer 
1. Speed (ppm): pages per minute, higher ppm= more detail and quality
2. Resolution (dpi): dots per inch, for photos 1200 dpi
3. Color Output: best to have individual cartridges for each color. 
4 colors: cyan, magenta, yellow, black
6 colors: cyan, magenta, yellow, black, light cyan, light magenta 
4. Use and Cost: cost of ink, depends on how you will use , images or documents 
The motherboard: the motherboard is the main circuit board that holds the main processing parts.  Attached to it is the CPU, RAM, EXPANSION CARDS SLOTS AND BUILT IN COMPONENTS


RAM (random access-memory): stores instructions and data 
· Temporary (volatile) storage
· Consists of several memory cards or modules
· Contents of RAM are erased when you turn off your computer. To save permanently, save it to the hard drive or a CD, DVD or flash drive

· ROM ( read-only memory): Stores startup instructions
· Permanent storage

CPU (CENTRAL PROCESSING UNIT)
· Referred to as the “brains” of the computer because it controls all the functions performed by the computer’s other components
· Controls all functions of the computer
· Processes all commands and instructions
· Can perform billions of tasks per second without error, making them extremely powerful components
· Processor speed is measured in hertz. Megahertz or Gigahertz
· Factors that affect processor performance is the number of cores (processing paths)(single , dual quad) and the cache memory and front side bus.

DRIVE BAYS
· Internal drive bays:
· cannot be seen or accessed from outside the system unit
· are reserved for internal hard drives
· External drive bays:
· can be accessed from outside the system unit
· house CD and DVD drives are covered by a faceplate
· Floppy and Zip drives, usb key 

Hard drives:
· primary device for permanent storage
· Non-volatile storage, meaning it holds the data and instructions your computer needs permanently, even after it’s turned off.
· External hard drives are portable storage devices which are used to back up data stored in an internal hard drive. 

Optical storage: optical drive that can read and write from a CD, DVD or BD.

Flash storage: also known as a jump drive, USB drive or thumb drive. They plug into USB ports. Some notebooks include slots for flash memory cards too. 

A solid state drive (SD) does not have spinning motors, so they are more efficient, not noisy, emit very little heat and require very little power. 

Connecting Peripherals to the Computer: a port is a place through which a peripheral device attaches to the computer. Data is exchanged between it and the operating system.

High-Speed and Data Transfer Ports: a universal serial bus (USB) port is now the most common port type used to connect input and output devices to the computer. Other types of ports: FireWire 400 and FireWire 800.

Connectivity and Multimedia Ports: 
· A connectivity port can give you access to networks and the Internet. (Ethernet port, modem port).
· Video graphics array (VGA) 
· Digital video interface (DVI) 
· S-video (super video) ports. 
· High-definition multimedia interface (HDMI) cable. 

Power Controls: the power supply (inside system unit), transforms wall voltage to the voltages needed by computer chips.

· Cold boot: powering on your computer from a fully turned off state
· Other options:
· Sleep mode: all the documents, applications and data you were using are stored in RAM, from which they are quickly accessible upon restarting your computer.
· Hibernation: another power-saving mode that stores your data in memory and saves it to your computer's hard disk
· If you’re using Windows 7, you can restart the computer when you click the right arrow button next to the lock button on the Start menu. This is called a warm boot. You might need to perform a warm boot if the operating system or other software application stops responding or if you have installed new programs.
Setting it All Up:
Ergonomics: Refers to how you set up your computer and other equipment to minimize your risk of injury or discomfort.

Position your monitor correctly (at least 25 inches from your eyes), purchase an adjustable chair (feet need to touch the floor), assume a proper position while typing, take breaks from computer tasks, and ensure the lighting is adequate. 
MODULE 2/CH3: The internet 

The Internet
· A network of networks. 
· Created for military purposes during the midst of the Cold War. Funded by the U.S gov. Secure military communications 
· The modern Internet evolved from the Advanced Research Projects Agency Network (ARPANET).
· The Web is only one component of the Internet. 

· The web is part of the internet, distinguished by
· Common communication protocols
· Navigation links
· 1989: Web invented by Tim Berners-Lee.
· 1993: Mosaic browser released.
· 1994: Netscape Navigator marked beginning of the web’s major growth.
· 1997: Internet access was global.

EMAIL
Types of email accounts
· Client-based (requires client email software)
· Web-based (does not require software)
· Not private :Can be printed or forwarded, can be monitored by employers

Instant messaging (IM) services are programs that enable you to communicate in real time with others who are online
Contacts: create buddy list, ex, AOL, MSN 

Group Communication
Ex: Facebook. 
A chat room occurs in real time and the conversations are visible to everyone in the chat room ex. Wireclub. 
A newsgroup is similar to a discussion group or forum in which people create threads. 
Internet Relay Chat (IRC) is a means of synchronous group communication used in discussion forums. (Trillion, Pidgin, XChat) 

WEB 2.0 
Describes an evolved type of Web with interactions between people, software, and data. It can be classified as the social Web, in which the user is also a participant. Additionally, Web 2.0 describes a trend of new applications to combine the functionality of multiple applications.


Social Networks: Used to communicate and share information among immediate friends, and meet and connect with others through common interests, experiences, and friends
ex. My space, Facebook, twitters

BLOGS & VLOGS
The popularity of blogs has brought about a new problem: spam blogs (splogs), which are artificially created blog sites filled with fake articles or stolen text (a tactic known as blog scraping)

Wikis is a type of Web site that allows users to change its content by adding, removing or editing the content. (Wikipedia.org)
· Encourages collaborative learning and business collaboration. 
· Wikihow.org uses both wikis and collaborative process to build a large, online how-to-manual.
· Blender.org is software for 3D modeling. 

PODCASTS 
A podcast is a clip of audio or video content that is broadcast over the internet using compressed audio and video files such as MP3s and MP4s. This content might include radio shows, audiobooks, magazines, and even educational programs.
E-Commerce
· In business-to-consumer (B2C) transactions, such as amazon.com, the end buyer purchases goods or services over the Internet.
· In business-to-business (B2B) transactions, businesses sell to one another.
· In consumer-to-consumer (C2C) transactions, like ebay.com, consumers sell to one another.

RSS: Really Simple Syndication is an XML-based format that facilitates the delivery of frequent content on Web pages
[bookmark: _GoBack]Safe shopping: shop at well-known, reputable sites. If unfamiliar, investigate it with the Better Business Bureau (bbb.org) or at bizrate.com. Avoid making online transactions when using public computers, pay by credit card, not debit card and check the return policy.

Web browser is software installed on your computer system that allows you to locate, view and navigate the Web.
Uniform Resource Locator (URL)
Hypertext transfer protocol (HTTP) or File transfer protocol (FTP): used to transfer files over internet  

For example, berkeley.edu is the domain name for the University of California at Berkeley. The suffix in the domain name after the dot (such as .com or .edu) is called the top-level domain. This suffix indicates the kind of organization to which the host belongs.


[image: URLs]
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To retrace your steps, some sites also provide a breadcrumb trail—a list of pages within a Web site you’ve visited. 







	
· Social bookmarking: also known as tagging lets you store, organize and manage bookmarks of Web pages. (Delicious.com)
· Subject directory: a structured outline of Web sites organized by topics and subtopics. If you can’t decide which search engine is best, then try a metasearch engine (dogpile.com).
· The spider: collects data on the Web, following links in Web sites and reading Web pages. 
· Boolean operators: are words such as and, not and or that describe the relationships between keywords in a search.
· Search strategies: search for a phrase, search within a specific Web site, use a wild card (“*”).
· Evaluating Web sites: who is the author? Is the site biased? Is the information in the site current? For what audience is the site intended? Are the links available and appropriate?
· How does the Internet work? Between a client and a server. The largest and fastest pathways are the main arteries of the Internet, called the Internet backbones.
· Connecting to the Internet: broadband is referred to as “high-speed Internet.” Types of broadband: DSL, cable and fiber-optic service. 
· Data transfer rate is the measurement of how fast data travels between computers. 
· The Future of the Internet: Large scale networking (LSN) aims to fund the research and development of cutting-edge networking and wireless technologies and to increase the speed of networks


Module 3/CH4: Application Software 
Software: software refers to a set of instructions that tells the computer what to do
Application Software: The software you use to do tasks at home, school, and work. (Writing letters, sending e-mail, paying taxes, creating presentations, editing photos etc.)
Includes:
· Productivity software
· Specialty software
· Entertainment software
· Educational and reference software
· Personal software

System Software: includes software such as Windows and Mac OS X 
· Help run the computer and coordinate instructions between application software and the computer’s hardware devices.
· includes the OS (operating system) and utility programs 

Productivity Software: Includes programs that enable you to perform various tasks required at home, school, and business. This category includes word processing, spreadsheet, presentation, database, and personal information manager (PIM) programs. Word, Excel, PowerPoint, etc.

Open source software: a program code that is publicly available and has few restrictions. 

Proprietary software: which is neither free nor open source, the code can be copied, distributed, or changed without the stringent copyright protections of software products you purchase.

Web-based applications: Ex: Google Docs.

SPREADSHEET SOFTWARE Used to perform calculations and numerical analyses
Features include: Worksheets with cells (columns & rows), Values, formulas and functions, Automatic recalculation. Ex: Excel, OpenOffice Calc
· Labels are descriptive text that identifies the components of the worksheet.
· Values are numeric data entered either directly or as a result of a calculation.
· Formulas are equations that you build yourself.
· Functions are formulas that are preprogrammed into the spreadsheet software.
Presentation Software: Ex: PowerPoint, OpenOffice, Zoho Show. Make slideshows

Database Software: Used as a complex electronic filing system. Ex: Access, Oracle, My SQL. Features include:
· Ability to group, sort and retrieve data and generate reports
· Organized into fields, records and tables

Note-Taking Software
Microsoft OneNote
· Allows students who have Tablet PCs to write their notes directly onto the tablet, using it as an electronic notebook
· Can be used with a notebook or desktop computer, typing the information onto the sheets, and then the pieces of text can be easily moved around the page
· Free versions: Evernote, sticky notes
Personal information manager (PIM): Used to manage time, contact lists and tasks. Replace the management tools found on a traditional desk—a calendar, address book, notepad, and to-do list, for example. Some PIMs contain e-mail management

EX Microsoft Outlook, Lotus Organizer and
Chandler = (open source) aka free 


Productivity Software Tools
· Wizards are step-by-step guides that walk you through the necessary steps to complete a complicated task. At each step, the wizard asks you questions. Based on your responses, the wizard helps you complete that portion of the task.
· Templates are predesigned forms included with software.
· Macros are small programs that group a series of commands to run as a single command. Macros are best used to automate a routine task or a complex series of commands that must be run frequently.

Integrated software application: a single software program that incorporates the most commonly used tools of many productivity software programs into a single integrated program.
· Single program that incorporates many software programs
· Complex features are not included
· Less expensive
· Example: Microsoft Works
Software Suite: A software suite is a group of software programs that have been bundled as a package. 
· primary developers of productivity software suites: Microsoft, Corel, and Apple
· Collection of stand-alone software programs packaged together
· Share common menus and toolbars
· Integrate well

Tax preparation software: Ex: TurboTax and H&R Block At Home help you to prepare your state and federal taxes on your own instead of hiring a professional.

Financial planning software: helps manage daily finances. Includes an electronic check book register and automatic bill payment tools. 
Examples include: Intuit’s Quicken and Microsoft Money
Web-based programs: mint.com and yodlee.com.

Multimedia software 
· includes image, video, and audio editing software; animation software; and other specialty software required to produce computer games, animations and movies. 

Digital Image–Editing Software: Used to edit photographs and other images.
Remove red-eye, Modify contrast, Fix scratches
· Examples: Adobe Photoshop, Corel PaintShop Pro, Google Picasa

Digital Audio Software

· Used to edit audio files in formats such as MP3, WAV, WMA, and AIFF
· Allows you to rip, play, and organize MP3s
· Features include recording, editing, adding special effects, and format conversion
· MP3, short for MPEG-1 Audio Layer 3 most popular 

• MP3 recording allows you to record directly from streaming audio and other software or microphone sources to MP3 format. 
• CD ripping allows you to copy or extract CDs and encode to the MP3 format. 
• CD burning allows you to create your own CDs from your MP3 collection. 
• Encoding and decoding is done by encoders, programs that convert files to MP3 format at varying levels of quality. Most ripping software has encoders built in to convert the files directly into MP3 format. 
• Format conversion programs allow you to convert MP3 files to other digital audio formats such as WAV (short for Waveform audio format), WMA (Windows Media Audio), and AIFF (Audio Interchange File Format).

Digital Video-Editing Software
Used to create and edit video files
· Examples:
· Adobe Premiere Pro
· Microsoft Live Movie Maker
· Apple iMovie HD

Media Management Software: organize media files. Sort, filter and search by artist, album or category. Manage tracks and generate playlists, Burn songs to CDs and print liner notes
 Examples:
· Windows Media Player
· Nullsoft Winamp
· Apple iTunes



Online Photo Management
Web-based sites allow easy management and sharing of digital photos. Enable you to upload your digital images from your computer, create photo albums, and share them with friends and family. These sites offer printing and card-making services as well
Examples:
· Flickr.com
· Snapfish.com
· Kodak.com
· Shutterfly.com
Game Rating System
The Entertainment Software Rating Board (ESRB) responsible for rating games:
· Everyone (E)
· Teens (T)
· Mature (M)
· Adult Only (AO)

Simulation programs: known as training programs, allow users to experience or control the software as if it were the actual software or an actual event. 

Course management software: (Blackboard, Moodle, Angel) provide traditional classrooms tools such as calendars and gradebooks.

Business Software:
Accounting software: helps small business owners manage their finances more efficiently by providing tools for tracking accounts receivable/payable. In addition, these applications offer inventory management, payroll, and billing tools. Examples of accounting applications are Intuit QuickBooks and Peachtree by Sage.
Desktop publishing (DTP) software allows you to incorporate and arrange graphics and text in your documents in creative ways (newsletters). Examples: QuarkXPress, Adobe InDesign

Web page authoring software: allows anyone to create a webpage, includes templates wizards.  Without knowing HTML code.

Large Business 
Project management software: helps project managers create and modify scheduling charts, helps plan and track specific tasks and coordinate personnel resources. 
Customer relationship management (CRM) software: stores sales and client contact information in one central database. 

Enterprise resource planning (ERP) system: used for billing, production, inventory management and human resources management. 

· Let’s a business consolidate multiple systems into one and improve coordination of these business areas across multiple departments.
· 
Mapping programs: perfect for businesses that require employees to travel frequently. Online mapping service: Google Maps, MapQuest, Google Earth, etc.

Specialized business Software

Vertical market software: software designed for a specific industry.  

Computer-aided design (CAD) programs: a form of 3D modeling that engineers use to create automated designs, technical drawings, and model visualizations. 
· Specialized CAD software such as Autodesk’s AutoCAD is used in areas such as architecture, the automotive industry, aerospace, and medical engineering.

Copy left: the concept of redistributing modified open source software is known as copy left. Must be redistributed as free software. 

Freeware is any copyrighted software you can use for free

Bloat ware: If you don’t use the software or don’t renew the license, then it clogs up your system for nothing. For this reason, this pre-installed software is referred to as bloat ware. 

Software as a Service (SaaS): instead of purchasing software and installing it, with SaaS, the application is hosted online by the vendor and made available to the customer over the Internet. Also known as Web-based applications. 

Beta version: application that is still under development. By distributing free beta versions, users may report bugs, errors, etc. 

Shareware: software that is distributed free of charge for a limited amount of time. They expire if not purchased within a certain timeframe. 

System requirements: specify the minimum recommended standards for the operating system, processor, primary memory (RAM) and hard drive capacity. 

Full installation: copies all files and programs from the distribution disc to the computer’s hard drive. 

Custom installation: you choose which features you want installed on the hard drive. 

Module 4/CH5: Using System Software

Application software: software you use to do everyday tasks at home and at work.

System software: set of programs that helps run the computer and coordinates instructions between application software and the computer’s hardware devices. Two primary parts: the operating system and utility programs.

The OS is a group of programs that controls how your computer system functions. It manages the hardware, including the processor (aka CPU), memory, storage and peripheral devices. 
· provides means for software to work with the CPU
· is responsible for management, scheduling and interaction of tasks
· provides user interface such as the desktop, icons, and menus

Utility program: small program that performs many of the housekeeping tasks for the computer, such as maintenance and file compression. (Backup, Security, Diagnostic, Recovery) 

Operating System Categories
Operating systems can be classified into four categories.
Real-time Operating System (RTOS): Embedded systems, minimal user interaction, Machinery that performs a repetitive series of specific tasks in an exact amount of time requires a real-time operating system.
· Example: printers, medical devices , automobiles
Multiuser: Network operating system enables more than one user to access the computer system at one time by handling requests from multiple users
· Example: Microsoft Windows Server OS
· UNIX: mostly for mainframes ALSO on PCS
· Linux, Mac Os
Single-user, multitask : perform more than one process at once 
· Example: Apple Mac OS
Single-user, single-task
· Example: MS-DOS

Microsoft Disk Operating System (MS-DOS): single-task, single-user operating system. First widely installed operating system in personal computers. SWITCHED TO Multitask: Mac OS and Windows replaced DOS because they allowed a single user to multitask. 
Server: the computer is on a network that manages network resources such as printers. 

Mainframe: responsible for storing, managing and simultaneously processing data from all users. (UNIX, IBM I and z/OS)

Smartphone: includes productivity features, in addition to media players and cameras as well as connectivity to the Web. 

The combination of operating system and processor is referred to as a computer’s platform. For example:
· Microsoft Windows OS/Intel and AMD processors
· Apple Macintosh OS/Motorola, IBM, and Intel processors

Firmware: system software on gaming devices. It controls the device, as well as other programs that come with the personal media player or gaming device. 

Windows 7: follows Vista, builds on the security and user interface upgrades that the Windows Vista provided. Features: touch-screen monitor. 
Mac OS: first commercially available OS to incorporate a graphical user interface (GUI) with user-friendly point-and-click technology. 
Linux: open source operating system designed for use on personal computers and as a network operating system.

Functions of the Operating system:
· provides an interaction between the user and computer,
· manages the processor (CPU), 
· manages memory and storage, 
· manages the computer’s system hardware and peripheral devices,
· Coordinates application software with the CPU.

User interface: enables you to interact with the computer. 
Types of interfaces:
· Command-driven interface: meaning that the user had to type very specific commands to get the computer to load a program. The commands were not always easy to understand; therefore the interface proved to be too complicated for the average user.
· Menu-driven interface: the user chooses a command from menus displayed on the screen. Menu-driven interfaces eliminated the need to know every command because you could select most of the commonly used commands from a menu. However, they were still not easy enough for most people to use.
· Graphical user interface (GUI): displays graphics and uses the point-and-click technology of the mouse and cursor, making operating systems much more user friendly.



Processor Management
Interrupt: ex: if you want to print a document, the printer generates a unique signal called an interrupt that tells the operating system that it is need of immediate attention. 
Interrupt handler: a special numerical code that prioritizes the requests. 
Pre-emptive multitasking: the OS processes the task assigned a higher priority before processing a task that has been assigned lower priority. 

Random Access Memory (RAM) has limited capacity. Running multiple programs at one time require more RAM.

Virtual Memory: When there isn’t enough RAM for the operating system to store the required data and instructions, the operating system borrows from the more spacious hard drive. This process of optimizing RAM storage by borrowing hard drive space is called virtual memory
· Swap file: d, the operating system swaps out from RAM the data or instructions that have not been recently used and moves them to a temporary storage area on the hard drive called the swap file
· This condition of excessive paging is called thrashing

Device driver: facilitates communication between the hardware device and the operating system. the device driver translates the device’s specialized commands into commands that the operating system can understand, and vice versa

Plug and Play (PnP): software and hardware standard that Microsoft created with the Windows 95 OS. It facilitates the installation of new hardware in PCs by including in the OS the drivers these devices need in order to run.

Application programing interface (API):  Blocks of code that software applications need

Boot process:
The boot process consists of four basic steps:
1. The basic input/output system (BIOS) is activated by powering on the CPU.
2. The BIOS checks that all attached devices are in place (called a power-on self-test, or POST).
3. The operating system is loaded into RAM.
4. Configuration and customization settings are checked

Basic input/output system (BIOS): program that manages the exchange of data between the OS and all the input/output devices attached to the system. BIOS itself is stored on a special read-only memory (ROM) chip on the motherboard

System files: the main files of the operating system.

Kernal (supervisor program): essential component of OS. It’s responsible for managing the processor and all the other components of the system. RAM memory used by the operating system

Registry: contains all of the different settings used by the OS and by other applications contains the customized settings you put into place, such as mouse speed and the display settings, as well as instructions as to which programs should be loaded first.

Authentication: the verification of your login name and password. Blocks Unauthorized users

Safe mode: (when comp does not boot properly) special diagnostic mode used for troubleshooting errors. When the system is in safe mode, only the mouse, keyboard and monitor function.

While in Safe Mode, you can use the Device manager: a feature in the operating system that lets you view and change the properties of all devices attached to the computer.
If Windows detects a problem in the boot process, it will add Last Known Good Configuration to the Advanced Options Menu. The OS starts the computer by using the registry information that was saved during the last shutdown. 

Desktop: first interaction you have with the OS and the first image you see on your monitor. On the desktop, you’ll find: recycle bin, gadgets (weather, calculator, calendar, etc.), taskbar, documents, computer and all programs. 
Mac Desktop: windows, menus and icons.
Widget: mini-application that enables quick access to frequently used tools and activities.
Toolbars: most programs include toolbars, which have icons (shortcuts to frequently used tasks) and scrollbars. 
Ribbon: Microsoft Office. It holds relevant commands. Bar on top 


File management: provides an organized structure to the computer’s contents. The OS allows you to organize the contents of your computer in a hierarchical directory structure that includes files, folders, libraries, and drives
Folder: collection of files.
Library: collection that gathers files from different locations and displays them as if they were all saved in a single folder, regardless of where they are actually stored

Root directory: the C drive, or hard drive, is like a large filing cabinet in which all files are stored. It is the top of the filing structure and is referred to as the root directory. 

Windows Explorer: the main tool for finding, viewing and managing the contents of your computer.

File type: follows the file name and a period. (.doc, .docx, .wpd, etc.)
File path: to determine the location of a file. 
Path separator: Mac files use a (:), whereas UNIX and Linux files use the forward slash (/).

Recycle Bin: where files deleted from the hard drive reside until you permanently delete them from your system. 

File compression utility: is a program that takes out redundancies in a file to reduce the file size. File compression is helpful because it makes a large file more compact, making it easier and faster to send over the Internet, upload to a Web page, or save onto a disc.

Disk cleanup: a Windows utility that cleans, or removes, unnecessary files (recycle bin, temp files) from your hard drive.

Disk Defragmenter: regroups related pieces of files on the hard drive, so the OS can work more efficiently.

Error checking: once known as ScanDisk, a Windows utility that checks for lost files, fragments and physical errors on your hard drive.

File allocation table (FAT): an index of all sector numbers in a table. Sometimes the system becomes confused, leaving references on the FAT to files that no longer exist or have been moved.

Task Manager utility: to check on programs that have stopped working or to exit nonresponsive programs. 

System restore: lets you roll your system settings back to a specific data when everything was working properly.

System restore point: a snapshot of your entire system’s settings, is made every week and prior to certain events such as installing or updating software.

Task scheduler utility: allows you to schedule tasks to run automatically at predetermined times.

Accessibility Utilities: (for people with special needs) High contrast, magnifier, narrator, on-screen keyboard, windows speech recognition. 

Module 5/CH6: Understanding/ Assessing Hardware 
Moore’s Laws: describes the pace at which CPUs improve. It predicts that the # of transistors increase so fast that the CPU capacity will double every 18 months. 
DRAM : dynamic random access memory increases 60% every year
Harddrives: storage capacity has been growing 50% every year. 
How to chose a computer?
Desktop or Notebook? 
If you have an external SATA or USB 3.0 – adds more storage space
Notebooks have an ExpressCard slot – ExpressCard
Assessing your hardware: Evaluating you system 
Conducting a system Evaluation : Looking at your computers subsystems
1. CPU subsystem
1. Memory Subsystem (RAM)
1. Storage subsystem (hard drive and other drives)
1. Video subsystem (video card and monitor)
1. Audio subsystem (sound card and speaker)
1. Ports
Evaluating the CPU subsystem: 
Located in the motherboard. Several Types such as Intel & AMD.
How does the CPU work?
2 units: 
1. Control Unit: coordinates the activities of all the other computer components
1. Arithmetic Log Unit (ALU): responsible for performing all arithmetic calculations, and makes logic and comparison decisions such as comparing items to determine if one is greater than, less than, or equal to one another. 
Everytime CPU performs a program instruction same steps: 
The process is called a machine cycle. 
1. It fetches the required piece of data or instruction from RAM 
1. Decodes the instructions into something the computer can understand
1. Executes instruction and stores the result to RAM before fetching next instructions. 
What makes one CPU different from another?
First distinction is Processing Power, determind by a number of factors:
1. Design of CPU in terms of number of cores. 
0. Core: is a complete processing section rom a CPU embedded into one physical chip.
1. Clock speed: how quickly the processor can work
1. Cache memory: the amount of immediate access memory the CPU has
How will a multiple-core CPU help me?
Hyper threading (executing more than one instruction at a time)  - this is the use of multiple cores on one CPU chip. 
Results in faster processing and smoother multitasking. 
How do I pick the fastest processor? 
1. Clock speed
1. Amount of cache memory: is a form of access memory that is more accessible to the CPU than regular RAM.
1. Several Types of cache memory, levels defined by chip’s proximity to the CPU.
0. Level 1 : cache is a clock of memory that is built onto the CPU chip for the storage of data or commands that have just been used. 
0. Level 2 cache: located on the CPU chip but slightly further away, or on a separate chip right next to it. Therefore longer to access. Contains more storage area than Level 1.
0. Level 3 cache: cache is slower for the CPU to reach but larger in size. 
1. Speed of FSB: Front side bus connects the CPU in your computer to the system memory. Measured in megahertz, faster FSB = faster data can get to your processor= faster your processor can work on it. 
Benchmarks are measurements used to compare CPU performance between processors. 
CPU usage: is the percentage of time that your CPU is working 
Evaluating RAM: The Memory Subsystem 
Volatile(Temporary storage)
Different tyes: 
1. DDR2: Double data rate 2
1. DDR3 even faster
1. DRAM dynamic ram
1. SRAM static ram
1. SDRAM synchronous DRAM 
Appears on memory modules ( memory cards): small circuit boards that hold a series of RAM chips and fit into special slots on the motherboards. 
Most memory modules today: DIMMs dual inline memory modules/
How can I tell how much RAM is installed on my computer? 
Physical memory: the mount of RAM that is actually sitting on memory modules in your computer. 
Superfetch: monitors which applications You use the most and preloads them into your system memory so that it will be ready 

How much memory does the OS need to run?
Kernel memory: memory your OS uses 

Adding RAM 

Every computer has a max of RAM it can support because the motherboard is designed with a specific number of slots into which memory cards can fit.

OS also has its own limit. 32-bit version of Windows 7 has max RAM of 4GB. 
64 bit of windows 7 has 192 GB

Evaluating the Storage Subsystem 

2 ways to store data: 
1. Temporary storage
1. Permanent storage 

The hard Drive

What makes the hard drive the most popular storage device? 

1. Has the largest storage capacity of any storage device.
1. Most economical device since more gigabytes per dollar. 
1. The hard drives access time : the time is takes a storage deive to locate its stored data and make it available for processing, is faster than that of other permanent storage devices. Measured in ms.

Solid state drive (SSD): uses the same kind of memory as flash drives, but has faster access times . No noise, no heat and very little power. 

Data transfer rate: speed at which it can transfer data to computer components such as ram. Megabits or bytes per second. 

How is data stored on a hard drive? 

Hard drive is composed of several coasted round, thin plates of metal stacked on a spindle. 
Each plate is a platter. 
When data is saved to platter, a pattern of magnetized spots is created on the iron oxide coasting of each platter. 

How do hard drives compare for speed? 
1. Several types of hard drives: 

1. Intergrated Drive Electronics (IDE) = parallel advanced technology attachment (PATA) older style that uses wide cables to connect the hard drive to the motherboard. 
1. Serial Advanced Technology Attachment (Serial ATA) hard drives: much thinner cables and transfer data more quickly.
1. Access time 
1. Solid State Drive (SSD) latest and fastest
1. Hard drive transfer rate: is speed at which hard drive can transfer data to other computer components such as RAM. 

To add external hard drive :
1. USB 2.0 port
1. USB 3.0 port
1. eSATA port 

Do I want one huge drive or several smaller drives? 
You can combine them using RAID technology (redundant array of independent disks)

Raid 0 configuration: every time data is written to a hard drive, it is actually spread across two physical drives. Makes writing information twice as fast however is you lose one drive you loose everything since part of the file is on each drive. More concerned with performance.

RAID 1: all the data written on one drive is written on the other. Automatic backup. 

Optical Storage 

Optical drives: disc drives that use a laser to store and read data. CD, DVD, BDs. 
Information is saved within established tracks and sectors.
Store data as tiny pits that are burned into the disc by a high-speed laser. 
Pits and nonpit(lands) translate the 0 and 1 binary digits 
CD and DVD use red laser. 
Blueray uses blue. 
Collectively they are Optical Media. 

Why can I store data on some discs but not others? 

CD-ROM, DVD-ROM, BD- Rom : are read-only optical discs you cannot save data. 
CD-R DVD R and BD-R are recordable formats allow data to be written(burned) to them. 
CD-RW read and writeable. 

Are there different standards of optical media? 
DVD-R/RW (dvd dash)
DVD+R/RW DVD plus
DVD-RAM: usually encased in a plastic cartridge.

Are some CD and DVD drives faster than others? 
Record(write) speed is listed first.
Rewrite speed is listed second. 
Playback speed is listed last. 
Example: 52X32X52X 
X in CD = 150 KB/ second
DVD faster X = 1.3MB
BDs X = 36MB/second 

Evaluating the Video Subsystem 

Video displayed depends on 2 components:
1. video card
1. monitor 

1. Video card
0. A video card is an expansion card that is installed inside your system unit to translate binary data into images you can view on your monitor.
0. DVI port for digital LCDs
0. HDMI port for tvs and gaming ocnsoles
0. S-video ports lower res – connecting computer to TV
0. Super VGA ports for CRT and analog LCD monitors. 
0. Include own RAM – video memory 
0. Include own GPU
Is a GPU different from a CPU? 

GPU does same computational work as CPU however handles 3-D graphics with incredible efficiency and speed. 

Does the GPU live on the motherboard or on the videocard?

Basic video processing motherboard. 
High-end video cards own GPU separated from motherboard. 
Connected through PCI Express Bus. 

What else does the video card do?
Controls the number of colors  your monitor can display. 
Bit depth: # of bits the video card uses to represent each pixel on the monitor. 
Bit depth: defines the color quality of the image displayed. 
Surround sight: allows you to merge all six monitors as one screen. 

Evaluating the Audio Subsystem 
Sound Cards

What does a sound card do?

It is a expansion card that attaches to the motherboard.
It enables the computer to produce sounds.

Can I hook up a surround-sound system to my computer?
Basic sound card : 3D sound card.

What is surround sound then?

It is a type of audio processing that makes it sound  like it is coming from all directions. 
Current Standard is Dolby.
Dolby trueHD : no data is lost in the compression process. 
To make surround sound, takes sound and reproduces it in eight channels. 
7 speakers and an eight channel that holds extremely low-frequency subwoofer. 

Most basic sound cards contain the following:
Microphone in, speaker out, and line in. 


Module 6/CH7: Networking 
Computer network: Two or more connected computers
Node: Any device connected to a network
Benefits of computer networking
· Facilitates resource sharing
· High-speed internet connections
· Peripheral devices such as printers
· Files
Disadvantages of computer networking
· Network administration
· Installing new computers and devices
· Monitoring the network’s performance
· Updating and installing new software
· Configuring network security

The term network architecture refers to the design of a network.

Peer-to-peer (P2P) network, each node connected to the network can communicate directly with every other node on the network. Thus, all nodes on this type of network are peers (equals)
A client/server network contains two different types of computers: clients and servers.
	A client is a computer on which users accomplish specific tasks (such as construct spreadsheets) and make specific requests (such as printing a file). 
	The server is the computer that provides information or resources to the client computers on the network.
A home network server is designed to store media, share media across the network, and back up files on computers connected to the network
Networks Based on Distance
· LAN: Local area network
· HAN: Home area network
· WAN: Wide area network
· MAN: Metropolitan area network

Transmission Media: All network nodes are connected to each other and to the network by transmission media. Transmission media establishes a communications channel between the nodes on a network and can either be wireless or wired.
Wired networks use various types of cable (wires) to connect nodes.
· Twisted-pair cable is made up of copper wires that are twisted around each other and surrounded by a plastic jacket.
· Coaxial cable consists of a single copper wire surrounded by layers of plastic.
· Fiberoptic cable is made up of plastic or glass fibers that transmit data at extremely fast speeds

Data transfer rate (also called bandwidth) is the maximum speed at which data can be transmitted between two nodes on a network.
Throughput is the actual speed of data transfer that is achieved. Always less than or equal to the data transfer rat
Network adapters are devices connected to or installed in network nodes that enable the nodes to communicate with each other and to access the network. All desktop and notebook computers (and many peripherals) sold today contain network adapters installed inside the device. This type of adapter is referred to as a network interface card (NIC).
Wireless Signals
Might have decreased throughput:
· Interference from magnetic and electrical sources
· Interference with other wireless networks
· Building materials and metal
· Distance from networking equipment
· Coded signals

Network Navigation Devices: Control the flow of data through a network
· Data sent in bundles called packets
· Routers: Transfer packets between two or more network
· Switches: Send packets to intended nodes on same network


An Ethernet network is so named because it uses the Ethernet protocol as the means (or standard) by which the nodes on the network communicate. The Ethernet protocol was developed by the Institute of Electrical and Electronics Engineers (IEEE).
Each standard the IEEE develops is numbered, with 802.11 (wireless) and 802.3 (wired) being the standards for Ethernet networks.

802.11 standard is also known as WiFi


How 802.11n works 
Wireless routers and network adapters contain transceivers.A transceiver is a device that translates the electronic data that needs to be sent along the network into radio waves and then broadcasts these radio waves to other network nodes.
Devices that use Multiple Input Multiple Output (MIMO) technology are designed to use multiple antennas for transmitting and receiving data. The multiple antennas break the data into multiple data streams and allow for faster transmission of the data
Throughput Speeds throughput: The actual speed of data transfer on a network
· Can be measured using utilities like Net Meter
· Wired connections provide best throughput.
· Wi-Gig will be faster than current wired or wireless standards.

Network Cabling
Unshielded twisted-pair (UTP) cable
· Most popular cable for Ethernet networks
· Composed of four pairs of wires that are twisted around each other to reduce electrical interference
· Signal degrades after 100 m (328 ft).
RJ-45 connectors: used on cable ends
Cat 6 cable: best UTP for home networks

Home Ethernet Network Equipment
Router (broadband router)
· Includes integrated switches
· Most have wireless capability
· Can contain broadband modem
Wireless devices need wireless network interface cards (NICs).
Network-ready devices can connect directly to router.


Network attached storage (NAS) devices are specialized computing devices designed to store and manage your data.
Digital Entertainment Devices
· Connect to network to access and share digital content
· Use gaming devices to play multiplayer games with players all over the world
· Network-ready TVs and home theater systems
· Blu-ray players
· DVR
Specialized Devices:
Internet appliances
· Used to access internet
· Apple iPad
Digital picture frames
Security monitoring camera

Securing Wireless Networks
Piggybacking
· Connecting to a wireless network other than your own without permission of the user
· Can be unintentional
Most wireless adapters are set up to access the strongest wireless signal detected.
Precautions to secure a wireless network:
· Change your network name (SSID)
· Disable SSID broadcast
· Change the default password on your router
· Turn on security protocols
· Implement media access control
· Limit your signal range
· Apply firmware upgrades

MODULE 7/CH9
Chapter nine: securing your system 

Keeping your Data Safe 
Cybercrime: any criminal action perpetrated primarily through the use of a computer. 
Cybercriminals: individuals who use computer to perpetrate crimes. 
The Internet Crime Complaint Center(IC3)
Virus: is a computer program that attaches itself to another computer program(host program) and attempts to spread while other computer files are exchanged. 

Computer threats: Computer Viruses

What do computer viruses do? 
Main purpose is to replicate and copy its code onto as many other files as possible. 

Types of Viruses 
6 main categories – based on their behavior and method of transmission 

1. Boot-Sector Viruses 
2. Replicates itself into a hard drives master boot record 
2. Master boot record: is a program that executes whenever a computer boots u – even before virus protection programs can load 
2. Transmission medium: flash drive left in USB port 
1. Logic Bombs and Time Bombs 
1. Logic bomb: triggered when certain logical conditions are met 
1. Time bomb: triggered by the passage of time or date 
1. Effects: displaying annoying messages to reformatting hard drive. 
1. Worms
2. Attampts to travel between systems through network connections to spread infection 
2. Works independently of file execution and is more active in spreading itself 
2. Protection with antivirus software and software patches 
1. Script and Macro Viruses 
3. Script: series on commands (miniprogram) that is executed without your knowledges. 
3. Macro Virus: attaches itself to a document that uses macros. 
3. Ex. Melissa virus 
3. E-mail Virus: use address book in the victims email system to distribute the virus 
1. Encryption Viruses
4. They run a program that searches for common types of data files and compresses them using a complex encryption key that renders your files unusable 

Virus Classifications 

They could also be classified by the methods they take to avoid detection by antivirus software, 
1. Polymorphic virus: changes its own code to avoid detection 
0. Usually infect particular type of file 
1. Multipartite virus: designed to infect multiple file types in effort to fool the antivirus software that is looking for it 
1. Stealth viruses: temp erase their code from the files where they reside andthen hide in the active memory of the computer 

Computer Safeguard: Antivirus Software and Software Updates 
Antivirus Software

How does antivirus software work? 
1. Looks for virus signatures on files 
0. Virus signature: portion of virus code that is unique to a particular computer virus 
1. Scan files when open or exe when suspicious
1. Notifies you
1. Quarantining: places virus in a secure area on your hard drive 
1. Prevent infection by inoculating key files
2. Inoculation: records key attributes about files on your computer and keeps these statistics in a safe place on your hard drive 
2. Then compares the files to attributes previously recorded to help detect any attempts to modify your files. 
Are instant messenger programs safe from virus attacks? 
Keep safe: 
1. Allow contact only from users on your Buddy List 
1. Never automatically accept transfers of data
1. Avoid using instant messaging programs on public computers

Software Updates 
Drive-by download: exploit weaknesses in OS. 

Computer Threats: Hackers 
Hacker: anyone who unlawfully breaks into a computer system 

Different kinds of hackers: 
1. White-hat hacker: breaks into systems just for the challenge of it 
1. Black-hat hacker: villainous hackers 
1. Script Kiddies: amateur hackers – teens 

What Hackers Steal 
Keylogger: a program that captures all keystrokes made on a computer 
Whats a packet sniffer?

· Data travels through the internet in packets 
· Each packet has an IP address 
Packet sniffer: is a computer program deployed by hackers that looks at each packet as it travels on the internet 

Identity theft: is characterized by someone using personal information about you to assume your identity for the purpose of defrauding others. 

Trojan Horse: is a program that appears to be something useful or desirable but while it runs does something malicious in the background without your knowledge

What damage can Trojan Horses do? 

Backdoor program: allows hackers to take almost complete control of your computer without your knowledge 
Zombie: a computer that hacker controls in this maner. Often used to launch denial-of-service attacks on other computers, 

Denial of Service attacks: DoS attack: when users are denied access to a computer system because a hacker is repeatedly making request of that computer system though a computer he or she has taken over as a zombie. 

Couldn’t a DoS attack be traced by to the computer that launched it? 
Use distributed denial-of-service (DDOS) attack : which launches DoS attacks from more than one zombie. 

Coordinated by botnets: large group of software programs(robots or bots) that runs autonomously on zombie computers

How Hackers Gain Access
1. Directly/Indirectly
0. Directly: sitting down n a computer an installing hacking software
0. Indirectly: through internet connection 
Logical ports: virtual communications gateways or paths that allow a computer to organize requests for information from other networks or computers 
Logical port 80: designated for hypertext transfer protocol HTTP 
Simple mail transfer protocol(SMTP) used for sending email on the internet go through logical port 25

Restricting Access to Your Digital Assets 

Firewalls

Firewall: program or hardware device designed to protect computers from hackers. 
Personal Firewall: specifically designed for home networks 

Types of Firewalls
1. Software Firewalls: Norton Internet Security, McAfee Internet security, Internet Security Suite 
0. If using something that has a firewall disable the one that came with your OS. 
1. Hardware Firewalls

How do they work? 

Designed to: 
1. Block access to logical ports 
1. Keep your computers network address secure 

Preventing Bluetooth Attacks 
Bluetooth: transmission medium for exchanging data wirelessly over short distances. 
Bluesnarfing: involves exploiting  flaw in the Bluetooth access software for the purpose of accessing a Bluetooth device and stealing the info contained on it. 
Bluebugging: a hacker actually takes control of a Bluetooth-enabled device. 

Password management software – helps you remember all your passwords 
Anonymous Web Surfing 
Portable privacy devices:  provide and even higher level of surfing privacy 

Biometric Authentication Devices 

Besides passwords, hoe else can I restrict the use of my computer? 

Biometric authentication device: reads a unique personal characteristic such as a fingerprint or the iris pattern in your eye and converts its pattern to a digital code. 

Managing Online Annoyances 
Malware, Adware and Spyware 

Malware: is a software that has a malicious intent 
3 forms: 
1. Adware
1. Spyware
1. Viruses
Adware/spyware(grayware): not physically destructive – annoying programs such as freeware games or utility 

Adware: software that displays sponsored advertisements in a section of your browser window or as a pop-up as box. 
Spyware: is an unwanted piggyback program that usually downloads with other software that you want to install.
Spyware transmits information about you for marketing purposes. Ex. Keystroke loggers
To remove: stand alone spyware removal software 
Ex. Windows Defender, Malwarebytes AntiMalware, Ad-Aware, Spybot-Search & Destroy 

Spam : unwanted or junk email 
Spim: unwanted ims 

Spam filter: option on email to place suspected spam messages in another folder 

Cookies

Cookies (tracking cookies): small text files that some Web sites automatically store on your computers hard drive when you visit them. 
Cookie files assigns and ID number to your computer so when you come back it is better geared for your interests. 

What info never to share on websites? 
SSN. Phone number. Street Adress. 

Backing up Your Data 
Data faces 3 major threats:
1. Unauthorized access
1. Tampering
1. Destruction 
Backups: copies of files that you can use to replace originals if they are ost or damaged. 

What Type of files do I need to backup?
Two types: 
1. Program files
1. Data files 
Different ways to back up files:
1. Incremental backup(partial backup): involves backing up only files that have been changed since the last backup was preformed. 
1. Image backup (system backup): all files get backed up. 

Where can I put the backups of my files? 
1. Online
1. Local drives 
1. Network-attached storage devices and home servers 

Social Engineering: Fooling the Unwary 

Social engineering: is any technique that uses social skills to generate human interaction that entices individuals to reveal sensitive information. 

Pretexting: involves creating a scenario that sounds legitimate enough to someone will trust you 

Phising: lures internet users to reveal personal information such as credit card numbers that could lead to identity theft. 
Pharming: does not need positive action. It is when malicious code is planted on your computer that alters your browser’s ability to find Web addresses. Directed to bogus websites regardless if they entered the correct address. 

Hoax: attempt to make some believe something that is untrue. 
Urban Legend: when hoaxes become so well known they are accepted as true event 

Protecting Your Physical Computing Assets 

Not to damage: 
1. Environmental factors
1. Power surges: when electrical current is supplied in excess of normal voltage
1. Surge protector: device that protects your computer against power surges
1. Power outages
1. Theft 

How do Surge protectors work? 

Contain 2 components: 
1. MOVS: Metal-oxide varistors: bleed off excess current during minor surges and feed it to the ground wire. 
1. When overwhelms the MOV the fuse blows which stops all current. 
1. Whole-house surge protector: protect all electrical devices in house. 

If power is out
UPS : uninterruptible Power supple, contains surge protection equipment and a large battery.

Deterring Theft
3 ways: 
1. Alarming them
1. Locking them down
1. Installing devices that alert you or destroy data 

Alarms

Motion alarm: use a small device called Key Fob Activator or punch in a code to activate alarm. 
If moved it emits a wailing sound. 
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