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Chapter 4: Enterprise Systems
Information Systems that Support Business Activities

Building an Understanding of the Value Chain

· Value Chain: a connected series of activities, each of which adds value or supports the addition of value to the firm’s goods or services
· Five components of a typical value chain ( See Figure 4.2, Page 133
· Inbound Logistics: receiving, warehousing, and inventory control of raw materials
· Operations: the value-creating and proprietary activities that transform raw inputs into the final product (R&D, manufacturing, and product design elements)
· Outbound Logistics: activities required to get the finished product to the consumer (packaging, warehousing, and order fulfillment) 
· Marketing and Sales: all activities associated with defining and securing target market interest, get people to buy our shit ( competitive analysis, advertising, pricing
· Service Activities: maintain and enhance the product’s value ( customer support, repair services, warranty, and recall
· As you move through these stages, you should be adding value so the customer pays for all these steps as part of the product/service purchased
· Divided into two main classifications
· Primary Activities: those directly related to the production and distribution of the organization’s products and services
· Create the most business value for the organization
· Support Activities: Value chain activities that are conducted in support of or expansion of the business value created by the primary activities
· Four critical support activities
1. Firm Infrastructure (Administration)
2. Technology Development and R&D
3. HR Management
4. Procurement
· Value chain is the sum of all primary and support activities (inputs ( processes ( output)
· Can create competitive advantage in terms of reducing process cycle costs or improving efficiency/effectiveness of steps 
· Common information systems classifications are: 
· Functional Information Systems
· Workflow Management Systems
· Transaction Processing Systems
· Management Information and Document Management Systems
· Supply Chain Management
· Enterprise Resource Planning (ERP)
Functional Information Systems

· Functional Information Systems (FIS): focus on activities of the functional department to improve its efficiency and effectiveness
· An accounting IS focuses on automating basic accounting activity and provides instant access to reliable and up-to-date information on an organization’s ongoing accounting activities
· Helps the peeps in accounting, and other peeps who use accounting (but aren’t in that department) 
· Without this system, work is too tedious, hard to get up-to-date information and is not efficient
· See Table 4.1, Page 136 – Each major function receives a specialized FIS
· When choosing a system, you have to think not only best-in-class, but the ease of being able to integrate it into other functions (gets costly_ 
Workflow Management Systems

· Workflow: represents the steps, organizational resources, input and output fata, and tools needed to complete a business process
· Workflow Management System (WMS): supports activities that several departments of the organization may carry out
· Example: With the marketing process (what info we need? Where to get it? How to get it? Analyzing it?) AHH! TOO MUCH
· IS allows you to cut out tedious manual labour (reduce cost) and focus on the actual analyzing of the data
· Typically provides tools for modelling the steps of the process (showing flow of work) 
· See Figure 4.3, Page 137
· Computer program also manages the process itself, such as assigning the work, monitoring work progress, and getting the required approvals
· Has several benefits

1. Misplaced or stalled work is reduced (improves efficiency and quality)

2. Managers can focus more time on business decisions rather than on tracking work

3. Developing a WMS requires formal documentation of all procedures, more analysis and tighter control of the processes occur ( leading to better work assignments and more efficient scheduling

· Workflow systems include tools and features that allow users to work with and manage the processes and the system itself 

· Particular workflow systems will not have all the capabilities needed to support the business rules of the organization

· Business Rule: a statement that defines or constrains some aspect of the business 

· Intended to assert business structure or control/ influence the behaviour of business

· Example: Only wanting to accept cash ( system directly activates pug-in tools to add capabilities to the system, and the workflow client application manages the interactions b/w system and added applications

Transaction Process Systems

· One of the most critical of the core activities an organization does
· They are the basis of a number of other systems ( CRM & ERP
· Transaction: an exchange of goods and services between 2 or more parties, creating a relationship b/w the parties
· Transaction Processing Systems (TPS): enable transaction activities and capture the key data created by the transaction
· Transaction is a unit of work that has the following characteristics
· Atomicity: transaction must be clearly completed (voiding a sale)
· Consistency: all unchanging properties of data must be preserved 
· Isolation: each transaction should execute independently of other transactions that occur at the same time
· Durability: Completed transactions should be permanent
· ACID!!! ( allows companies to create systems that handle large numbers of simultaneous transactions
· See Figure 4.4, Page 139 ( Example of a TPS in action
· Data storage (in the form of one or more databases) is important as a source of input data and as storage for captured data of a TPS
Supply Chain Management

· Supply Chain: a system of organizations, people, technology, activities, information, and resources involved in moving a product or service from suppliers to customers
· Changing raw materials into finished goods that are delivered to customer
· Traditionally a three tier distribution system:
· Manufacturer sells products to various national or regional wholesalers
· Wholesalers  re-sell product downstream to their established retail network
· Who then sell to customers
· Good? It increases your market – Bad? Adds additional costs that do not give value 
· Supply Chain Management (SCM): manages materials and inventory levels, supply information, and finances as they move from supplier to manufacturer to wholesaler to retailer to consumer
· Council of Supply Chain Management Professionals (CSCMP):
· SCM encompasses the planning and management of all activities involved in sourcing and procurement, conversion, and all logistics management activities. Importantly, it also includes coordination and collaboration with channel partners, which can be suppliers, intermediaries, 3rd party service providers, and customers. In essence, supply chain management integrates supply and demand management within and across companies
· SCM Systems optimize the supply chain to create business value and competitive advantage
· Typical modules in SCM software include
· Materials Management – procurement, storage, and use of raw materials 
· Inventory Management – Finished goods inventory
· Order Management – orders by customers, distributors, retail outlets
· Logistics Management – plans for shipping the product and tracking it from origin to destination and related shipping documentation
· They also include lots of forecasting tools, asset management, and reporting
· Is a huge part in the value chain
· The cornerstone and starting point of ERP system implementation
Enterprise Resource Planning

· Enterprise Resource Planning (ERP): good way to integrate the departments and functions across an entire organization
· Company runs everything in a single database (data warehouse) 
· Data is captured and entered once but used lots of times
· Creates transparency and visibility ( fuck dem silos
· Streamline business processes
· Example: sales ordering! Makes it quicker, and you know where everything is at all times
· ERP supports all areas of the value chain, both primary and supporting processes – helping to achieve efficiencies not possible with independent systems
· Disadvantage of ERP is the system can become incredibly complex and difficult to manage as it grows 
· Constant customization for specific business processes and rules that it supports 
· Sometimes too extensive and they need to rely on ERP vendors and service providers (SAP, Oracle, IBM) 
· Creates relationships and dependency ( don’t want to be too dependent or else you will have to pay big $$$
Enterprise Systems that Support the Value Chain

· Some IT systems are specific to particular parts of the value chain or specific organizational functions
· However, ERP is used across all parts of the value chain ( See Figure 4.5, Page 144
· Enterprise Systems: large-scale applications deployed across the organization that support specific business units or functions
· There can be integration of a system across multiple functions or units 
Inbound Logistics

· Involves primary activities such as: 
· Raw material procurement: sourcing and ordering materials from suppliers, keeping track of arrival dates of materials, receiving and checking the materials upon arrival
· Warehousing
· Materials management
· Production coordination
· Universal Product Code (UPC) or bar code ( LMS
· Highly customized
· Transportation and warehousing systems are a subset of LMS
· Radio Frequency Identification (RFID): uses radio waves to automatically identify objects and transmit this info to an IT system
· Example: use the ID code to get specific data on that product (The CUBE at SE)
· Tracking inventory, picking orders, and performing inventory count audits 
· RFID tag is that weird thing you find your textbook
· Could replace bar codes because they are cheap and does not require “line-of-sight” scanning (it just has to be in range, a bar code doesn’t scan sometimes)
· More accurate
· QR scanners need to be scanned  directed towards peeps who are “on the move”
· Concerns, WOAH, we can real-time track our customers with RFID
· QR codes can give info to mobile networks 
Operations

· Deals with all activities required to actually create the product/service and make it available for sale 
· SCM and ERP are used in operations to monitor work in progress and efficiency of the operations processes
· Production scheduling tools: automated tools optimize the production machinery and availability of staff to run the machinery 
· We need scheduled maintenance  and production schedules 
· We don’t want mushrooms in our tomatoes!
· Quality Control Management Systems: monitor and control the quality of the products being produced
· What is the temperature? Proper rules in place so you don’t get sick
Outbound Logistics

· Involves the warehousing of finished goods and the distribution of those goods to proper place
· LMS and RFID are used for outbound logistics too! 
· Transportation Management Systems (TMS): super important
· Imagine getting Valentine’s Day Chocolates February 15… FUUUU
· ERP supports outbound logistics by allowing product to get to the right place and cost, on time
· TPS is super important for transportation, one popular type of TPS is POS system
· POS system conducts the transaction b/w the organization and the customer at the location of the sale
· Think of your cash till at SE
· Why important? If someone orders something and you don’t have it, you are fucked
· Inventory Management Systems (IMS): constantly monitors the supply of finished goods to ensure that enough supply is on hand to meet demand
· Helps to establish JIT inventory ( optimizes the manufacturing process since you do not have excess inventory 
· Sales of goods from the POS system are transmitted directly to these suppliers, who then monitor inventory levels and determine when the shelves need re-stocking
Marketing and Sales
· Sales Force Automation (SFA): used for popular enterprise systems that support sales forecasting, contact management, order management, and lead tracking
· Encompassed in CRM systems
Service
· Post-sales service component of the value chain starts when product/service is with customer
· Customer Relationship Management (CRM): service and support make customers successful, which in turn help to make the company’s offerings more valuable to customers, increasing product usage and adoption
· Driving loyalty, referenceability, retention, and repurchase
· Provides organizations with tools to service customers better through knowing their past purchases, patterns, and what their future needs may be
Administration and Finance Systems

· ERP aims to automate administration since it is important; however, too expensive to perform manually and too costly without directly contributing to primary activities 
· IT people have to determine the level of specificity to ensure that the business rules we live by can be automated successfully
· When should we cancel someone’s phone if they are not paying their monthly bill
Human Resources Information Systems (HRIS)

· Responsible for recruiting and hiring, managing payrolls, compensations, training
· Human Resources Information Systems (HRIS): enterprise systems enabling this component of the value chain
· Houses information about employees (contact info, years of service, experience, and training)
Technology Development

· Purpose of technology development is to support the value-creating activities of the organization

· If you are dealing with retail, creation and maintenance of an e-commerce website

· INTRANETS!

Procurement

· Procurement supports all primary components in the value chain (especially inbound logistics) 


· ERP for procurement are often part of the financial systems of the company 

· Necessary for issuing bids for purchases 

· Notices when raw materials will need to be purchased, so automatically purchases them

· ERP is super expensive at times, sometimes you can compute “on the cloud” or SaaS to fulfill their needs

Strategic Deployment of Enterprise Systems and Technologies

· Four primary ways a business can derive benefit by applying IT to support the organization and its processes – See Table 4.2, Page 154
1. Supporting the Value Chain – systems like ERP can be applied directly to the value chain to make it more efficient and effective
2. Automating – business processes that are automated reduce costs (normally through the consumption of less labour and increased efficiency and reliability)
3. Informating – IT systems create, store, and make available data that can be used to improve the quality of business decisions (Chapter 3!)
4. Gaining a Competitive Advantage – systems create new capabilities that may give an organization temporary competitive advantage over their competitors
· IT is open to everyone! It’s not what gives you the competitive advantage, it is necessary FOR a competitive advantage though
· Competitive Necessity: the need to keep up with competitors to stay in business rather than simply having competitive advantage
· IT offers nothing new, it is all about getting the system for cheap and it is up to product and service differentiation to give us competitive advantage
· People believe that competitive advantage due to systems is too ephemeral
· Any advantage you gain cannot be sustained long enough to be worthy of the time and money invested in IT
· Since it is so easily copied by others
The Role of IS Governance and Leadership in Creating Sustainable Business Value
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· Porter’s Value Chain Model ( Shows the activities that create business value

1. IT leadership suggests ways to become the lowest-cost producer or retailer

2. -5. IS leadership can develop a specific IT strategy, which enables the business to implement its lowest-cost strategy

· Two ways to reduce cost:

· Automate a process

· Support the outsourcing of a process to another location or vendor that can perform the process more efficiently and effectively
· Business Process Outsourcing (BPO)

· Stuff like Help desks, desktop support, hosting

6. Reduced process cost helps the business offer a lower price for its products or services, thus improving global competitiveness 

7. When all of this is taken into account, it determines if the IT strategy aligns with the needs of the “lowest-cost” global business strategy 

Enterprise Risk Management

· Enterprise Risk Management (ERM): provided by Committee of Sponsoring Organizations of the Treadway Commission (COSO)
· A process effected by an entity’s board of directors, management, and other personnel, applied in strategy setting and across the enterprise, designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement of entity objectives
· Constitutes their risk appetite – how much risk they can take – and still achieve their goal

· To identify risks and threats, the COSO developed an integrated ERM framework, shows four overlapping categories of business objectives for focusing on risk assessment

· Strategic – high-level goals, aligned with and supporting its mission
· IT can provide important data for executive decision-making in setting goals and strategies that align with an organization’s mission and mitigate risk
· Operations – effective and efficient use of its resources

· IT can automate, inform, and transform through ERP

· Reporting – reliability of reporting 

· With ERP their reporting is now more timely and reliable

· Compliance – compliance with applicable laws and regulations

· Compliance – Reduces risks through policies and processes 

· More compliance means more trust with the stakeholders

· IT provides system checks so everything is easier and harder to fraud
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Applying the Risk Framework

· First step of applying the ERM framework is to identify and categorize potential risks 
· Assess risks and threats using two primary criteria
· Impact and Likelihood
Risk-Reduction Methods

Risk Transfer

· Through IT, organizations can use outsourcing to transfer risks, we can give our risks to someone else who is better equipped to handle it
· Or you could in-house, bring shit back home
Risk Deferral 

· Creating temporary solutions to give you more time to think of the risk long-term
· Example: Y2K scare
Risk Reduction

· Creating a disaster recovery plan ( a subset of a business continuity plan that concerns primary IT resources (data)
· Business Continuity Plan ( addresses problem prevention, response to crisis, resumption of business, recovery of losses, and restoration of systems and processes 
Risk Acceptance

· Roll-Back Strategy: involves being able to reverse every action that took place to make the change happen such that everything is returned to its original state with no damage done
· Have a budget contingency if a venture is unexpectedly expensive
Risk Avoidance

· Just don’t take part in the scary risk… implement controls to avoid them

	Risk Response
	Action

	Risk transfer
	Move the risk to someone who is more able to deal with it.

	Risk deferral
	Postpone exposure to the risk until circumstances are more favourable or resources are available to address the risk.

	Risk reduction
	Either reduce the probability of the risk occurring or lessen the impact.

	Risk acceptance
	Realize that some risks are unavoidable and make sure that contingency plans are in place.

	Risk avoidance
	Eliminate the possibility of the risk occurring; however, that may close the doors on some business opportunities as well.


Control and Controls

· Control Advantage: the strengthening of internal controls and compliance through the application of IT-based controls to business processes, policies, and procedures
· See Table 4.4, Page 164
Defining Control and Controls

· Control is based around three key concepts
1. Control is a process that runs throughout the organization
2. Control influences how people behave at work
3. Control can only provide reasonable assurance of achieving objectives
· Controls: specific actions, including policies and procedures, designed to ensure the achievement of business objectives
· Effective Controls: prevent, detect, and correct actions that increase risk of failing 
· Internal Control (COSO) ( a process effected by an entity’s BoD, management, and other personnel, designed to provide reasonable assurance regarding the achievement of objectives in the following categories
· Effectiveness and efficiency of operations
· Reliability of financial reporting
· Compliance with applicable laws and regulations
· All these categories incorporate three broad types of controls: 
· Preventive: designed to prevent increased exposure to risk by stopping something before it occurs (change your password every 30 years)
· Detective: reduce risk by discovering when preventive controls have failed and providing notification that action must be taken (getting a warning to change your pass)
· Corrective: remedy the situation and make sure it doesn’t recur (locking the employee out until they change their password)
Specific Internal Control Processes

1. Segregation of Duties: jobs do not span lines of control that would allow mistakes or fraud to go undetected
· One person tests, another debugs, and another one certifies
2. Authorization Controls: prevent scope creep and cost overruns in various situations, such as major projects or operations management
· A programmer can make simple changes, any big ones, the program manager does
3. Security: giving different databases security protection
· If you are working on the production database, you do not need access to development
4. ID Codes: tracking login with ID Codes 
· Creates audit trail that organizations can follow to ensure proper controls are in place
5. Verification: confirm that the application is accomplishing e-commerce functions 
· Can monitor return of merchandise counts to ensure that the new system is sending customers what they ordered
6. Control Totals: detect fraudulent actions
· An employee crediting the account to his own bank account rather than the company
7. Supervisory Review: ordering an item, calling customer service, returning the item, etc.
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