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Chapter 2: Technology Essentials
The Components of IT 
· IT is limited to the following capabilities:
· Accepting and storing information
· Performing mathematical calculations
· Applying logic to make decisions
· Retrieving, displaying, and sending information
· Consistently repeating the above actions many times
· They are so powerful because they do these things so well!
· Combine these capabilities in a number of ways to help you work with information more efficiently and effectively
· Consists of three basic categories
· Hardware: the electronic and mechanical components that you can see and touch
· Computer monitor
· Software: the set of instructions that direct the hardware
· Not necessarily for all IT devices
· Network technology: increases their power by allowing users to share resources (hardware, software, and information) 
· Hardware, software, and the network create a IT platform
Hardware
· Represent the physical (hard) arts of a system
· Consists primarily of electronic devises (mostly digital) with some electromechanical parts used with input, output, and storage devices
· IT devices share a common set of 6 system components
Processing Hardware
· Directs the execution of instructions and the transformation of data using transistors
· Transistor: an electronic switch that can be either on (represented by 1) or off (represented by 0)
· Microprocessor: a tiny chip made up of transistors
· Contains most of the components that make up the central processing unit (CPU)
· The speed of your CPU is called the clock speed (MHz or GHz) 
· The more cycles per second = higher clock speed = faster performance
· Hardware is also the heart of IS; however, instead of making a decision about a single processor, it is selecting a combination of processors with different processing powers
· Computer Hierarchy: categorizes processors according to their power
· See Page 50, Table 2.1
· Embedded Processors: programmable chips built into products to make them “smart”
· Digital signal processors (DPSs)
· Special microprocessors that include more math-related functions in their instruction set than the typical processor
· Can process signals in real time
· Grid Computing: involves combing the processing power of several computers by networking them together
· Node: any unit that is in the grid
Memory
· Memory temporarily locates data and instructions before processing 
· Long-term memory helps you keep track of facts
· Who was the first Canadian Prime Minister?
· Short-term memory  is only for items that you need to remember for relatively short periods
· The start time of a movie
· Computers have both long-term (ROM) and short-term (RAM) which are stored on chips
· Capacity for memory is based on the bytes that the ROM and RAM chips store
· Read Only Memory (ROM): contains instructions and data that only special devices can alter
· Random Access Memory (RAM): stores data only until they are no longer needed, or until you shut down the computer
· Called RAM because CPU can access any item stored in RAM directly (randomly)
· Ex. When working on a paper, the CPU retrieves the software instructions and loads them into the main memory. When you start typing words and the computer suddenly turns off; your work will be lost because RAM is cleared at shutdown.
Input Hardware
· Input hardware provides the interface used for data entry into a device. The item that allows you to effectively do data entry
· The choice of input device should be tailored to the task to be performed
· Ex. Keyboard, mouse, touchpad/screen, or a Wii remote
Output Hardware
· Output hardware provides the interface used to retrieve information from a device. Convert IT-processed information into a useable form 
· Ex: Display devices (most common output device) like computer monitors, MP3, and stereos
· 1st priority: speed and quality of the output
· 2nd priority: ergonomics, portability, compatibility, and environmental considerations 
Storage Hardware
· Storage hardware stores data, information, and instructions for the long term
· Computer hard drive, CDs, DVDs, USB Flash memory, external hard drives
Communications Hardware
· Communications hardware connects one IT device to another
· Network Interface Card (NIC): provides the physical connection between a computer and a local network
· Modem: both wired and wireless, allows you to connect to a remote network over a telecommunications line
· Converts (modulates) the digital signals going out from your computer into an analog signal appropriate for the connection medium used
· When receiving a signal, it converts (demodulates) the analog signal back into a digital signal that your computer can recognize
· Modem speed is measured in bits per second (bps)
· More work is being done efficiently (less wait time), faster browsing, more mobility (phones can connect to wireless as it uses wireless NICs) 
Software
· There are three types of computer software
1. System Software
2. Application Software
3. Middleware
System Software
· System Software: includes any software required to control the hardware components and to support the execution of application software
· Includes the operating system and utility software
· Operating System (OS) Software: coordinates and handles the details of working with the computer hardware
· Once the boot program in ROM successfully tests and starts up the hardware, the CPU loads the operating system software into the computer’s memory. OS software performs two main tasks:
1. Managing the hardware and software resources of the computer
2. Providing a stable and consistent interface between application programs and the hardware
· The OS acts like a police officer, directing traffic at a busy intersection
· Has the most impact on a person’s experience, efficiency, and productivity when using a computer
· Example: When the Vista OS sucked, PC users were furious
· Utility Software: provides additional tools that you can use to maintain and service your system
· Example: Norton Antivirus, AVG security
Application Software
· Application Software: a complete, self-contained program or set of programs for performing a specific job
· Example: Microsoft Word
· Productivity Software: allows business professionals to work more efficiently and effectively with data, information, and knowledge, such as:
· Document preparation software: for creating documents made of text, images, and supporting documents i.e. Word
· Electronic Spreadsheet Software: for general calculations and analyses, such as financial analysis, budgeting, and forecasting i.e. Excel
· Presentation Graphics Software: for prepping professional quality slides and graphics for business presentations i.e. Powerpoint
· Business professionals need access to manipulate large quantities of data
· Database Management System (DBMS): design, update, create, and query data. I.e. Microsoft Access
· Personal Information Management (PIM): manage personal info (to-do lists, schedules, email) Microsoft Outlook
Middleware
· Middleware: links applications that use dissimilar software or hardware platforms and act like a specialized messenger/ translator to manage the exchange of information
· Software that is more common in enterprises
· See page 56, Figure 2.3
· Essential when implementing new types of software that needs to communicate with existing systems
· i.e. when you buy out another company, you need middleware so that the new company can communicate with the original company’s systems
Open Source Software
· Software that can be used, modified, improved, and redistributed
· Developed by a community of developers that are interested in the subject and want to share with others
· Free or low cost, flexibility of use, decreasing reliance on a single software vendor
· Common e-commerce application:
· i.e. Linux, Apache, MySal, Perl
Connecting Over Networks
· Fastest growing network is the Internet
· Computer network consists of network nodes that represent computer hardware and the network users
· Various types of hardware, software, and communications media from the links between nodes
· Computer network requires 4 primary components:
1. Data (the resource) that computers share on the network
2. Special Hardware
3. Software allowing computers to communicate and share data
4. Communication media to link the computers together
· Networks of connected computers support the core function of data transfer in an organization
· Main technology supporting communication between managers and employees, employee and employee, and suppliers and customers
· Platform for collaboration!
Network Categories
· See Page 58, Table 2.2
Network Hardware
· Forming a network requires a number of devices for making network connections as well as managing data transmission over the network
· Three basic categories of network hardware:
1. Hardware to connect a device to a network
· i.e. modems, cable modem, network interface cards (NICs), and wireless cards
· Devices you use to connect your computer to a specific network
· Depends mainly on the media that connects to your computer
· Physical link forming a network connection is referred to as a carrier or communications medium
· Plain old telephone system (POTS) network: using the phone plug to connect to the internet
· Coaxial and fibre optic cables can transmit information at faster speeds 
2. Specialized hardware for handling network traffic
· Help coordinate the data traffic on a network
· i.e. routers, bridges, repeaters, and hubs
· Bridges: a device that lets you connect to networks or break a large network into two smaller, more efficient networks
· Router: connects, translates, and then directs data that cross between two networks
· Hub (concentrator): the central connection point for cables from the devices on the network
· Repeater: needed to strengthen or amplify signals that are sent along a transmission route
· Wireless Access Point (AP): a special bridge that connects between wireless devices and wired networks 
· These specialized hardware are important because they contribute to the speed of a network
3. Specialized computers that control the network and the delivery data on the network
· Servers: Specialized computers that mange the various functions of the network
· Often assigned a specific task, such as handling email (email server), web traffic (web server), or running programs (application servers)
· File Server: a fast computer that requires a large amount of RAM and storage space 
· Also manages all communication between the devices on the network 
· Client or Workstation: any computer connected to the file server on a network
Network Software
· Network software can be divided into operating system software and application software
· Network Operating System Software manages network functions and the flow of data traffic over a computer network
· Network Application Software provides the instructions that allow for the creation of data and for the transformation to fit appropriate protocols for transmission over the network
· Protocol: a standard set of rules that allows the communication of data between nodes on a network
· I.e. any productivity software category 
· Sending an email to a friend over the Internet
The Internet
· Any computer network that connects several networks together is an internet 
What Makes the Internet Possible?
· Foundation technology for the Internet is the adoption of standard protocols
· Uses the TCP/IP suit of packet switching protocols (very general, non-proprietary set of communication rules) 
· No one owns the internet! 
· Several international organizations provide committees that discuss and propose Internet standards
· The Internet Engineering Task Force (IETF), Internet Architecture Board (IAB), and the World Wide Web Consortium (W3C) 
Accessing the Internet
· At home, access the Internet through dial-up or broadband (cable or ISDN) 
· At work, connect directly to the organization’s LAN or WAN (organization then provides connection to the Internet) 
· All Internet connection methods require specialized hardware 
· Modem for dial-up access, cable modem for cable access, and an NIC or wireless NIC for direct connection to a network
· Internet Service Provider (ISP): purchase the expensive equipment needed to connect to the Internet and then provide connections for customers to use via dial-up or cable
· Most users connect to the ISP
· i.e. Rogers, Shaw, Sympatico
· Internet access requires software
· OS utilities and special software that the ISP provides 
· Also needs application software like a Web browser
· Wi-Fi: wireless network access
· Wi-Fi hotspots are any public space within a wireless device can connect 
Internet Applications
Voice Over Internet Protocol (VOIP)
· Uses the Internet’s foundation technologies of packet switching and TCP/IP to carry voice instead of data
· Used to make calls anywhere in the world 
· Converts the analog voice signal to digital, creating packets and sending the packets over the same infrastructure as you do your email or Internet searches
· Allows costs to go down
· i.e. Skype calls are FREE!
· Using the traditional Public Switched Telephone Network (PSTN) would cost you $3/minute to talk to someone far away
Cloud Computing
· Cloud Computing: computing over the Internet 
· You can easily access your resources by connecting to an Internet connection, wherever you are
· Used for applications (software as a service), technical infrastructure (i.e. servers for computing power and operating systems, hosting), security, data storage, and various technical platforms (e-mail)
· Cloud computing is enabling many of the services that we rely on daily
· Amazon was able to run even though it experience an outage 
· Advantages
· Reduced cost since technical infrastructure is not required: often paid for on a usage, user, or flat fee basis that is significantly cheaper than building and maintaining a technical infrastructure. Many are free (Google Docs and gmail)!
· Scalability on demand: many available resources, including the ability to increase bandwidth and access common application protocol interfaces (APIs) for extending services
· Accessibility: you can get to it anywhere!
· Increased collaboration between employees, 
· Downside is that clients must be willing to relinquish some control over the applications
· Must realize they probably won’t be able to gain a competitive advantage by using these applications
· Cloud Computing should only be used for business process that are common to most organizations (accounting) 
· Software as a Service (SaaS): most commonly known type of cloud computing
· A way for organizations to get enterprise systems (rent software) 
· May mean people will stop buying or building their own software
· Will use this model to ensure they have up-to-date systems in the areas where automation will help them most 
· Utility Computing Services: provides services hosted on servers, which can be accessed from anywhere 
· Goal: provide computing resources when and where an organization needs them
· i.e. Electricity! Clients pay for services only to the extent they use them
· Software as an outsourced Service: another way software is provided to organizations
· Application Service Provider (ASP): an online technology company that develops and delivers software tools on the Internet
· Often based on fees or subscriptions 
· Advantages
· An external company builds and operates the system
· The organization does not need to acquire its own technical resources or hire staff with technical expertise
· They bear the burden of keeping it up to date to provide a competitive advantage over other ASPs
· Software is available anytime and anywhere (since it is delivered over the Internet) 
· Ass and SaaS are similar offerings 
· See Page 65, Table 2.3
What’s Next for the Internet?
· Read Page 66
The World Wide Web
· The World Wide Web is not the same as the Internet
· Internet: the technology platform
· Web: an application that works on that platform
· Basic technologies required to make the Web work:
· Client/server networks – the networks over which data travel
· Browser – application software that lets users request and view web pages
· HTTP protocol – the standardized rules for exchanging data over the Web
· HTML – the language that guides the display of a requested page
Basic Components of the World Wide Web
Client/Server Networks 
· Uniform Resource Locator (URL): specifies a unique address for each page that indicates the location of a document
· Client/Server Network Process:
· When you click a hyperlink, the browser sends a request out over the Web that makes its way to the corresponding server
· Browser makes sense of the request under the rules of HTTP so all computers on the Web knows how to decipher it
· When it reaches the destination, the server generates a response that includes the requested item and conforms to HTTP
· Server then loads the text data from storage, adds the appropriate HTTP information, and sends the item back to the client
· See page 67, Figure 2.5
Web Browsers
· Web Browser: a software application that allows you to easily navigate and view the Web
· Let’s you request and display a hypertext-based file
· Organizes content into units that are connected using associations called links
HTTP-Hypertext Transfer Protocol
· HTTP: Compromises the set of rules for exchanging messages on the World Wide Web
· Governs the request (HTTP Request) and the transmission (HTTP Response) of files
· Lives at the application layer of networks 
· Once the application composes the HTTP message, lower-level protocols such as TCP/IP transmit the message
· A lightweight, speedy method of sharing hypermedia information over a client/server network
HTML – Hypertext Markup Language
· HTML: the primary language for creating web pages
· Not a true programming language
· Browser software interprets HTML instructions through the use of tags (interspersed with content)
· Tags are surrounded by angle brackets and mark the placement and appearance of stuff on a web page
Search Technologies
· Search Engines: an HTML form-based web page that allows one to search specific criteria
· You enter a keyword, submitted pages are organized and stored in a database, the search engine tools let you query the database for sites that match your criteria 
· Main difference between search engines is how they organize their stuff
· Web Crawlers, human submissions, or a combination of the two 
· Meta Tags, special tags which contain information that describe what a site is about
· Crawlers move around from site to site, read meta tags, and report data back to their database for storage
· Human submissions are higher quality or fit 
· Different algorithms to index their database (number of links to that page, higher frequency)
· Meta-search engine: a Web-based tool that allows you to review the search results generated by other search engines
Internet Security
· See Page 72, Table 2.4
Ensuring Security
· CIA Triad: an acronym for Confidentiality, Integrity, and Availability
· Confidentiality: the ability to hide information from unauthorized viewing
· i.e. password policies and encryption
· Integrity: ensuring the data is not changed and represents the original secure data
· Availability: ensuring the data is available to those who need it, when they need it
· McCumber Cube: similar to the CIA triad but adds the state of information (transmission, storage, processing) and safeguards (human factors, policy and practices, technology)
· Strong passwords need to be the following: 
· Use at least 8 characters
· Have digits, punctuation, and non-printing characters
· Use both upper and lowercase
· Different passwords for everything
· Change your password regularly
Disaster Recovery
· Disaster Recovery Plan (DRP): allows an organization to resume operations after a major event that interrupts normal business processes 
· Data corruption, software bugs, network failures, network attacks, or natural and man-made physical disasters
· Business Continuity Plan (BCP): addresses other aspects of resuming business operations
· Loss and personnel recovery
· Both plans need the company to consider critical functions, level of disaster, and appropriate procedures for recovery
Meaningful Applications of Technology
Collaboration
Groupware
· Groupware: help individuals and teams keep up with their scheduled meetings, monitor projects, share work files, and even conference online
· i.e. CuLearn
Intranets
· intranet: a set of services for distributing private information throughout the organization using a collection of private computer network to form an organization –wide, private network
· First used to reduce publishing and distribution costs for policy and procedure manuals
· Now it improves communication, teamwork, and knowledge management
· Transmits data using the TCP/IP and HTTP protocols of the Internet 
Instant Messaging (IM)
· Two main categories:
· Public: Skype, MSN Messenger, Yahoo! Messenger
· Enterprise (EIM): provide features such as restricted access, and security precautions such as encryption
· IBM Lotus Instant Messaging, Web Conferencing 
Virtual Meetings
· tools available that facilitate meetings via online
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