[bookmark: _GoBack]Midterm 1 Sample Questions

We have lost two theory classes this semester.  Some of the questions will have to be obtained by using Google.

1) What does DHCP stand for?
Dynamic Host Configuration Protocol
2) Give an example of CIDR notation.
Classless Inter-Domain Routing
Example: 192.168.1.1/24 = 192.168.1.1 255.255.255.0
3) What local security policy option do you need to login in at the 2008 Server keyboard?
Local Security Policy>Security Settings>Local Policies>User Rights Assignment>Allow log on locally
4) When accessing a directory through a share, and you have change permission on the share and full control directory rights. Would you be able to save a file to the directory?
Yes, the most restrictive permissions win when combining NTFS and Share permissions.  Share has only change permissions, which is more restrictive then Full Control that the NTFS permission has. Therefore the user is able to save a file.
5) When accessing a directory locally and you have full control assigned to you and you are part of a group that has read only access, would you be able to save a file? 6) What are the standard NTFS permission available for a directory?
Yes, if your user has full control then it will over write group permissions.  The standard NTFS permissions for a directory is Full Control, Modify, Read & Execute, List folder contents, Read and Write.
7) What are the standard NTFS permission available for a file?
Full control, Modify, Read & Execute, Read and Write
8) What port must be opened for DNS?
Port 53
9) Why would you choose a larger TTL value?
To reduce the load on the DNS server.
10) If your operating system is installed on C:\WINDOWS, what would be the path to the DNS configuration files?
C:\Windows\System32\DNS
11) What is a Name Server (NS) record?
A Name Server Record specifies a DNS name server for the Zone.
12) What is an MX record used for?
Mail Exchanger (MX) Record provides a message routing to a mail exchanger host for any mail sent to the domain.
13) What is Dynamic DNS when referring to Microsoft’s DNS server in 2008?
In Dynamic DNS, client computers can update DNS automatically when they come online. This works through DHCP. Essentially, when DHCP assigns or releases an IP address for a host computer, DNS is updated automatically.  Manual DNS is the default for Windows Server 2008.  To enable Dynamic DNS to Windows 2000/XP clients:
1. Windows 2000/XP client must be configured to perform dynamic updates (this is actually the default setting); and
2. The Zone must be configured on the DNS server to allow dynamic updates to occur.
14) What is the purpose of IXFR ?
IXFR stands for Incremental Zone Transfer – only changes to the database are replicated periodically.
15) What is conditional forwarding?
Conditional Forwarding sends the query to DNS servers based on the DNS domain name in the query instead of performing iterative queries on Root name servers.  This is done to speed up the name resolution process.
16) What are stub zones?
A read-only copy of DNS Zone that contains only the records necessary to identify the authoritative DNS servers from the actual zone.
17) What does the cache.dns file contain?
This file contains information for resolving names outside of the local domain. The default file contains records for the 13 root name servers on the Internet.
18) What is the serial number used for in DNS?
The serial number is used to track changes to the Zone Database file.
19) What is the refresh interval used for in the SOA record of the zone file?
The refresh interval controls how often a secondary server will query its Master for updated data.
20) What is the retry interval used for in the SOA record of the zone file?
The retry interval determines the amount of time a secondary server will contact its Master again in the case that query has failed.
21) What is the expire interval used for in the SOA record of the zone file?
The expiry interval represents the length of time a secondary server uses the Zone data before an update is mandatory from its master.  If it cannot contact its master, then it stops performing name resolution.
22) What does it mean to delegate a DNS zone?
When setting up a new DNS server to be authoritative for a new subdomain, it is necessary that the Primary DNS server of the parent domain delegate authority for the new subdomain to the new DNS server.
23) What is slipstreaming?
In computer jargon, to slipstream updates, patches or service packs means to integrate them into the installation files of their original software, so that the resulting files will allow a direct installation of the updated software.
24) What is a Recursive DNS request?
A recursive request is when a host queries a server and receives the information asked (from the local database of the server) or an error message.  The Server cannot request a name from another server.
25) AXFR is the designation for Incremental or full zone transfer?
Full Zone Transfer
26) What does NAT stand for?
Network Address Translation
27) What command do you use to install active directory?
DCPROMO
28) What password did we use in the lab?
P@ssw0rd
29) What is the complete command needed to have ipconfig display your DNS servers?
Ipconfig /displaydns

30) What wizard do you run to give authority to a sub domain?
New Delegation Wizard
31) What does ipconfig /registerdns do?
Re-registers the host name and IP of this computer with DNS.
32) PTR records are part of the forward lookup zone? True /  False
False
33) NSLOOKUP will display the address of your selected DNS server?
True
34) How do you make the security tab in ADUC visible when you view the properties of an OU? 
35) What does OU stand for?
Organizational Units – a container object that can hold other OU’s as well as user, group, computer and printer AD objects.
36) What does ADUC stand for?
Active Directory Users and Computers
37) Why do you normally not use the Users folder to create new users in ADUC?
Because you can disable, move or modify OU’s instead. (?)
38) Using the following diagram, assume a group policy is created and linked to the T container.
[image: ]
What containers would the group policy affect?  Choose all that apply.
114 and sub-containers and 115
39) Using the following diagram, assume a group policy is created and linked to the Wood container.  Block Policy Inheritance is selected on the T container.
[image: ]
What containers would the group policy not affect?  Choose all that apply.
		       114 and sub-containers and 115
40) What file can you use for static DNS entries?  This file is accessed before contacting the DNS servers.
C:\Windows\System32\drivers\etc\host
41) What does the file cache.dns contain?
Root name servers
42) What does ADIZ stand for?
Active Directory Integrated Zone
43) Where are the serial numbers stored when dealing with zone transfers?
In the Start of Authority record (SOA).
44) What utility do you open to create a group policy for a ou?
Group Policy Management
45) What does UPN stand for?
User Principal Name
46) What is an ACL?
Access Control List - For every object in Active Directory there exists an Access Control List (ACL) which contains a list of users and/or groups (i.e. trustees) and their permissions to the Active Directory object.
47) What takes precedence? Allow or Deny
Deny
48) What is Microsoft Management Console?
· With the Microsoft Management Console (MMC), you can create customized administrative consoles for yourself and for users to whom you delegate administrative control. These customized consoles are saved as .msc files.
· Windows 7 component that provides access to administrative tools created by Microsoft and other software manufacturers so you can manage hardware, software, and networks
· Enables system admins to create special tools to delegate specific administrative tasks to users or groups. (You can add and remove snap-ins and save the console with a specific name)
49) User accounts are created by default in what graphical utility in a domain?
Administrative Tools>Active Directory Users and Computers>Users (Can also be found in Server Manager)
50) What is a SID?
Security Identifier – A unique identifier for users, user groups or other security principal that is used by the ACL to identify users and their group memberships.
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