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Chapter 1: Information Systems and You

Q1: What is an Information System?

-A system is a group of components that interact to achieve some purpose.
-An information system is a group of components that interact to produce information.
-CRM (customer relationship management) is a system that uses algorithms and databases to predict customer behaviors.

There are 5 fundamental components of computer-based IS:
1)Hardware (physical and electronic components)
2)Software (programs and applications that run, operate on computer systems)
3)Data (basic building blocks of info, like facts and observations)
4)Processes (instructions or processes that you follow to achieve your desired objective)
5)People (actor who want to achieve a particular outcome by interacting with the system)

Q2: What is MIS?
Management information systems comprise the development and use of information systems that help organizations achieve theirs goals and objectives. 
The definition of MIS has 3 key elements:
1) development and use
2) information systems
3) goals and objectives
*already discussed IS

Development and use of information systems
You need to have an active role in order to ensure that the system will meet your needs. 
Understand how IS was constructed and where the information came from. 
Consider the user’s needs during development
Learn how to employ the system
Take in account other important functions (security, backup and recovery)

Goals and objectives
MIS aids businesses in achieving objectives.
It is the people in the organization who buy, sell ,design, produce, market, account and manage.
MIS empowers users to reach their goals, assist business people.
And they should always be developed for the right reasons. Not just because “every organization has one”.

What will a system do for you?
What is the purpose?
What will using it enable us to do?
What goal can we accomplish through its use?
Will it aid us in reaching our objectives?

Q3: How does IS differ from IT?
Information technology (IT) refers to methods, inventions, standards, and products. IT refers to raw technology, and it concerns only the hardware, software, and data components of an information system and how these are networked together. 

In contrast, IS refers to a system of hardware, software, data, procedures and people who produce the information. 

It by itself does not help an organization achieve its goals and objectives.
It is only when IT is embedded into IS. Meaning that only the technology with the hardware and software and data is COMBINED with the people and the procedure components that IT becomes useful. 

**basically IS includes people into the equation. 

Q4: How important are the information systems to our economy?
>Industry Canada is the federal government agency responsible for categorizing sectors and collecting information about them.

Information and Communications Technology sector is special because it provides products and services that other industries (retail, manufacturing, insurance, banking) rely on to get their work done. 

ICT sector includes companies involved in:
Software and computer services
Cable and other program distributors
Telecommunication services
ICT manufacturing 
ICT wholesaling.
(1,1 million Canadian workers, 32000 companies)

Most of the employment gains have occurred in the software and computer-services industries: 
-software publishers
-business-communications services
-data processing
-computer system design
and related services

Basically services>products

ICT workers have at least a university degree, some of them have a college degree. Average 67225$, most highly paid average is 71647$
**So high salaries, very knowledge-intensive industry

Q5: How do successful business professionals use information systems?
Business professionals need to expand their knowledge of mobile devices and applications that include 
-project management software (Microsoft project, openproject)
-business graphics (ms visio, smart-draw)
-collaborative systems (google docs)

The most important task is to understand the technologies and businesses well enough that you can identify opportunities for innovation through technology.

ICT employers look for:
-technical skills 
-specific technology and industry experience
-satisfactory communication and other business skills
**business skills are at the core of competitive advantage

What jobs will these skilled individuals do?
-manager, computer and information systems
-information systems analyst and consultants
-user-support technicians

Business professionals need to consider IT and IS when they think about the problems and opportunities that confront a department or organization. 

They will need to innovate. Much of this innovation is driven by IT. How can you apply new technology and knowledge of IS to addressing these business needs. 

Q6: What is the shape of things to come?
Moore’s Law noted that the density of circuits on an integrated chip was doubling approximately every two years or so

This prediction has been generally accurate for more than 40 years

Moore’s Law is one of the few predictions in area of IT that has really stood the test of time. In consequence, the price to performance ratio of computers has fallen dramatically. 

The cost of computers has declined over the past 55 years or, the same amount of money can buy increased computer capacity.

The second major characteristic of IT has been “network effects” and “lock-in” of certain technologies. Where the value that is received increases significantly as the number of users increases.

Factors affecting IS:
-shrinking of device size
-tendency for ubiquity or existence anywhere
-the adoption of location-based services facilitated by GPS technology and mobile use.

The future of IT is difficult to predict because it is all about innovation and this brings unexpected results.

Creative destruction: when one  newer technology replaces another

Hal Varian (chief economist at google) suggests that business is changing because of the advances in IS and IT and that business people need a better understanding of how IT can be used to support innovation. 

Industries are undergoing significant changes because of shifts in technology and they have to adapt to the changes at a pace that is faster than these industries are accustomed to. 

David Ticoll suggests that within the next decade, unlimited storage will almost be free, that analytical software will reveal hidden information, and that the real world and the virtual world will collide as a wide-area networks (WAN) become cheap, reliable, and widely available. This will enable deep, powerful, performance-enhancing innovations that will be felt in almost every industry. 

With everything changing so fast, the most important skill to develop is the ability to innovate and to adapt to the changes. 

Q7: What is this course about ?
-Learning to use tools (excel, access, programs) to accomplish organizational goals.
-Understanding both business and technology
-Relating business to technology
-Using technology to gain a competitive advantage
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Chapter 4: Hardware and Software

Q1: Why do you need to know about information technology?

A true understanding of technology comes not only from the technology we have today but also from the technology we have emerged from

knowing the basics about modern information technology (IT), including hardware, software, and networking, will not only make you a more knowledgeable consumer of technology but also will help you consider how it can be used in business; recognize its positive and negative effects on society; and think about what its future can be

Q2: Where did all this technology stuff come from ?
1940s: 1st digital computing devices
1950s: 1st commercial computers
1980s: 1st personal computer
1990s: world wide web and cellular phones
2000s: mobile computing, texting, smartphones

Early Computers: 1939-1952
>financed by the US military
>ENIAC (electronic numerical integrated and computer), 1946 used to calculate firing tables for ballistic missiles, 1st reprogrammable general-purpose computer
>large, complex, only ran 1 program at a time

Computer bug comes from when a moth was caught between the mechanical relays of a computer at Harvard University.
The removal of the bug led to the term “debugging”
These early machines were slowly improved and commercialized. 

The 1st digital computer in Canada was the FEBRUAT, University or Toronto in 1952. Was one of only a small number of digital computers in North America. 

Mainframes: 1952-Present
Mainframes were the 1st commercial digital computers which were large, room-sized devices based on now-obsolete vacuum tube technology and were mainly used by businesses and government. 
200 000- 400 000$
Add/subtract 16000 number per second.

2nd-generation mainframes (late 1950s) used transistors, making them smaller and easier to maintain, and more reliable. 

Both of these were often sold without software, meaning that companies themselves would develop the programs they wanted to use.

3rd- generation mainframes (mid 1960s) included operating systems and multiprocessing capabilities. Meaning they could share amongst themselves but only one person can perform a task at a time. 

Many programs used in parger organizations still run on mainframe systems today. They are designed for fast processing and massive storage.

Microcomputers: 1975-Present 
Mainframes often included a CPU (one-closet sized), short term memory (another closet-sized) and long-term memory (several closets).
People wanted something smaller. 
The microprocessor was developed in the early 1970s by texas instruments and intel. 
>it incorporated a cpu and some short-term memory into a single silicon “chip” using integrated circuits (ICs).

>The microprocessors were small and used in calculators. 
>Microprocessors became a critical piece in the development of the microcomputer. 

The 1st microcomputers (MITS Altair 8800 and Datapoint 2200) were developed in 1975. 
>no display screen or monitor, users dev. their own programs.

Microsfot created programming languages (BASIC) and operating systems (DOS) that could be used by microcomputers. 

1981: microcomputers were dev enough for other companies to launch the personal computer. Which had monitors, keyboards, portable floppy disks, word processors, spreadsheets and other software. >>>easier and more popular. 

Networking Personal Computers: 1985-Present
Local area network (LAN) technology >> easy and quick sharing. 
(by Robert Metcalfe, and XEROX)

Ethernet was a set of rules, or protocols that allowed connected devices to communicate and share info. 
>provided the ability to connect many PCs together
>gives each device a specific address 
>provided shared access to data, printers, and other peripheral devices

1980s LAN revolution was followed by the commercialization of the wide area network (WAN) in 1990s.
>email, web browser, access to a worldwide network of computers

Mobile an Tablet Computing: Late 1990s-Present
Why the 20th century was important:
1) the high cost of early computer technology encouraged computer programmers to save resources by coding on the last 2 digits of the year.
2)the dramatic lowering of costs for cellular technology and mobile telephones meant that these technologies became a commonplace and adopted by large groups of people across North America and Europe. 

Summary:
1) Price and performance advances: Moore’s law stating that in 18 months the price of a given integrated circuit will be cut in half or for the same amt of money you will be able to buy a new IC with twice as many transistors. Data storage and network capacity has also improved dramatically.

2) Small is powerful: ongoing effort to make IT smaller and more powerful (advancement of nanotechnology). The processor, the memory and the storage have all been getting smaller and costing less.

3) The network is the thing: The value of IT can be measured in the power of the network that can be accessed through the machine. The pervasiveness of IT will continue to increase as networks become cheaper and easier to join. 

Q3: What does a manager need to know about computer hardware?
All computers consist of 4 basic components:
-input (keyboard, mouse, scanner, UPC reader, microphone)
-processing (CPU, main memory, special function cards)
-output (video display, printer, speakers, projector, plotter)
-storage (magnetic disk, optical disk, magnetic tape, SSD)

CPU>brains
RAM> main memory

Computer Data:
Binary Digits: often called “bits”. One bit is either a 0 or a 1. 
All computer data are represented by bits (number, characters, currency, photos, recordings,etc)
Bits are grouped into eight-bit chunks called bytes.
1 byte= 1 character
K= 1024 bytes
MB= 1024K
GB= 1024MB
TB= 1024GB

CPU (Central Processing Unit) 
· Transfers program or data from disk to main memory
· Moves instruction from main memory via data channel or bus
· Has small amount of very fast memory called cache
· Keeps frequently used instructions
· Large cache makes computer fast, but is expensive

Memory swapping: when the CPU only loads the part of the program it needsinto unused memory. It there is not enough memory, the CPU will remove something, and then it will place the just-requested program or data into the vacated space.

Why should a manager care how a computer works?
They can be brought with different amount of memory. If you do not do many tasks then you do not need a much memory. If you run several programs at the same time, then more memory is required to improve productivity, as the swapping process would be slowed down. 

Cache and main memory> volatile (contents are lost when power goes off)
SSD, USB, magnetic disks and optical disks are nonvolatile. 

Hertz: the speed or number of cycles per second a computer works at
Gigahertz represents a billion cycles (roughly a set of instructions a computer can do) per second. 

Q4: What is the difference between a client and a server, and what is a cloud computing? 
User employ client computers for word processing, spreadsheets, data-base access, and so forth. Most of them have softwares that enable them to connect to a network. 

Servers provide services. (facebook, google, amazon, youtube all use servers that are accessed by other computers)
Servers are used to publish websites, sell goods, host databases, support printing, etc.

Servers need to be faster, larger and more powerful
Google and amazon use a large collection of computers (server farm)

Cloud computing: hardware, software and applications are provided as a service, usually through a web browser.
Huge reductions in the cost per megabyte of storage and network bandwidth. (Hotmail, google docs)
The cloud= internet

Grid computing: several computers are used to address a single problem at the same time. Uses software to divide and apportion pieces of a program among several computers.

Q5: What does a manager need to know about software?
Computer software:
1) Operating systems (large and complicated programs that control the computer’s resources)
2) Application software (programs that perform specific tasks)

Important software constraints:
1) Each version of an operating system is developed for a particular type of hardware.
2) Application programs are written to use a particular operating system (Microsoft access only works on windows)

4 major operating systems:
1) Windows (85% of worlds desktop, runs on intel, 95% of businesses)
2) Mac OS (only available from apple, graphic and arts community, intel)
3) Unix (scientific and engineer, arcane language, sun microsystems)
4) Linux (open-source community, most frequently used for servers, IBM, free)

*IOS: internet operating system used on mobile devices. Has the same 2 constraints. 

Licensing: when you buy windows, Microsoft is selling you the right to use windows, but Microsoft continues to own the windows program. 

Application software consists of programs that perform a business function.

Categories of Application Programs:
1) Horizontal market application: provides capabilities common across all organizations and industries. (word processors, graphics programs, spreadsheets)
2) Vertical market application: serves the needs of a specific industry. (schedule programs at dentist offices) (can be altered and customized)
3) one-of-a-kind application: developed for a specific, unique need. (Canada revenue agency develops such software that no other organization has. 

CRM is horizontal because every business has customers, but it usually needs to be customized so it is also vertical. 

Off-the-shelf (horizontal) 
Off-the-shelf-and then customized (horizontal+vertical)
Tailor-made software is called custom-developed software.  (one-of-a-kind)
It is difficult, risky and costly. 
Staffing and managing teams of developers is challenging, managing projects can be daunting. A lot of cost overruns. 
Because of risk and expense, in-house development is very often the last choice alternative. 

Browsers- somewhere in between operating software and application software

Firmware is computer software that is installed into such devices as printers, print servers, and various types of communication devices. 
Coding is similar to that of other software but is installed into the special, read-only memory.
Driver software allows communication between the device and the computer. It is nor a operating or application software. It is a utility software.

Utility software: disk optimization, data encryption, file and data recovery, disk image, security software and uninstaller software. 

Basic Input/ Output System (BIOS) is an important piece of firmware. 
It is used when a computer is initially started or “booted” up. It is required because all volatile memory is lost when the computer is shut down. The only way to get the computer running again is to provide a set of instructions in nonvolatile read-only memory (ROM).

The first thing the computer does when starting up is to load BIOS from ROM and run through the commands provided by the firmware. 
BIOS checks to make sure that the memory and input devices are functional. Once these are working, the operating system will be loaded.

The terms thin and thick refer to the amount of code that must run on the client computer.
An application that requires nothing more than a browser on the client is called a thin client
An application such as Microsoft Outlook that requires programs other than a browser on the user’s computer is called a thick client

Q6: What buying decisions does a manager need to make?
Manager’s role depends on organization’s policies
Large organizations usually have IS department that sets specifications
Medium to small organizations less formal

managers take more active role
usually standardized to single client operating systems
Managers and employees may have role in specifying application software
Usually has no role in server specifications

Q7: What are viruses, worms, and zombies?
Virus is a computer program that replicates itself
Consumes computer resources
payload is a program code that causes unwanted activity

Macro-viruses  attach themselves to Word, Excel, and other types of documents. 
When the infected document is opened, the virus places itself in the startup files of the application. After that, the virus infects every file that the application creates or 
processes.

A  worm  is a virus that propagates using the Internet or other computer network. 
Worms spread faster than other virus types because they are specifically programmed to spread.
worms actively use the network to spread.

The subsequent computers that are infected with the worm or virus are often termed  zombie computers , or  zombies . Often, a compromised machine is only one of many in what is termed a botnet , which is a set of computers and applications that are coordinated through a network and used to perform malicious tasks.

most viruses take advantage of security holes in computer programs. As vendors find these holes, they create program modifications, called  patches to fix the problem.

every computer should have and use a copy of an antivirus program
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Chapter 3: Productivity, Innovation and Strategy 

Q1: why should I care about productivity and innovation? 

Productivity (labour productivity) is the ratio of the Canadian gross
domestic product (GDP) over the total paid hours worked by Canadians
measures the value that Canadian workers generate per hour (35$/hour)
The Conference Board of Canada has suggested that labour productivity is the primary indicator of our per capita income 
The increasing labour productivity is the best measure of Canada’s future growth
The fact is that even if Canadian employees worked more intensely,
Canada would still not have addressed its productivity issues. Increasing productivity
in our current global economy is all about working smarter

Most experts agree that to enhance productivity, Canada must  foster 
a culture of innovation, open its industries to more competition, and increase the amount of machinery and equipment (M&E) (particularly  in the Information and Communications Technology [ICT] sector)
Raising the ICT capital intensity means increasing the amount of technology that supports people working

In 1989, economist Stephen Roach found no evidence of an increase in worker productivity associated with the massive increase in investment in information technology
This result led the Nobel Prize winning economist, Robert Solow, to make the now famous quote "We see computers everywhere except in the productivity statistics" 
The Productivity Paradox remains with us today
the question of how IT adds to productivity that is, how IT can be used to create  business value remains important.

One response to the productivity paradox is a careful consideration of the value that can be derived from IT investment.

3 different ways throughout which the value of IT can be realized:
Productivity – IT allows a company to make either more output from the same inputs, and/or to make better output and/or to make the output faster than before the technology
Structure of competition – IT can alter the way corporations compete
Benefits to the End customer – IT helps make processes more efficient and changes the nature of the competition. Consumer may see cheaper and better goods and services

Successful organizations need to understand specifically what business value they are seeking and how IT can help secure that value. Doing this consistently and successfully requires knowledge of both IT and business.

Q2: What is business technology management (BTM), and how is it related to productivity and innovation?

The ICT industry sector is viewed as an important industry for productivity and innovation because it includes technologies that can enhance individual and organizational productivity across many industries.
Referred to as the “invisible” industry sector because it does not produce as much “direct” output as industries such as Forestry, Mining, or Auto Manufacturing.
the ICT industry sector indirectly supports activities in other industries with tools that make these other industries more productive

Canadian policymakers are looking to the ICT industry as a primary driver of innovation and hence increased productivity in Canadian industries
BTM is a new program designed by CCICT.

On May 10, 2010, the Canadian government released a document titled Improving Canada’s Digital Advantage: Strategies for Sustainable Prosperity. This consultation paper sought advice to shape the strategy for a multi-year digital economy for Canada.

The need for students with combined technology and business skills has 
increased the need for educational programs that combine technology and business training.
The  Canadian Coalition for Tomorrows ICT Skills  (CCICT  ) was founded 
by Bell Canada in 2007 for just this purpose.

In 2009, a working group of the CCICT designed a set of learning outcomes 
for the a new program, named  Business Technology Management (BTM)
These learning outcomes drew on skills frameworks, such as the  Skills Framework for the Information Age (SFIA) . The CCICT developed CareerMash ( www.careermash.ca ) to provide more specific information on jobs within the ICT industry.

These programs include a variety of course topics, such as business and technical training, financial accounting, system analysis and design, project management, IT infrastructure, marketing, international business management, writing and business communication, organizational behav- 
iour, and teamwork skills. BTM programs are designed for students who are inspired to use technology to change the way the world does business. 

The CCICT is now developing a certification program to follow these BTM programs. The certification will occur through the Canadian Information Processing Society (CIPS) and will likely require more than one year of working experience on top of the BTM training provided in certified programs.

Q3: How do information systems improve productivity? 
Productivity for organizations can be increased either through increased efficiency or more effective business processes. 

Increasing  efficiency  means that business processes can be accomplished either more quickly or with fewer resources and facilities (or both).
When organizations focus on efficiency, they are working toward doing things right. Doing things right often means using just the right amount of resources, facilities, and information to complete the job satisfactorily. 

When companies focus on increasing  effectiveness  rather than efficiency, they are interested in doing the right things. Increased effectiveness means that the company considers offering either new or improved goods or services that the customer values.

Business processes are closely related to the concept of a value chain. A  value chain  is a network of activities that improve the effectiveness (or value) of a good or  service. (made up of at least one and often many business processes)

In general, the more value a company adds to a good or service in its value chain, the higher the price the company can charge for the final product. The difference between the price the customer is willing to pay and the cost the company incurs in moving the goods or services through the value chain is defined as the  margin.

Michael Porter, a professor at Harvard University identified two types of activities that support value chains:
1) Primary activities  are activities in which value is added directly to the product.
Primary activities include the following (five):
Inbound logistics
Operations
Outbound logistics
Marketing and sales
Service
Stages accumulate costs and add value to product
Net result is total margin of chain


2) support activities  support the primary activities and add value only indirectly
Support activities support the primary activities
Support activities include the following (Four)
Firm infrastructure
Human resources
Technological development
Procurement
Contribute indirectly to production, sale, and service
Add value and costs
Produce margin that is difficult to calculate


Increasing the efficiency and effectiveness of these support systems increases the profit margin enjoyed by the company.

Information systems also increase productivity by offering new and improved services, primary activities that would not be available without IT.
(online shopping)

Q4: How are organizational strategy and industry structure related?

A company’s strategy is influenced by the competitive structure of the company’s industry.

Organizational strategy begins with an assessment of the fundamental characteristics and structure of an industry. One model used to assess an industry structure is Porters  five forces model.

(porters model) According to this model, five competitive forces determine industry profitability: 
(1) bargaining power of customers, 
(2) threat of substitutions, 
(3) bargaining power of suppliers, 
(4) threat of new entrants, and 
(5) rivalry among existing firms.

The intensity of each of the five forces determines the characteristics of the industry, how profitable it is, and how sustainable that profitability will be.

An organization responds to the structure of its industry by choosing a  competitive strategy.

Porter identified four competitive strategies:
Cost leadership across industry
Cost leadership focused on particular industry segment
Differentiation across industry
Differentiation focused on particular industry segment
Porter says goals, objectives, culture, and activities must be consistent with strategy.

Q5: What is the relationship between innovation and information technology? 
Changes to industry structure often occur through innovation.

When considering technological innovation, professors Bower and Christensen described two general types of technological innovations:  
1) Sustaining technologies  are changes in technology that maintain the rate of improvement in customer value. 
2) disruptive technologies  introduce a very new package of attributes to 
the accepted mainstream products.

One of the more important considerations when thinking about innovation is 
how quickly the innovation �catches on� in society, or diffuses through it. The theory of the  diffusion of innovation  was defined by Everett Rogers as the process by which an innovation is communicated through certain channels over time among the members of a social system.

Rogers identified five stages through 
which the diffusion of an innovation occurs. The stages, or steps in the process, are 
(1) knowledge, when you first hear about an innovation but lack specific information about it.
(2) persuasion, when you become interested in the innovation and find out more about it.
(3) decision, you consider the pros and cons of adopting the innovation, and make a decision as to adopt or reject it
(4) implementation, you use the innovation and figure out whether to 
continue using it or look for an even better way
(5) confirmation, you use the innovation to its full potential

Q6: How do information systems provide competitive advantage?

Organizations gain a competitive advantage by 
creating new products or services, 
enhancing existing products or services, 
differentiating their products and services from those of their competitors.

Organizations can retain customers by making it difficult or expensive for them to switch to another product. This business strategy is sometimes referred to as adding  switching costs.

Organizations can gain a competitive advantage by implementing business systems
Locking in customers
High switching costs
Locking in suppliers
Making it easy to connect to and work with organization
Create entry barriers
Making it expensive for new competition to enter market
Establish alliances
Establish standards
Promote product awareness
Reducing costs
Increased profitability

Q7: Can competitive advantage through information systems be sustained?

Competitors often react to innovations by replicating the technology

The more ubiquitous—existing everywhere—information technology becomes, the less competitive advantage information technology provides

While this may be true about technology, it isn’t true about information systems which also include organizational procedures and people along with hardware and software

In business, people make the difference!

Companies must find a distinctive way to compete

Companies must successfully integrate many technology systems with people and procedures in the organization

While competitors might be able to purchase the technology, it takes time for people to gain the necessary experience and skill

Matching the entire set of information systems is a high barrier for companies with less experience and success in integrating people and technology

The machines and the software may be commodities, but organizational 
procedures and the people in the organizations are not standardized.

So, what is  sustained competitive advantage ? It requires companies to find a distinctive way to compete. This way of competing will change over time. The emphasis should be placed on developing increasingly sophisticated integration of IT and the people and procedures in the organization. Companies with sustainable competitive advantage work to integrate many activities: marketing, customer service, product design, and product delivery. When a company successfully integrates many technology systems with its people and procedures, competitors have to match the whole system. Although competitors might be able to purchase the technology component, it takes time for their people to gain the necessary experience and skill to really make the technology work for those organizations
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Chapter 5: Using IS to improve processes

Q1: what are the fundamental types of processes in organizations? 

Business Process- Sequence of activities for accomplishing a function
Activities- Tasks within a business process
Resources- Items necessary to accomplish an activity
Actors- Resources who are either human or computers
Role- Subset of activities in a business process performed by a particular actor

Scope of processes:
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strategic: seek to resolve issues that have long-range impact on the organization. 

Managerial: concern resource use, less computers than operational, and occur less frequently. Pursuit of company objectives. 

Operational: commonplace, routine, everyday business processes. May be executed thousands of times and are rarely ever changed. Relies heavily on computers rather than humans. 

Objectives of processes: 
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To summarize effective objectives help achieve company strategy and efficient objectives seek to conserve limited resources. 

Efficiency is doing things right, whereas effectiveness is doing the right things. 

The most common combinations are operational processes with efficiency objectives and strategic processes with effectiveness objectives.

Q2: What are examples of common business processes? 

A third characteristic of processes is their place within the value chain.

The primary activities are 
-inbound logistics, 
-operations, 
-outbound logistics, 
-sales and marketing, 
-and service. 

The support activites include 
-human resources, 
-technology, 
-and infrastructure (which includes legal, finance, general management, 
and other functions). 
The supporting activites support each of the primary activities.
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Inbound logistics receives, stores, and disseminates product input.
-Procurement, is an operational process that acquires goods and services
-Manage Inventory, use past data to compute stocking levels, reorder levels, and reorder quantities in accordance with inventory policy.
-Evaluate Potential Suppliers

Operations transform inputs into outputs. Operations processes schedule the equipment, people, and facilities necessary to build or assemble a product or provide a service.

Outbound logistics processes collect, store, and distribute products to buyers. Outbound logistics processes concern the management of finished-goods inventory and the movement of goods from that inventory to the customer. Outbound logistics processes are especially prominent for non manufacturers, such as distributors, wholesalers, and retailers. 

Sales and marketing provide the means and incentives for customers to purchase a product or service. The primary objective of sales and marketing processes is to find prospects and transform them into customers by selling them something. The end of the sales and marketing process is the beginning of the Sales process mentioned earlier

Providing after-sales support to enhance or maintain the value of a product is called service. 

Human resources processes assess the motivations and skills of employees; create job positions; investigate employee complaints; and staff, train, and evaluate personnel.

Technology development processes include designing, testing, and developing technology in support of the primary activities.

Q3: How can organizations improve processes? 
a process for improving processes: the OMIS model, for Objectives, Measures, and Information Systems. 

�Objectives: Specify and improve
Classify objectives as effectiveness or efficiency
Make objectives explicit
Obtain agreement about objectives
Ensure that objectives are not vague or inappropriate

Measures: Specify and improve
Ensure that measures are:
           …Reasonable- valid and compelling
           …Accurate- exact and precise
           …Consistent –reliable, the measure returns the same value if the same situation reoccurs. 

Q4: How can organizations use IS to improve? 
3 ways IS improve processes
- improve the efficiency and effectiveness of the activities
-improving the links among activities either in the same process or among activities in different processes. The impact of one activity on another is called a linkage.
-improve control of the process (control limits behavior)

Non-IS Process Improvements
Add more resources
Change the process structure
Overlaps with IS
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the most common approach to process improvement, particularly in the manufacturing industry, is called Six Sigma. 
Six Sigma seeks to improve process outputs by removing causes of defects and minimizing variability in the process. 
Each Six Sigma project follows a very structured sequence of steps 
With quantified financial measures. 
Six Sigma gets its name from its goal that 99.99966 percent of 
process outputs will be free from defects.

Participants and diagrams in process improvement
the process includes the users who are the actors in the process, managers, and business analysts.
Managers help by coordinating the changes, acquiring the necessary resources, and motivating participants. 
Business analysts contribute by understanding the fundamentals of process change and by creating diagrams of processes. 

Diagrams of the current process are typically called as-is diagrams and diagrams of suggested improvements ought- to-be diagrams.

Q5: How can an IS hinder a process? 
an IS can also reduce process efficiency and effectiveness and limit its improvement
-Storing data in multiple places can hinder a process and 
make it difficult to improve.

Sharing data is essential to improving a process. The key disadvantage of maintaining data in multiple places is that the data are difficult to share. This situation is called information silos, a condition that exists when data are isolated in separated information systems or when data are duplicated in various files and databases. When duplicated, the data can become inconsistent if changes are made to just one copy.

Solution: single copy of data in a shared database and revising business processes to use that database. 

Happens because the stores and headquarters are at separate locations. Can even happen when the data is stored under the same roof because of different databases made at different times. 
Different departments have their own databases with their own data, that is most cost efficient and that has sensitive data that other dept. do not need. 

Q6: How can SOA improve processes? 
SOA (services-oriented architecture) is a new IS approach designed to make it easier to share data among process activities and by improving control by enforcing standards. (good to fight silos from happening)
SOA enables the development of middleware, software that sits between two 
computer programs and facilitates interprogram communication and data sharing.
Service-oriented architecture (SOA)is a design in which every activity is modeled as an encapsulated service and exchanges among those services are governed by standards.
- a service is a repeatable task that a business needs to perform. (requires data)
-Encapsulation hides details inside a container. In networks, encapsulation is used to allow devices to communicate containers (packets) of data without being concerned about the data inside. SOA uses encapsulation in much the same way, hiding data within containers so that services can communicate.
- Data, and more generically, messages, are exchanged among services using standardized formats and techniques, which are referred to as 
SOA standards.
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The computer industry developed standard ways for formatting messages and describing services and standard protocols for managing the exchanges among services. Those standards eliminated the need for proprietary designs and expanded the scope and importance of SOA.

Chapter 6: Supporting processes with ERP Systems

Q1: What problem does an ERP system solve?

The key to ERP systems is that data are consolidated in one central database.

(An information silo occurs when data are isolated and replicated in separated information systems. With information silos, the data needed by one process are stored in an information system designed and used in another process. Because information silos exist in isolation from one another, they create islands of automation that can diminish the efficiency and effectiveness of processes and make process integration difficult.)

The silo problem is solved by ERP systems and a second solution exists: enterprise application interface (decentralized approach).
ERP and EAI are sometimes referred to as enterprise systems. 

An enterprise application integration (EAI) system tackles the silo problem by providing layers of software that connect information systems together. 

EAI is software that enables information silos to communicate with each other and to share data. 

For example, when the accounting information system sends data to the 
human resources information system the EAI program intercepts the data, converts it to work in the format required by the human resources system, and then sends the converted data on to the human resources system and vice-versa.

EAI software keeps files of metadata that describe where all the organizations data are located and how the data must be transformed to 
work at each location. These details are hidden from users; the EAI system appears to be an integrated database to the user.

EAI does the following: 
It connects information silos via a new layer of software. 
It enables existing applications to communicate and share data. 
It provides integrated data. 
It leverages existing systems, leaving departmental information systems as is, but 
providing an integration layer over the top. 
It enables a gradual move to ERP. 

An enterprise resource planning (ERP) product is a suite of software, a database, procedures and a set of processes for supporting business operations with a single, consistent, information system. (across every dept.)

ERP systems standardize processes and bring the data from a company’s processes into one place so that the data can go out to many places in real time.  always up to date and available whenever by any dept.

Q2: What are the elements of an ERP system?

ERP systems are currently strong in the areas they were first developed, such as manufacturing and supply processes. 
Started using IS before the internet  phone lines, punch cards

1970s  businesses began to buy their own mainframe computers and manufacturing companies began to use software called material requirements planning (MRP) to efficiently manage inventory, production, and labor.

As computing power became cheaper, manufacturing resource planning (MRPII) was developed that added financial-tracking capabilities as well as 
the opportunity to schedule equipment and facilities. 

Then JIT (just in time) synchronizes manufacturing an supply manufacturing occurs just as raw materials arrive. This requires very tight relationships with the supplies and depended on fast data sharing between partners. 

ERP addressed the growing supply chain needs and overcame their information silo problem. 

New federal laws such as the Sarbanes-Oxley Act (SOX) required companies to exercise greater control over their financial processes, which ERP does. 

Today, for a product to be considered a true ERP product, it must include applications that integrate the processes in the following business 
functions: 
-Supply chain management (SCM; procurement, sales order processing, inventory management, supplier management, and related activities) 
-Manufacturing (manufacturing scheduling, capacity planning, quality control, bill of materials, and related activities) 
-Customer relationship management (CRM; sales prospecting, customer management, marketing, customer support, call center support) 
-Human resources (payroll, time and attendance, HR management, commission calculations, benefits administration, and related activities) 
-Accounting (general ledger, accounts receivable, accounts payable, cash management, fixed-asset accounting) 

5 components of an ERP system:
-software*
-databases*
-procedures*
-hardware
-people

ERP software accomplishes interprocess data integration (servers and client machines in the company). Can be customized without changing the program code (configuration). If too much customization is require you need a custom program which is expensive initially and in the long-term maintenance. 

ERP Databases does not contain the actual operational data, that is entered during development and use. 
ERP can contain over 25 000 tables. (metadata, relationships, rules, constraints).
The databases are modular, meaning tables may be added or removed without changing the overall structure. 

Procedures are instruction and methods for users to interact with the application. Training employees how to use it is time-consuming and costly. ERP vendors offer extensive training classes to enable users to learn the ERP system. 

Hardware. each ERP implementation requires a lot of hardware like disk storage, servers, clients, printers, scanners, network devices and cables. This all depends on how many users are using it in the company and the volume of data. 
There is a bit of a dilemma because more people are using their smartphones and cloud networking which is not safe and full of personal data. 

People
-users  employees in the firm using it
-analysts (system/business analysts)  also employees but have specialized training that enables them to maintain and adapt the system.
-consultant  usually from a third party, workers for the ERP vendor and helps budget, plan, train, configure and implement the system. 

Inherent business processes  processes for the implementing organization also called process blueprint. Companies must either adapt to the predefined inherent processes or design new ones. 

Q3: What are the benefits of an ERP system? 
-is converting its processes to the vendor's inherent, best-practice processes that are appropriate for that companys strategy
- real-time data sharing allows managers to see trends as they are occurring and to respond appropriately
- an effective ERP system can lead to better management as more managers have visibility to more data.
-solving the information silo problem.

Q4: What are the challenges of implementing an ERP system? 
Before implementation can even begin, users must be trained on the new processes, procedures, and use of the ERP systems features and function. Additionally, the company needs to conduct a simulation test of the new system to identify problems. Then, during implementation, the organization must convert its data, procedures, and personnel to the new ERP system. All of this happens while the business continues to run on the old system.

Can make many mistakes, costs a lot if done wrong. 
Starts by one dept or function at a time, financial or human relations functions are the most common initial processes. 

Implementation decisions:
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BOM: bill of material

People issues:
-ERP implementations change the way work is done in the organization. People tend to resist change even when the benefits of the change are well known.
-Another common problem is that top management believes that the hard part of the imple- mentation process is the decision to implement. Once that decision is made, they believe that they can move on. They should stay active.
-A second top management problem is overselling the vision of what the system will do. Often management can be blinded by the benefits of the promised system and not look carefully at the assumptions behind the promises.
-Another problem can arise when a manager views the ERP solution as a threat to his or her departments’ autonomy, to his or her way of doing things.
-management may fail to specify how their grand vision of this ERP system 
translates into day-to-day operations.

Q5: What types of organizations use ERP?
ERP systems are used by many organizations. Use depends on many factors. Two important factors the organizations industry and the organizations size.

ERP by industry type
Began with manufacturers in aerospace, automotive, industrial equipment.
Then became popular amongst those who supplied the manufacturers- distributors, raw materials extractors and processors and the petroleum industry. 
Then health care and hospitals.
Now government and utilities, retail and education.

ERP by organization size
companies of different sizes have one very important difference that has a 
major impact on ERP: the availability of skilled business and IT analysts.

Small organizations employ only one or two IT analysts who not only manage the ERP system, but also manage the entire IS department.

Midsize organizations expand IT from one person to a small staff, but frequently this staff is isolated from senior-level management. Such isolation can create misunderstandings and distrust.

Large organizations have a full IT staff that is headed by the chief information officer (CIO), who is a business and IT professional who sits on the executive board and is an active participant in organizational strategic planning.

International ERP
Huge companies are in many countries. Must translate into many languages and currencies. Sometimes companies declare a single company language. 
The company can better provide worldwide consolidated financial statements for the overall company. 

Q6: Who are the major ERP Vendors? 
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Q7: What makes SAP different from other ERP products?
SAP is a product of SAP AG, a German firm. The core business of SAP AG is selling licenses for software solutions and related services. In addition, it offers consulting, training, and other services for its software solutions.
3rd largest company in the world.

Goal  make business processes more agile (over 25 000 tables)
SAP  systems, applications and software
80% of fortune 500 companies use SAP
training, consulting and implementation costs most and has become a career for many. 
To speed up the process of making systems, SAP produces and sells industry-specific platforms.  It is lengthy and expensive to train all employees to use it. 
SAP is a collection of interconnected and interdependent modules (distinct and logical grouping of processes).

SAP is designed to preclude deleting saved records to better monitor and reduce the risk of fraud. 

SAP most well-known version is R/3 (r=real time)
Uses client-server architecture, classic, thick client
However, today browser-based approach would be easier to use on a wide range of devices such as smartphones and other thin clients. 
SAP lagged in competition
SOA is cloud-based and better

SAP has the twin challenge of building a stable single platform that makes company processes efficient today, but at the same time providing a platform that will adapt to take advantage of new IT developments.

SAP has rebranded its R/3 software as the SAP Business Suite. The SAP 
Business Suite runs on a program called an application platform: NetWeaver. NetWeaver is like the operating system in your computer. 

NetWeaver connects SAP to hardware, third-party software, and output devices. Also has SOA capabilities that help it integrate SAP with non-SAP applications. 

These features enable the Business Suite/NetWeaver approach to be more adaptive to new IT developments compared to R/3. ABAP is SAP’s  high-level application language that is used to enhance the functionality of an SAP implementation. 
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Chapter 7: Supporting the procurement Process with SAP

Q1: What are the fundamentals of a procurement process? 

Procurement is the process of obtaining goods and service. 
Is an operational process executed hundreds or thousands of times a day in a large organization. (most common one)
3 main procurement activities are
-order
-receive
-pay

why procurement is an important process is that when firms grow by acquisition, procurement is one of the only processes that spans the entire new organization. 
By combining procurement into one process, the new larger firm can leverage the quantity of the items ordered to gain lower prices.
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****we only focus on inbound logistics in this chapter

Inbound logistics
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1- find qualified suppliers
2- ask for price quotes for each product qty
3- using the price data, create a purchase order (a written document requesting delivery of a specified qty of a product or service in return for payment) (supplier, product code, quantity, delivery date)
4-receive goods in the warehouse
5- update the raw materials inventory database
6- bill arrives from the supplier
7- suppliers is paid

key term is INVENTORY –raw materials inventory
· finished goods inventory

Q2: How did the procurement process at CBI* work before SAP ?
*CBI is the company name used in the example above

Each department had their own database (sales, 2 warehouse, accounting) creating information silos. 

Q3: What were the problems with the procurement process before SAP?
Warehouse problems
-wanted to hold a wide variety of finished goods (shares same warehouse as raw materials, not enough space and not enough raw materials)
-sales price data  the sales database did not indicate price discounts causing him to misinterpret sales trends (whether they were being sold because of a sale or because of other factors) thus leading him to either buying too little or too many of the components. 

Accounting problems
-three-way match when checking the bill is hard to check because all the data is in different databases (data on invoice, amount due, purchase order number)
-reports always lagged, never up-to-the-minute/day, instead were made at the end of the months and took several days to summarize (roll up) the transactions into b/s and i/s.

Purchasing problems
-no purchasing dept, purchasing agents were scattered throughout the organization, all had different training and didn’t know what was happening in other dept. 
-weak governance by the head office over financial processes (Sarbanes-Oxley Act)  need internal control (centralize purchasing to one office)
Internal controls systematically limit the actions and behaviors of employees, processes, and systems within the organization to 
safeguard assets and to achieve objectives.

Q4: How does CBI implement SAP?

CBI wants SAP to overcome these problems, achieve competitive strategy. Thus you need to focus on your strategy when making SAP configuration decisions.

CBI strategy has 3 activities: 
Determine industry structure. 
Commit to a specific competitive strategy. 
Develop objectives and measures for processes to support the competitive strategy.

1- Determine industry structure:
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2- Competitive strategy: focus on high-end bikes and a differentiation strategy of responsiveness to retailers (faster shipping time)

3- Objectives and measures
2 efficiency objectives:smaller finished goods inventory and 
fewer errors. To assess the less inventory objective, the team chose to keep track of inventory turnover (number of times inventory is sold over a given period)
 (measure the total cost of the inventory on hand. To assess the fewer 
errors objective, CBI decided to record three-way match errors.)

effectiveness objectives:
financial controls:
-rollup time at the end of the month is shorter
-if more managers make requests for financial reports

responsiveness to customers:
-order fufulfillment time
-number of products to sell
-stockouts of hot, new selling products

Q5: How does the procurement process work at CBI after SAP?

In the new SAP process (that contains order, receive and pay) the order activity begins with the “create purchase acquisition” activity.
A purchase requisition (PR)is an internal company document that issues a 
request for a purchase.

Purchasing
When the purchasing manager approves the PR she converts it into a PO which she shares with the suppliers (when they accept it it becomes a legally binding contract)

New purchasing department centralized purchasing activities
Data entered in a single, shared database
Automated internal company document
Purchase Requisition (PR)
Easy conversion of PR’s to Purchase Orders
Reduces errors

After each PO is saved, SAP accomplishes several other tasks. SAP creates a unique PO number and displays this number on Maria�s screen. SAP notifies Space Bike Composites via e-mail, a Web service, or an electronic 
message of the PO details. SAP also calculates the shipment�s total weight and total cost and updates the inbound raw material inventory table in the database.

Warehouse
Goods receipts entered into same database as PO’s
SAP verifies the goods received against the PO
Immediate update to inventory
Accounting impacts automatically updated in the same database
SAP documents this in the database
Creates document number for this particular goods receipt
Updates raw material inventory

Accounting
-receive invoice from supplier
-person in accounting receives the invoice the day after the materials arrive
-enters it in SAP (enter incoming invoice), SAP records the invoice, displays the document number and updates the accounting data records.
-pay suppliers posts an outgoing payment to suppliers. (e-check)
-before posting the payment, a three-way check is performed. 
-once payment is made, final SAP screen (post outgoing payment), another document number is made and the accounting update as well. 

The benefits of SAP for the CBI procurement process
-manager knows prices charged to customers
-fewer 3way mismatches
-up to date financial data
- centralizing purchasing  improves scrutiny of purchases
-resupply times have been reduced because the process is now faster  less raw material inventory for every item can be held (stays in the warehouse for less time too)
-financial controls have been improved, faster rollup time
-share sales and sale forecast data with its suppliers

Q6: How can SAP improve the integration of supply chain processes at CBI?

Supply Chain processes
Supplier Relationship Management (SRM) process automates, simplifies, and accelerates a variety of supply chain processes. Broader than the single Procurement process, SRM is a management process that helps companies reduce procurement costs, build collaborative supplier relationships, better manage supplier options, and improve time to market.

 Returns Management process manages returns of faulty products for businesses.

Supplier Evaluation process determines the criteria for supplier selection and adds and removes suppliers from the list of approved suppliers.

Supply chain process integration
Is called: supply chain management (SCM). 
design, planning, execution, and integration of all supply chain 
processes. 
uses a collection of tools, techniques, and management activities to help 
businesses develop integrated supply chains that support organizational strategy.

Improving supply chain process integration by sharing data
By sharing more data and sharing this data rapidly, raw material inventory at CBI could shrink as suppliers become better informed of and more responsive to changes in CBI�s sales. Inventories shrink and customer responsiveness improves as more and more data are shared.
-also, less buying more products than needed since data is shared in real time they immediately know about short-term trends

Improving supply chain process integration by increasing process synergy
Process synergy occurs when processes are mutually supportive; that is, when one process is done well, the objectives of another process are supported. (create fewer defect in this example synergy between returns management process and production process)

Increasing process synergy can also be seen in CBI�s supply chain. If retailer demand shifts suddenly, CBI and its suppliers can quickly shift production lines to meet the new demand.

SAP integration problems with emerging technologies
SAP is just one way to improve procurement processes and integration
Other IS That Improve Supply Chain Processes
Augmented reality ( computer data or graphics are overlaid onto the physical environment)
RFID ( identify and track items in the supply chain)
Sensors (CBI and its supplier partners can outfit their trucks with sensors and tracking devices to make the Transportation activity of the Procurement process more efficient.
two-way data exchange can lower costs by optimizing routes to avoid traffic jams, using onboard sensors to better plan vehicle maintenance, and alerting warehouse personnel when delivery trucks are approaching a warehouse
Robotics (robotic forklifts are getting popular in warehouse and can reduce inventory costs)
3D printing (Rather than rely on suppliers for all its raw materials, 
CBI may choose to �print� some raw materials in house. This will impact several supply chain processes and is an example of improving process synergy. 

Q7: How does the use of SAP change CBI?
-require a new purchasing department to accomplish the Procurement 
process
- new sets of skills necessary to optimize a supply chain. (hire more people with abstract reasoning and analytical skills to look for patterns in the data that will lead to new ways to improve processes)
- become more process focused; it will increasingly focus on the inputs and outputs of its processes to connect with partner firms.
- use more outsourcing
-the system automatically tracks raw material inventory and generates 
purchase requisitions when reorder levels are reached

Appendix 7
Create new vendor
Create Purchase Requisition
Create Purchase Order
Create Goods Receipt for Purchase Order
Create Invoice Receipt from Vendor
Post Payment to the vendor
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Chapter 5: Database and Content Management 

Q1: What is content? 
Content = property
Closely related to intellectual property (creative endeavor tat can be protected through a trademark, patent, copyright, industrial design, or integrated circuit typography. )
Databases, word documents, images, audio files, web pages, etc.

Q2: How can content be organized ? 
The challenge in content management is indexing or cataloguing the right information, processing and storing it, and then getting it to the right person in the right format at the right time. 

The management of many types of data has traditionally been handled through organizational database management systems (DBMSs).

The presentation of content in organizations today is increasingly handled through a series of steps supported by software. Web  content management systems (CMSs)  have been developed to help companies organize this process. 

To place content on company’s website  access the web CMSs.
-load raw content into the web CMS.
-copy editor reviews any changes
-layout artists prepare content for presentation
-the content and presentation are stored with the help of a DBMS.

CMS has evolved:
-seek out documents located across an org. and automatically manage access to the content. 
-archiving
-document management 

Q3: What is the purpose of a database? 
a general rule : Lists that involve a single theme can be stored in a spread- sheet; lists that involve multiple themes require a database.

the purpose of a database is to keep track of things that involve more than one theme.

A database keeps track of things
Many professionals use spreadsheets 
Spreadsheets  Keep lists of single concepts
Databases Keep lists that involve multiple themes

Q4: What does a database contain? 
A  database  is a self-describing collection of integrated records. 
A byte  is a character of data. 
Bytes are grouped into  columns , which are also called  fields.
Columns or fields, in turn, are grouped into  rows , which are also called  records.
A group of similar rows or records is called a  table  or a  file.
A database is a group of tables or files plus relationships among the rows in those tables, plus special data, called metadata, that describe the structure of the database.

*cylindrical symbol represents a computer disk drive because databases are usually stored on magnetic disks. 

Relationships among records 
A key  is a column or group of columns that identifies a unique row in a table. Every table must have a key. 
Foreign keys are keys, but they are keys of a different (foreign) table from the one in which they reside.

that databases that carry their data in the form of tables and that represent relationships using foreign keys are called  relational databases . (The term  relational  is used because another, more formal name for a table is  relation.) 

Metadata
Database are self-describing because they contain not only data but also data about the data in the database. 
Metadata  are data that describe data.
The format of metadata depends on the software product that is processing the database.

Each row of the top part of this form describes a column of the  Email  table. The columns of these descriptions are  Field Name, Data Type,  and  Description.  Field Name  contains the name of the column,  Data Type  shows the type of data the column may hold, and  Description  contains notes that explain the source or use of the column. As you can see, there is one row of metadata for each of the four columns of the  Email  table: 
EmailNum, Date, Message,  and  Student Number.

The presence of metadata makes databases much more useful than spreadsheets or data in other lists. Because of metadata, no one needs to guess, remember, or even record what is in the database. To find out what a database contains, we just look at the metadata inside the database.

Q5: What is a DBMS, and what does it do? 
Database application system. Such applications make database data more accessible and useful. Users employ a  database application  that consists of forms, formatted reports, queries, and application programs. Each of these, in turn, calls on the DBMS to process the database tables.

A  database management system (DBMS)  is a program used to create, process, and administer a database. 

Companies license DBMS products from vendors, such as IBM, Microsoft, and Oracle. Popular DBMS products are  DB2  from IBM,  Access  and  SQL Server  from Microsoft, and  Oracle  from Oracle Corporation. 
Another popular DBMS is  MySQL , an open-source DBMS product that is free for most applications

Don’t confuse a DBMS and a database. The two are very different.
A DBMS is a software pro- gram; a database is a collection of tables, relationships, and metadata.

Creating the database and its structures.
Database developers use the DBMS to create tables, relationships, and other structures in the database. 
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Processing the database 
The second function of the DBMS is to process the database. Applications use the DBMS for four operations:  read ,  insert ,  modify , or  delete  data.

there is only one language that relational databases use when communicating data from a database:  Structured Query Language (SQL ), 
which is an international standard language for processing a database. 

Administering the database
A third DBMS function is to provide tools to assist in the administration of the database.
-security, passwords, permissions and limits.
-Backup a database, adding structures to improve the performance of database applications, removing data that are no longer wanted or needed. 

Q6: What is a database application? 
A  database application  is a collection of forms, reports, queries, and application programs that process a database. A database may have one or more applications, and each application may have one or more users.

Forms, reports and queries
Data entry forms are used to read, insert, modify, and delete data. 
Reports show data in a structured context.
The structure of this report creates information because it 
shows the student data in a context that will be meaningful to the professor. 

a  query  form in which the professor types in the keyword for which he or she is looking (search bar essentially)

Database application programs 
Application programs process logic that is specific to a given business need.
Application programs enables database processing over the Internet. For this use, the application program serves as an intermediary between the web server and the database

Multiuser processing is common but may cause problems like lost-update problem. To prevent this problem, some type of locking must be used to coordinate the activities of users who are unaware of each other.

Q7: What is the difference between an enterprise DBMS and a personal DBMS? 
Enterprise DBMS  products process large organizational and workgroup databases.
-thousands of users at a time
-24/7 operations
-dozens of different magnetic disks with thousands of gigabytes or more of data. 

Personal DBMS  products are designed for smaller, simpler database appli- 
cations. 
-fewer than 100 users
-Access is the only remaining personal DBMS 

APPLICATION EXTENSION 5A: DATABASE DESIGN

Q1: Who will volunteer? 
Fundraising manager needs database to:
Find volunteers
Track volunteers
how many years
effectiveness
personal information

Q2: How are database application systems developed? 
Database application system consists of:
Database
DBMS
One or more database applications 
Database application consists of:
Forms
Reports
Queries
Application programs

First, the developers interview users and develop the requirements for the new system. 
During this process, the developers analyze existing forms, reports, queries, and other user activities.
The requirements for the database are then summarized in something called a  data model , which is a logical representation of the structure of the data.

The  data model  contains a description of both the data and the relationships among the data (it is like a blueprint before they start designing the database).

Once the data model is approved, it is transformed into a database design. 
Then it is filled with user data. 

Q3: What are the components of the entity-relationship data model?

The most popular technique for creating a data model is the  entity-relationship (E-R) data model.
describe the content of a database by defining the things (entities) that will be stored in the database and the relationships among those entities.

less popular tool for data modelling is  Unified Modeling Language (UML).

Entity  is something that the users want to track. (always singular) {order}
Entities have  attributes  that describe the characteristics of the entity.{OrderNumber}
Entities have an  identifier , which is an attribute (or group of attributes) whose value is associated with one and only one entity instance.
So OrderNumber is an identifier of Order because only one Order instance has a given value of Order Number. 

Each entity is shown in a rectangle with the name right above it. 
The identifier is shown in the section at the top of the entity and the entity attributes are shown in the remainder of the rectangle. 

Entities have  relationships  to each other. 
An Order, for example, has a relationship to a Customer entity and also to a Salesperson entity.

Database designers use  entity-relationship (E-R) diagrams 
Crow’s foot diagram
A line is used to represent a relationship between two entities.
These little lines are referred to as a  crows foot , and are shorthand for the multiple lines that connect one entity to another. 
Such relationships are called one-to-many (1:N) relationships  because one department can have many advisers. 
Many-to-many (N:M) relationships because one adviser can have many students and one student can have many advisers.

The crows-foot notation shows the maximum number of entities that can be involved in a relationship. Accordingly, they are called the relationship�s maximum cardinality.
Constraints on minimum requirements are called  minimum 
cardinalities . 

The vertical bar on a line means that at least one entity of that type is required. The small oval means that the entity is optional; the 
relationship need not have an entity of that type.  shows both max and min cardinality. 

Q4: How is a data model transformed into a database design? 
Database design is the process of converting a data model into tables, relationships, and data constraints

two important database design 
concepts: 
(1) normalization (foundation of database design)
(2) the representation of two kinds of relationships (help you understand key considerations made during design).

Normalization is the process of converting poorly structured tables into 2 or more well-structure tables. 

Data integrity problem: some rows indicate that the name of Dept. 100 is Accounting & Finance and other rows indicate that the name of Dept. 100 is accounting.  incorrect and inconsistent information. 
Can occur only if data are duplicated.

Normalizing for data integrity
Normalized tables eliminate data duplication, but they can be slower to process.
The general goal of normalization is to construct tables such that every table has a single topic or theme.
Transforming a table into a  normal form  to remove duplicated data and other problems is called  normalizing the table .
 every normalized (well-formed) table has one„and only one„theme.

Representing relationships
First, the database designer creates a table for each entity. The identifier of the entity becomes the key of the table. Each attribute of the entity becomes a column of the table. Next, the resulting tables are normalized so that each table has a single theme.

1:1 relationship
Single entity to single entity
1:N relationship
One-to-many
Single entity to many entities
N:M
Many-to-many

Designer creates table for every entity
Entity identifier becomes primary key of table
Attributes of entity become columns
Tables normalized to single theme
Represent relationships between tables
Add foreign key to one or more tables

Q5: What is the user’s role?
The users are the final judges as to what data the database should contain 
and how the records in that database should be related to one another.
Need to review data model
Must insure that model reflects an accurate view of business

Q6: Who will volunteer? (cont)
Consultant creates data model
Based on interviews with users
Data model reviewed and approved
Database tables constructed
Primary and foreign keys selected
based on interviews
Microsoft Access database created
Relationships indicated
Forms and reports constructed
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Chapter 6: Networks and Collaboration

Q1: Why should I care about networks?

(1) the public switched telephone network (PSTN), which is tied to the cell phone network so that your friend could reach you; 
(2) the financial networks used for your ABM and credit card transactions (this could be a chapter in itself); 
(3) the local area network (LAN), which handles electronic key access in the hotel; 
(4) the wireless network (802.11) operating over a LAN (802.3), which provides wireless Internet access in the hotel; 
(5) the wide area network (WAN), which provides Internet access for email and web browsing; 
(6) the cell phone network using short message service (SMS) for the 
text message and multimedia messaging service (MMS) for the picture; and, finally, 
(7) the GPS in the automated navigation system, which is a satellite network service

Computers become more useful to people when computing devices are connected to networks because they give people the ability to collaborate. 

Networks and Collaboration
Collaboration  occurs when two or more people work together to achieve a common goal, result, or product (involves coordination and communication).

The effectiveness of a collaborative effort is driven by four critical factors 
1. Communication skills and culture 
-be part of a group
-receive feedback
-openly share and contribute ideas
2. Communication systems  
-email, virtual private networks, instant messaging
3. Content management
-manage contact so that conflicts do not occur (databases and content management systems)
-enforces restrictions (certain people are allowed to view certain things)
4. Workflow control
workflow  is a process or procedure by which content is created, edited, used, and disposed of (internally to other employees in the organization)

Network Externalities
Network externality or the “network effect” is that in general, the larget the number of people using a network, the more valuable that network becomes. 
When networks are first started, people often look for the critical mass. (the value of being part of the network is larger than the cost of being on it)
Once networks hit mass is grows at a faster rate.

Q2: What is a computer network ?
A computer  network  is a collection of computers that transmit and/or receive electronic signals through transmission media.

The  transmission media  might be physical media, such as copper cable and optical fibre (glass fibre) cable, or wireless media transmitting light or radio frequencies (including cellular and satellite systems).

three major types of networks are:
1. local area networks (LAN):  connects computers within a relatively small, single geographical location (2 to several servers)
2. wide area networks (WAN) connect computers at different geographical locations
3. internets: networks of networks. Internets connect LANs, WANs, and other internets. The most famous internet is  the Internet  (with an upper-case letter  I ), the collection of networks that you use when you send email or access a website.

The networks that comprise an internet use a large variety of communication 
methods and conventions, and data must flow seamlessly across them. 
To provide seamless flow, an elaborate scheme called a  layered protocol  is used. 
A  protocol  is a set of rules that two communicating devices follow.

Q3: What are the components of a LAN?
Switch , which is a special-purpose computer that receives and 
transmits messages on the LAN.

Each device on a LAN (computer, printer, etc.) has a hardware component called a  network interface card (NIC)  that connects the devices circuitry to the network cable. 

The NIC works with programs in each device to implement the protocols necessary for communication.
 newer machines have an  onboard NIC , which is a NIC that is built into the computer.
Each NIC has a unique identifier, which is called the  MAC (media access control) address . 

Most connections are made using  unshielded twisted pair (UTP) cable.
A device called  RJ-45 connector  is used to connect the UTP cable into NIC devices on the LAN. 
(wires are twisted for reasons beyond aesthetics and style. Twisting the wires substantially reduces cross-wire signal interference, which occurs when wires run parallel over long distances.) 

**   Some LANs, usually those larger than the one in  Figure   6-3   , use more than one switch. Typically, in a building with several floors, a switch is placed on each floor, and the computers on that floor are connected to the switch with UTP cable. The switches on each floor are connected by a centrally located main switch, which is often located in a communications room. 

The connections between switches can use UTP cable, but if they carry a lot of traffic or are far apart, UTP cable may be replaced by  optical fibre cables. The signals on such cables are light rays carried inside the glass core of the cable.

The IEEE 802.3, or Ethernet, Protocol
For LAN to work, all devices need to use the same protocol. 

The Institute for Electrical and Electronics Engineers (IEEE, pronounced �I triple E�) sponsors committees that create and publish protocols and other standards. The committee that addresses LAN standards is called the  IEEE 802 Committee . Thus, IEEE LAN protocols always start with the numbers 802. 

Most popular protocol for LANs is based on the  IEEE 802.3 
Protocol (Ethernet) : specifies hardware characteristics, such as which wire carries which signals and how messages are to be packaged and processed for transmission over the LAN. 

Most personal computers today are equipped with an onboard NIC that supports what is called  10/100/1000 Ethernet . These products conform to the 802.3 specification and allow for transmission at a rate of 10, 100, or 1000 Mbps (megabits per second).

**For communications equipment,  k  stands for 1000, not 
1024 as it does for memory. Similarly,  M  stands for 1 000 000, not 1024 1024;  G  stands for 1 000 000 000, not 1024 1024 1024. Thus, 100 Mbps is 100 000 000 bits per second. 
***communications speeds are expressed in  bits , whereas memory sizes are expressed in  bytes .

Wireless LANs
a  wireless NIC (WNIC)  lets a user move around and stay connected to his or her network without needing to �plug in� with a cable. Although many systems use the 802.11g wireless protocol, the faster 802.11n protocol, which allows speeds of up to 248 Mbps, is becoming increasingly popular
(802.11 = wifi)

Wireless LANs require one or more  access points (APs)  that wireless devices connect to. The AP then connects users to the wired network. The coverage of a wireless access point can range from 40 to 100 metres.

Devices called  repeaters  and  reflectors  are sometimes used to amplify and reflect signals to extend the range. 

The WNICs operate according to the 802.11 protocol and connect to an AP. The NICs operate according to the 802.3 protocol and connect directly to the switch, which also operates on the 802.3 standard. 

The AP must be able to process messages according to both the 802.3 and 802.11 standards because it sends and receives wireless traffic using the 802.11 protocol and then communicates with the switch using the 802.3 protocol

Q4: Why is mobile computing important? 
Smartphones, tablets and laptops are super popular.

Smartphones are also enabling new applications, m-commerce  (short for mobile commerce), which allow users to conduct new kinds of transactions.
 can also include aspects of collaboration.

Smartphones
The speed or bandwidth of the network is also an important factor. Most smartphones operate on a 3G (third-generation) network (standards are defined by the International Telecommunication Union). 

Problems with tablets and ereaders
(1) complexity in synchronization (e.g., email sent from one device appearing on another) and 
(2) ownership. Many organizations are adopting what is sometimes called a  Bring Your Own Device (BYOD)  

Q5: What do I need to know about connecting to the internet? 
Internet = WAN

An important component in any WAN is a  router . Routers are special-purpose computers that implement the protocol for WANs. When you connect your personal computer to the Internet, you are working with a router to use the Internet. The router normally connects your computer to computers owned and operated by your  Internet service provider (ISP) . 

ISP has 3 functions:
-it provides your computer, or router, with a legitimate Internet address 
-serves as your gateway to the Internet. The ISP receives the communications from your router and passes them on to the Internet. 
The ISP also receives communi- cations from the Internet and passes them back to your router and then on to you. 
-help pay for the Internet. They collect money from their customers and 
pay access fees and other charges on your behalf. 

The Web, which is a subset of the Internet, consists of sites and users that process the  hypertext transfer protocol (HTTP) . 
Programs that implement the HTTP protocol are called  browsers .

The Internet is the communications infrastructure that supports  all  appli- 
cation-layer protocols, including the HTTP (webpage), the simple mail transfer protocol (SMTP) (email), and the file transfer protocol (FTP). 

The last letters in any domain name are referred to as the top-level domain (TLD). (.com, .ca)

uniform resource locator (URL) is an address on the Internet that is stated in a way humans can remember. 
But this is not the actual address on the network. In every electronic network, each machine has a numbered address. For the Internet, the address is given by four numbers, each separated by a period. This is called the IP address.

2 kinds of IP addresses:
-public: are assigned to ISPs and major institutions in blocks by ICANN. 
Each IP address is unique across all computers on the Internet
-private: addresses are used within private networks and internets. They are controlled only by the organization that operates the private network or internet. 

when you plug in your computer to a LAN (or sign on to a wireless network), a program in your operating system will search the network for a DHCP server. 

This is a computer or router that hosts a program called Dynamic Host Configuration Protocol (DHCP). When the program finds such a device, your computer will request a temporary IP address from the DHCP server. 

How does the computer figure out the IP address 
when we type in only the URL? This service is provided by the  Domain Name System (DNS) . The purpose of DNS is to convert human-friendly URLs into computer-friendly IP addresses.

The process of converting a domain name into a public IP address is called 
 domain name resolution

Domain name resolution is now done by computers called  domain name 
resolvers . The resolvers reside at ISPs, academic institutions, large companies, and government organizations. The resolvers keep track of domain name requests and store locations for future use.

Home and small-business computers are commonly connected to an ISP by 
either a special type telephone line called a  DSL line , or through a cable TV line.

Both methods require that the digital data in the computer be converted to an  analog , or wavy, signal before being sent. 

When receiving data, the analog signal must be converted to a digital signal before the computer can read it. 

A device called a  modulator/demodulator , or  modem , performs these conversions.

   A  digital subscriber line (DSL) modem  operates on the same lines as voice telephones, but it operates in such a way that its signals do not interfere with voice telephone service.  (also available immediately)

DSL lines that have different upload and download speeds are called  asymmetric digital subscriber lines (ADSL) 

Symmetric digital subscriber lines (SDSL) offer the same fast speed in both directions.

A  cable modem  provides high-speed data transmission using cable television lines. 

Narrowband lines typically have transmission speeds less than 56 kbps. Broadband lines have speeds in excess of 256 kbps. Thus, a  dial-up modem  provides narrowband access, and DSL and cable modems provide broadband access.

A wireless WAN (WWAN) differs from a wireless LAN in two ways. A WWAN 
covers a larger area than wireless LANs, and WWANs use cellular networks to transfer data. Cellular network coverage is generally offered on a nationwide level and provided by a wireless service carrier for a monthly usage fee, much like a cell phone subscription. 

Q6: How does email actually work?

Communication protocols are broken down into a four-layer scheme that is designed to balance simplicity and flexibility.

Network layers
Definition and specification of the layers is done by the Internet Engineering Task Force (IETF). 

the original model was recently expanded into five layers, we will use the simpler four-layer  transmission control program/Internet protocol (TCP/IP) 

Layer 1: transmit data within a single network. 
Layer 2 & 3:data transmission across an internet (a network of networks, including the Internet). 
Layer 4: provides protocols that help different applications interact with each other and the person using the computer. 
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Step 1: getting Internet Access and Pressing Send/Receive
 your OS searches the LAN at the hotel for DHCP server (layer 1  LAN)
 You get an IP address
 your email receives and sends emails according to a standard email protocol most commonly one is called simple mail transfer protocol (SMTP) (layer 4)

Step 2: Break apart message and get ready for transport
Trans- mission Control Program (TCP) operates at Layer 3. 
-examine the email (and any attached files) you are sending and break apart large messages (like an attached photograph) into pieces called  segments . When it does this, TCP also places identifying data at the front of each segment so that the segments can be correctly 
ordered, content of the segment can be validated, and segments do not get lost. 
-TCP also works to translate segments between operating systems

Step 3: Send and receive packets
The Layer 2 protocol is the Internet Protocol (IP) (purpose of IP is to route messages across an internet).

To send a segment to the router, the IP layer program first packages each segment into a  packet . The Internet protocol places IP data at the front of the packet, which is in front of the TCP segment data.

The router examines the destination of each packet, one at a time, and uses 
the rules defined in the IP to decide where to send each packet (doesn’t bring them all the way to their destination but gets them started)

Step 4: Reassemble Packets and Dsiplay Message
Once the email packets arrive at the correct destination router, they are sent off to a mail server. TCP waits for all the packets to arrive and then unpacks the packets back into segments. TCP also works to ensure that the content of the message is correct by validating the content and checking to make sure all segments were received. 

Q7: What are firewalls, encryption and VPNs?
firewall  is a computing device that prevents unauthorized network access and gets its name from the way that forest fires are often contained by open spaces.

A  port  is a number that is used to uniquely identify a transaction over a network. 

The port number specifies the service provided. For example, a person could have a network server running web service (HTTP), mail service (SMTP), and file transfer (FTP). 

When another computer connects to the server, it needs to indicate the correct IP address for that server as well as what service it wants to communicate with.
 port numbers can be used to create firewalls

A firewall also often has an  access control list (ACL) , which keeps track of which IP addresses are to be allowed and which are to be prohibited. 

Packet-filtering firewalls  are the simplest type of firewall. 
-examines each part of a message and determines whether it should let that 
part pass. (examines the source address, the destination address(es), and other data) 
-can prohibit outsiders from starting a session with any user behind the firewall. 
-can disallow traffic from particular sites, such as known hacker addresses. -prohibit traffic from legitimate but unwanted addresses, such as competitors computers. 
-can filter out-bound traffic as well

Encryption  is the process of transforming clear text into coded, unintelligible text for secure storage or communication.

these methods are based on the idea of encryption keys (a number used to encrypt data) 
The encryp- tion algorithm applies the key to the original message to produce the coded message. 
Decoding (decrypting) a message is a similar process; a key is applied to the coded message to recover the original text.

With asymmetric encryption, different keys are used; one key 
encodes the message, and the other key decodes the message. 
Symmetric encryption is simpler and much faster than asymmetric encryption.

Most secure communication over the Internet uses a protocol called  HTTPS . With HTTPS, data are encrypted using a protocol called the  Secure Socket Layer   (SSL) , also known as  Transport Layer Security (TLS) . SSL/TLS uses a combination of public key/private key and symmetric encryption. The basic idea is this: Symmetric encryption is fast and is preferred. 

    1.   Your computer obtains the public key of the website to which it will connect.  
   2.   Your computer generates a key for symmetric encryption.  
   3.   Your computer encodes that key using the websites public key. It sends the encrypted symmetric key to the website.  
   4.   The website then decodes the symmetric key using its private key.  
   5.   From that point forward, your computer and the website communicate using symmetric encryption.

At the end of the session, your computer and the secure site discard the keys.

The  virtual private network (VPN)  is an additional WAN alternative that  uses the Internet or a private internet to create the appearance of private point-to-point connections. 

The VPN client and VPN server then have a point-to-point connection. That connection, called a  tunnel , is a virtual, private pathway over a public or shared network from the VPN client to the VPN server. 

To ensure security, VPN client software  encrypts  the original message so 
that its contents are hidden. Then the VPN client appends the Internet address of the VPN server to the message and sends that package over the Internet to the VPN server. 

When the VPN server receives the message, it strips its address off the front of the message,  decrypts  the coded message, and sends the plain text message to the original address on the LAN. 

Q8: How does a search engine work? 
Web search engines require two things: (1) a way to collect URLs and (2) a method for storing/accessing the URLs so that they can be searched. Finding URLs is usually the job of a  web crawler.  
A  web crawler  (sometimes referred to as a  web spider ) is a software program that browses the Web in a very methodical way. The crawler starts 
with a list of seed URLs.
  The list of URLs created by the crawler can be referred 
to as the  crawl frontier . 

URLs from the frontier are just the start for a search engine. Once a URL 
is identified, it is necessary to organize the information retrieved. This process is called  search engine indexing .
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Chapter 9: E-commerce, social networking and web 2.0

Q1: What is e-commerce and how is it used? 
E-commerce: buying and selling of goods and services over public and private computer networks. 
 everything having to do with the application of information and communication technologies to the conduct of business between organizations, company to consumer, or consumer to consumer. 

E-commerce may require interconnectedness of the entire enterprise resource planning (ERP) process. 
Your website, paypal for payment, internet service providers, etc. 

Type of e-commerce:
1. Merchant companies: those that take title to the goods they sell (buy goods and resell them)
· Business to consumer (B2C) (web storefront)
· Business to business (B2B) (manufacturers, suppliers, retailers)
· Business to government (B2G)
2. Nonmerchant companies: those that arrange for the purchase and sale of goods without ever owning or taking title to those goods. 
· Auctions  (ebay)
· Clearinghouses (amazon)
· Exchanges (priceline)

Benefits of e-commerce
Disintermediation- the removal of intermediaries between parties.
This leads to higher revenues for manufacturers and lower consumer prices. 
However the Canadian economy runs on distribution. 
 improves the flow of price information (you can find different prices)
 produces information about the price elasticity that has not been available before (willingness to pay a price)

**knowledge of price elasticity:
-losing-bidder auction prices
-price experimentation
-more accurate information obtained directly from customer

Issues with e-commerce
-channel conflict 
-price conflict (retailers sell at a higher price than manufacturers)
-logistics expense  (shipping one item is more expensive than in bulk)
-customer service expense (rather than training a store rep, they have more questions from everyday people)
-showrooming (going to the store to try it but then buying it online)
-taxation (where do you pay taxes? Who collects them?)
-harder to raise prices because you can easily check competition

Q2: What is social networking, and how is it enabled and affected by IS/IT?
Social network:  is a structure of individuals and organizations that are related to each other in some way. 

Social networking is the process by which individuals use relationships to communicate with others in a social network. 

What is social capital? 
3 types of capital: physical, human and social. 

social capital:  is the investment in social relations with the expectation of returns in the marketplace

 social capital adds value in four ways: 
   1.   Information  (opportunities, alternatives, problems..)
   2.   Influence  (decision makers)
   3.   Social credentials  (being linked to a network of highly regarded contacts)
   4.   Personal reinforcement (linked to social networks reinforces your 
professional image and position in an organization or industry)

3 factors to consider for gaining social capital:
-adding more friends and by 
-strengthening the relationships you have with existing friends
-adding friends and strengthening relationships with people who control 
resources that are important to you.

weak relationships that contribute the most to the growth of social networks
it is when you network with somebody you do not know or have any ties with in order to open a new pathway.

How do social networks add value to business?
Organizations have social capital just as humans do
Social capital is measured using: number of relationships, strength of relationships, and resources controlled by “friends”
Endorsements by high profile people are a traditional way of increasing social capital
Progressive organizations maintain a presence on Facebook, LinkedIn, Twitter, and possibly other sites

How social networking has been enabled by technology
1. improved search capabilities (enable us to quickly sort through large amounts of data and find the specific people or relationship that we are interested in)
2. reduction in the trade-off of richness and reach (the ability to keep track of many more people and enhance personalization)
3. network effects (as a network grows, the benefit or utility that each person adds tends to increase)

Q3: What is web 2.0?
 smartphones, user-created content, social networking, location and context-based services, and dynamic marketplaces, and not as a specific technology. 

Software as a (free) service
Google,  Amazon.com , and eBay exemplify Web 2.0. These companies do not sell software licences because software is not their product. Instead, they provide software as a service (SAAS).

Instead of software licence fees, the Web 2.0 business model relies on advertising or other revenue that results as users employ the software as a service.
Web 2.0 applications are thin clients.

traditional software companies do use the term  software as a service . 
However, they use it only to mean that they will provide their software products via the cloud rather than having customers install that software on their computers. 

Use increases value 
The value of the site increases with users and use.
User-generated content (UGC) refers to website content that is contributed by users.
Crowdsourcing combines social networking, viral marketing, and open-source 
design, saving considerable cost while cultivating customers. With crowdsourcing, the crowd performs classic in-house market research and development and does so in such a way that customers are being set up to buy.

Organic user interfaces and mashups
Web 2.0 interfaces are organic. Users find their way around eBay and PayPal, and if the user interface changes from day to day, well, that is just the nature of Web 2.0.

Web 2.0 encourages  mashups , which result when the output from two or more websites is combined into a single 
user experience.

Participation and ownership differences
Web 2.0 is about participation. Users provide reviews, map content, discussion responses, blog entries, and so forth. A final difference concerns ownership.
Traditional vendors and websites tend to lock down all the legal rights they 
can.

How can businesses benefit from web 2.0?
-advertising (pay per click, adsense)
-mashups
-not for all applications (Note that not all business information systems benefit from flexibility and organic growth. There is need for some level of control.)

Q4: Is there a web 3.0?
Web 2.0 is thought to be preceded by Web 1.0, and that it will be followed by Web 3.0
 It is hard to predict the future as some changes  are discontinuous and the invention and use of technology are hard to predict as well
 Web 2.0 is a broad overarching term
 We cannot predict what Web 3.0 will look like (or even if it will be called “Web 3.0”)
 Nobody knows what the next generation of inventors and entrepreneur will invent
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Chapter 10: Acquiring information systems through projects

Q1: How can information systems be acquired?
5 basic ways to acquire a software application:
   1.   Buy it and use it as is.  
   2.   Buy it and customize it.   most common for org.
   3.   Rent or lease it.  
   4.   Build it yourself.  
   5.   Outsource it.

Acquiring new software is NOT the same as acquiring new information systems, because there is a lot more to think about in systems than just software

it is important for you to realize that even if the software is free, or what is often referred to as  open source , the organization will always face the cost of integrating the software with its current hardware, data, and procedures.

Q2: What are IT projects, and what does PMBOK mean? 
project management body of knowledge (PMBOK)
The guide to the PMBOK notes that a project �consists of a temporary endeavor undertaken to create a unique product, service or result.�

Projects often begin with a set of goals or objectives
A scope is developed for the project
Projects usually have a start and an end date
Projects often represent change in an organization. 

IT projects have a large information technology component 
(in terms of budget or personnel)
Scope (objective)
Start and end date
Temporary use of resources
Unique
Accomplish something new
Hard to estimate time, budget, and scope

ITPM (  Information technology project management) is the collection of techniques and methods that project managers use to plan, coordinate, and complete IT projects, including:
Planning tools
Budgeting methods
Graphical scheduling methodsPERT (Program Evaluation Review Technique)
Risk management techniques
Communication planning
High-tech team development

The guide to the PMBOK suggests that there are five process groups in any project: 
(1) initiating, 
(2) planning, 
(3) executing, 
(4) controlling and monitoring, and 
(5) closing.
**these process groups are related to the notion of a systems development life cycle (SDLC)

Each of these process groups can be related to one of the 
nine project knowledge areas: 
(1) integration management, 
(2) scope management, 
(3) time management, 
(4) cost management, 
(5) quality management, 
(6) human resources management, 
(7) communications management, 
(8) risk management, 
(9) procurement management.

The increasing importance of projects, in particular IT projects, has led to a rapid increase in the number of people seeking certification of project management skills. 
For example, the PMI is a global institute that has certified over 620 000  project management professionals (PMPs) .

Q3: What should you know about IT operations and IT projects?
two basic activities required to provide these services:
-maintaining the current IT infrastructure; 
-the second is renewing and adapting the infrastructure to keep IT working effectively in the future. 


The delivery of service, maintenance, protection, and management of IT infrastructure are often accomplished as part of  IT operations . These services demand a large portion of the IT department�s operational budget. Industry professionals often refer to this as keeping the lights on, or KTLO. 

IT Operations: The delivery of service, maintenance, protection, and management of IT infrastructure
IT projects: The renewal and adaptation of IT infrastructure is normally accomplished through projects

The distinction between operations and projects is important for several reasons.
Operational work and project work tend to attract two different types of IT professionals. (project work usually needs to learn new technologies)

These active systems are often referred to as  production systems .  Stability ,  predictability ,  accountability ,  reliability , and  security  are keywords in IT operations. 

Within IT operations,  Information Technology Infrastructure Library (ITIL)  is a well-recognized collection of books that provide a framework of 
best-practice approaches to IT operations.

ITIL offers a large set of management procedures that are designed to help businesses achieve value from IT operations 
ITIL has gone through several revisions; core books from the latest refresh (ITIL V3)
It basically refers to a well-developed set of best practices that can support IT operations

What about the web?
Large and small IT departments use the Web as a first step in many internal service requests.

In many companies, the IT department has developed an intranet website with frequently asked questions (FAQ), web-based forms for requesting services, and some web-based applications that help support tasks, such as adding a new employee.

The IT department is normally responsible for maintaining 
information about IT services on the site. In addition, the IT department supports the company website, making sure the servers and applications that provide the website are up and running.

Q4: Why are IT projects so risky? 
 cant be pictured or represented graphically because there is a lack of a good model. 
 tools are constantly changing so cost estimates are hard to make
 hard to determine the progress of the project, how can you tell how far you have gone? 
 lack of experience in the team, 
lack of support from top management, 
lack of participation from system users, 
unclear and uncertain project requirements, 
a high level of technical complexity, and 
changes in the project environment.

Q5: What is an SDLC?
The  systems development life cycle (SDLC)  is the classic process used to acquire information systems.
To successfully acquire and maintain information systems, there are basic tasks that need to be performed
These basic tasks are combined into phases of systems development

Systems Analysis:
Classical process with five phases:
1.Systems definition
Management’s statement defines new system (goals+scope)
Assess feasibility (creating the business case for the project) 
Cost feasibility
Schedule feasibility
Technical feasibility (whether existing information technology is likely to be able to meet the needs of the new system)
Organizational feasibility (whether the new system fits within the organization�s customs, culture, charter, or legal requirements.)
2.Requirements analysis
Identify features and functions
Typical personnel on a development team are a manager (or managers, for larger projects), systems analysts, programmers, software testers, and users.  
The work of analysis and design is often completed by  business analysts  and  systems analysts 
Business analysts tend to focus on the analysis of the current system 
and procedures, and they interact with the stakeholders of the system. Systems analysts tend to be more technically focused IT professionals, who understand both business and technology.

3.Component design
Based on approved user requirements
4.Implementation
Implement, test, and install new system
5.System maintenance
Repair, add new features, maintain

Once the requirements have been specified, the users must review and approve them before the project continues. The easiest and cheapest time to alter the information system is in the requirements phase.

Q6: How are information systems designed, implemented and maintained? 
(1) buy it, 
(2) buy it and customize it, 
(3) rent or lease it, 
(4) build it yourself, or 
(5) outsource it. 

For the first three of these methods, the information system is already built, so the organization does not have to do major development. 

This type of acquisition requires the organization to match its requirements with the capabilities of the software application that has already been built.
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commercial- off-the-shelf (COTS)  software will never fit your organizational requirements exactly. Expect 18 months for large organizations and lesser for smaller organizations to modify their systems. 

3.Component design
Based on approved user requirements
-Develop and evaluate alternatives
Accurate requirements critical
-Hardware design determined by project team
-Software design depends on source
Off-the-shelf (evaluate candidates) 
Off-the-shelf with alterations (what software and what alterations) 
Custom-developed programs (produces design documentation for writing program code)
-Data model converted to database design
-Procedures designed for BI system
-Job descriptions created for users and operations personnel


4.Implementation
Implement, test, and install new system
-System must be built 
Components constructed independently
Document and review
-System testing
Individual components tested 
System integrated and tested
A  test plan  consists of sequences of actions that users take when using the new system.
Both normal and incorrect actions should be considered
Labour intensive

Testing, or  product quality assurance (PQA) , as it is often called, consists of constructing the test plan with the advice and assistance of users.

Beta testing  is the process of allowing future system users to try out the new system on their own. (beta is usually the last stage of testing)

-Users must be converted to new system
The term  system conversion  is often used to refer to this activity because it implies the process of  converting  business activity from the old system to the new. 

Organizations can implement a system conversion in one of four ways: 
   (1)   Pilot installation: the organization implements the entire system in a limited portion of the business.
If systems fails, it only affects limited boundary
Reduces exposure 

   (2)   Phased  installation: the new system is installed in phases across the organization.
Tested after each phase
Continues until installed at entire organization
Can’t be used in tightly integrated systems

   (3)   Parallel  installation: the new system runs in parallel with the old one 
until the new system is tested and fully operational.
Expensive and time consuming
Data must be entered twice
Provides easy fallback position

   (4)  Plunge installation: (sometimes called  direct  or cutover installation ). The organization shuts the old system down and starts the new system.
There is no backup position.
If the new system fails, the organization is in trouble: Nothing can be done 
until either the new system is fixed or the old system is reinstalled. Because of this risk, organizations should avoid this conversion style, if possible.


5.System maintenance
Repair, add new features, maintain
-The work done during this phase is either to  fix  the system so that 
it works correctly or to  adapt  it to changes in requirements. 

-Need method to track system failures and enhancements
-Corrections usually prioritized based on severity
creation and installation of patches & service packs
-Enhancements usually prioritized based on business decision 
must generate reasonable rate of return
decision to restart systems development process

** They usually bundle fixes of low-priority problems into larger groups called service packs . Users apply service packs in much the same way that they apply patches, except that service packs typically involve fixes to hundreds or thousands of problems. 

Problems with SDLC
-SDLC waterfall
Phases are not supposed to be repeated
Often teams have need to repeat requirements and/or design phases
-Difficulty in documenting requirements
Analysis paralysis or uncertain requirements
-Scheduling and budget difficulties
Multiyear projects difficult to properly schedule
Estimations on labour often produce insufficient budgets

Q7: What is outsourcing and what are application service providers? 
  Outsourcing  is the process of hiring another organization to perform a service.
Overseas offshoring

Advantages:
-gain experience
-cost reductions
-reduce development risk and implementation risk

Risk:
-loss of control over the project 
-outsourcing vendor may change its pricing strategy over time. 
-an org. can find itself paying for another organization’s mismanagement, with little recourse.
- the vendor knows everything about the system whereas the company is still confused.

Application service providers (ASP) are a particular form of outsourcing.

an organization contracts with a vendor to rent applications from the vendor 
company on a fee-for-service basis. In traditional outsourcing, the vendor often maintains the systems at the organization’s location.

In ASP, the vendor maintains the system at its own Web location, and the client organization accesses the application on the vendors website.

Risks:
-The client company loses physical control over some corporate data that are stored in the vendors machines. 
-failure of the Internet means that the client company cannot operate, even 
internally. 
-the potential for lock in of the ASP, which may not allow corporate data to be easily ported to competitor sites. Ownership of the data has to be 
very clearly stated in the ASP contract.
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Chapter 11: Structure, Governance and Ethics

Q1: How is the IT department organized?
Chief Information Officer (CIO)
Vice-president of information services
Director of information services
Director of computer services (less common)

Most IT departments include a  technology office  that investigates new information systems technologies and determines how the organization can benefit from them.
A  chief technology officer (CTO)  often heads the technology group. The CTO sorts through new ideas and products to identify those that are most relevant to the organization. The CTOs job requires deep knowledge of information technology and the ability to envision how new IT will affect the organization over time. 

Operations manages the computing infrastructure (individual computers, computer centres, networks, and communications media). 
This group includes system and network administrators. 
An important function of this group is to monitor user experience and respond to user concerns or problems. 

3rd group: development. This group manages projects that acquire new information systems as well as maintains existing information systems. 
The size and structure of the development group depends on whether programs are developed in-house. 
If they are not, this department will be staffed primarily by  business analysts  and/or  systems analysts  who work with users, operations and vendors.
If the organization develops programs in-house, then this department will also include programmers, project managers, test engineers, technical 
writers, and other development personnel.

4th group: outsourcing relations. This group exists in organizations that have negotiated outsourcing agreements with other companies to provide equipment, applications, or other services.

data administration staff function (between CIO and the 4 other groups). The purpose of this group is to protect data and information assets by establishing data standards and data management practices and policies. 
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What about the web? 
Creating a well-designed company website requires knowledge of 
branding and marketing. But it also requires knowledge of such things as TCP/IP (Transmission Control Protocol/Internet Protocol) networks, HTML (Hypertext Markup Language), XML (eXtensible Markup Language), content management systems, and web design applications, such as Adobe Flash. Recognition of the importance of website design created a whole new set of related jobs. These jobs combine traditional business skills (like branding and marketing) with technical skills. 

A web design project of any size will require the following people: 
Project manager:  Responsible for interacting with the client and moving the project successfully toward completion  
Lead designer/analyst:  Responsible for understanding client needs and developing the overall look and feel of the site and all the design elements (colours, navigation, graphics, buttons, animation, etc.)  
Developer:  Responsible for taking the design and creating the functioning site; usually specializes in static content (i.e., information that is not automatically updated)  
Technical architect:  Responsible for making decisions about technical issues 
related to the site, including server/browser support, database integration, administrator access, and any scripting issues.

Q2: What jobs exist in IT services? 
The most effective MIS personnel are often people who are thoughtful communicators, have basic technology skills, and are comfortable leading significant projects that change business practices. The entire industry is looking for people who can bridge the knowledge gapbetween computer technicians and business system users.

With the exception of computer technicians and possibly professional quality assurance (PQA) test engineers, all these positions require a four-year degree. Furthermore, with the exception of programmers and PQA test engineers, all these positions require business knowledge. In most cases, successful professionals have a degree in business. 

-For most technical positions, knowledge of business specialty increases marketability.
-High-paying jobs require communication, leadership, and business skills.
-For students, a dual major can be an excellent choice to open up opportunities.

Q3: What is information technology architecture? 
Using porter’s 5 forces model we could develop a competitive strategy for the organization. 
This strategy is supported by activities in the value chain, which consist of a collection of business processes supported by information systems. 


An  IT architecture  is like a city plan: It is the basic framework for all the computers, systems, and information management that support organizational services.

The enterprise architects job is to create a blueprint of an organizations information systems and the management of these systems. The blueprint should provide an overview that helps people in the organization better understand current investments in technology and plan for changes.

In developing the architecture, the enterprise architect usually considers organizational objectives, business processes, databases, information flows, operating systems, applications and software, and supporting technology. 

An architecture is a long document comprising of:
-complicated diagrams
-management policies (privacy, sourcing, security)
-discussion of future changes to architecture

One of the most popular method that organizes the development is the Zachman framework:
The framework divides systems into two dimensions: 
-One is based on six reasons for communication ( what „data,  how, function,  where „network,  who „people,  when „time, 
 why „motivation) 
-the other is based on stakeholder groups (planner, owner, designer, builder, implementer, and worker).

the development of an enterprise architecture can be critically important when organizations are considering significant changes, such as mergers, acquisitions, divestiture, or rapid growth.

Q4: What is alignment, why is it important and why is it difficult? 
The process of matching organizational objectives with  IT architecture  is often referred to as  alignment:  fitting IT architecture to business objectives is a challenge that continually evolves.

Measured as the degree to which the IT department’s missions, objectives, and plans overlapped with the overall business missions, objectives, and plans.

Communication between business and IT executives is the most important indicator of alignment.

Q5: What is information systems governance? 
Governance  is the development of consistent, cohesive management policies and verifiable internal processes for information technology and related services.

The goal of information systems governance is to improve the benefits of an organizations IT investment over time:
-Reporting structures
-Review processes
-Improve quality
-Reduce service costs and delivery time
-Reduce IT risks
-Better support business processes

The increasing interest in information systems governance is the result of laws, such as the  Sarbanes-Oxley Act (SOX)  in the United States and  Bill 198 , commonly known as the  Budget Measures Act , in Ontario. These laws force companies to comply with governance standards for collecting, reporting, and disclosing information. 

the Sarbanes-Oxley Act (SOX) in the United States and the Budget 
Measures Act (or Bill 198) in Ontario have affected many information systems, particularly accounting information systems. The SOX of 2002 governs the reporting requirements of publicly held companies. SOX was enacted to prevent  corporate frauds, such as those perpetrated by WorldCom, Enron, and  others. Ontario introduced similar legislation in the form of Bill 198, commonly known as the Budget Measures Act. Its 
regulations increase the level of responsibility and accountability of executive management of publicly held Canadian companies traded on the Toronto Stock Exchange in a fashion similar to that described in SOX.

Q6: What is an information systems audit, and why should you care about it?

A financial audit can be defined as an examination and verification of a companys financial and accounting records and supporting documents by an accredited professional.

An information systems audit is an examination and verification of a company’s information resources that are used to collect, store, process, and retrieve information – including organization’s IS policies and procedures.

The  Information Systems Audit and Control Association (ISACA)is an organization that was formed in 1969 by a group of individuals who were in charge of auditing controls for newly developed computer systems. 

The  Certified Information Systems Auditor (CISA)  certification is recognized globally and has been earned by more than 90 000 professionals. 
Members have job titles such as information systems auditor, consultant, information systems security professional, regulator, chief information officer, and internal auditor.

One of the developments provided by ISACA along with the IT Governance Institute (ITGI) is the  Control Objectives for Information and Related Technology (COBIT) . COBIT is a framework of best practices designed for IT management. 8 This framework provides board members, managers, auditors, and IT users with a set of generally accepted measures, indicators, processes, and best practices to assist them in getting the best from their organizational IT investments.
-organizes IT activities into a generally accepted process model
-identifies the major IT resources in the organization
-defines the management control objectives to be considered

Why should you care about information systems governance and information systems audits? 
Increased need to report and disclose IS operational information will require employees at all levels of an organization to become more familiar with the issues facing information technology management.

Senior business managers are required to make assertions about the controls on IS that will expose them to both financial and criminal penalties.

Q7: What is information systems ethics? 
information systems ethics is not about hardware or software but, rather, about the people involved in the system.

Our concern should be placed on the people whose lives can be affected by our actions and not on the computers that complete the actions. 

-IS ethics is about understanding our own behaviour—the way we think and act in situations where our choices affect others
-Ethical principles
United Nations Declaration of Human Rights
Canada’s Charter of Rights and Freedoms
Association of Computing Machinery’s code of ethics 

Q8: What is green IT, and why should you care about it?
-Green IT , or green computing, means using IT resources to better support the triple bottom line  for organizations. 
-The triple bottom line includes measures of traditional profit along with ecological and social performance. 
-There are many elements of Green IT, but its primary goals are to improve energy efficiency, promote recyclability, and reduce the use of materials that are hazardous to the environment. 
-Green IT, therefore, represents a choice to consider not only the financial implications of adopting and using IT but also the effects of those choices on people and the environment.

-ENERGY STAR program, an international government industry partnership that is intended to produce equipment that meets high-energy efficiency specifications or promotes the use of such equipment.
-E-cycling or the recycling of electronic computing devices
E-waste industry is quickly growing. 
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Chapter 12: Managing information security and privacy
Q1 	What is identity theft?
-Understanding and managing security threats to organizations

-Understanding threats to your own privacy will help make you more sensitive to the importance of security and privacy

-In identity theft, vital information such as a person’s name, address, date of birth, social insurance number, and mother’s maiden name are acquired to complete impersonation 

-With this information, the identity thief can take over a victim’s financial accounts; open new bank accounts; transfer bank balances; apply for loans, credit cards, and other services

Q2 	What is PIPEDA?
PIPEDA: Personal Information Protection and Electronic Documents Act 

-The Act is intended to balance an individual’s right to the privacy of his or her personal information, which organizations need to collect, use, or share for business purposes

-The Privacy Commissioner of Canada oversees this Act

-PIPEDA governs how data are collected and used

-One of the most critical elements in PIPEDA is the principle that individuals have the right to know what type of information an organization collects about them and also how that information is going to be used.

-PIPEDA suggests that it is the duty of an organization to protect the information it collects

-When organizations collect information, PIPEDA ensures that they do so only by fair means and that their terms and policies are clearly expressed so that people understand them before using the services of the organizations

Q3 	What types of security threats do organizations face?
Three sources of security threats are:
1.Human errors and mistakes
-Accidental problems 
-Poorly written programs
-Poorly designed procedures
-Physical accidents

2.Malicious human activity
-Intentional destruction of data
-Destroying system components
-Hackers
-Virus and worm writers
-Criminals 
-Terrorists

3.Natural events and disasters
-Fires, floods, hurricanes, earthquakes, tsunamis, avalanches, tornados, and other acts of nature
-Initial losses of capability and service 
-Plus losses from recovery actions

Five types of security problems are:
1. Unauthorized data disclosure: occur by human error when someone inadvertently releases data in violation of policy.
· Human error
· Posting private information in public place
· Placing restricted information on searchable Web sites
· Inadvertent disclosure
· Malicious release
· Pretexting (occurs when someone deceives by pretending to be someone else)
· Phishing (is a similar technique for obtaining unauthorized data, and it uses pretexting via email.)
· Spoofing (is another term for someone pretending to be someone else)
· Sniffing (is a technique for intercepting computer communications.)

2. Incorrect data modification
· Human errors
· incorrect entries and information
· procedural problems
· systems errors
· Hacking 

3. Faulty service (problems that result because of incorrect system operation)
· Incorrect system operation
· Usurpation

4. Denial of service
· Human error
· Denial-of-service attacks (A malicious hacker can flood a web server, for example, with millions of bogus service requests that so occupy the server that it cannot service legitimate requests. Computer worms can infiltrate a network with so much artificial traffic that legitimate traffic cannot get through)

5. Loss of infrastructure
· Accidental
· Theft
· Terrorism
· Natural disasters

Elements of a security program
-Senior management involvement
Must establish a security policy
Manage risk
balancing costs and benefits
-Safeguards
Protections against security threats
-Incident response
Must plan for prior to incidents


Q4 	How can technical safeguards protect against security threats?
Technical safeguards  involve the hardware and software components of an 
information system.

-identification and authentication
User name  identifies
Password  authenticates
authentication methods fall into three categories: 
(1) what you know (password or PIN), 
(2) what you have (smart card), (plastic card with chip in it, requires a PIN personal identification number)
(3) what you are (biometric) (  uses personal physical characteristics, such as fingerprints, facial features, and retinal scans, to authenticate users.)

-encryption
-firewalls
-malware protection
Malware includes viruses, worms , trojan horses, spyware and adware.
Spyware programs are installed on the users computer without the users knowledge or permission.

It resides in the background and, without the users knowledge, observes the users actions and keystrokes, monitors computer activity, and reports that activity to sponsoring organizations.

 Adware  is similar to spyware in that it is installed without the users permission and resides in the background to observe user behaviour. Most adware is benign in that it does not perform malicious acts or steal data. It does, however, watch user activity and produce pop-up ads.

Malware safeguards
Install antivirus and anti-spyware programs
Scan hard drive and e-mail frequently
Update malware definitions
Open e-mail attachments only from known sources
Install software updates promptly
Browse only reputable Web sites


-design for secure applications


Q5 	How can data safeguards protect against security threats?
-Data safeguards  protect databases and other organizational data. Two organizational units are responsible for data safeguards

-Data administration  refers to an organization-wide function that is in charge of developing data policies and enforcing data standards.

-Database administration  refers to a function that pertains to a particular database.
ensures that procedures exist to facilitate orderly multiuser processing of the database, to control changes to the database structure, and to protect the database. 

Establishing the safeguards with both data and database administration:
1. data administration should define data policies that govern how customer data will be used and shared 
2. data administration and database administration(s) work together to specify user data rights and responsibilities. 
3. those rights should be enforced by user accounts that are 
authenticated by, at the minimum, passwords.

One potential problem with stored data, however, is that the key might be lost or that disgruntled or terminated employees might destroy it.

-Somebody should have a copy of the encryption key. This procedure is called key escrow. 
-Or periodically create backup copies of database contents.
-IT should periodically practise recovery. 

Q6 	How can human safeguards protect against security threats?
Human safeguards  involve the people and procedures components of information systems.

Human safeguards result when authorized users follow appropriate procedures for system use and recovery

· User access restriction requires authentication and account management
· Design appropriate security procedures
· Security considerations for:
Employees
Non-employee personnel

Human Safeguards for Employees
-User accounts considerations
Define job tasks and responsibility
Separate duties and authorities
Grant least possible privileges
Document security sensitivity
-Hiring and screening employees
-Dissemination
Employees need to be made aware of policies and procedures
Employee security training
-Enforcement of policies
Define responsibilities
Hold employees accountable
Encourage compliance
Management attitude is crucial
-Create policies and procedures for employee termination
Protect against malicious actions in unfriendly terminations
Remove user accounts and passwords

Human Safeguards for non-employees
-Temporary personnel and vendors
Screen personnel
Training and compliance
Contract should include specific security provisions
Provide accounts and passwords with the least privileges
-Public users
Harden Web site and facility
Hardening: Take extraordinary measures to reduce system’s vulnerability
-Partners and public that receive benefits from the information system
Protect these users from internal company security problems

Account administration
-Account management procedures
Creation of new user accounts
Modification of existing account permissions
Removal of unneeded accounts
-Password management
Acknowledgment forms
Change passwords frequently
-Help-desk policies 
Authentication of users who have lost their password
Password should not be e-mailed (just a notification of password change)

-System procedures:
Normal operation
Backup
Recovery 
-Procedures of each type should exist for each information system
-Definition and use of standardized procedures reduces the likelihood of computer crime
-Each procedure type should be defined for both, system users and operations personnel
Different duties and responsibilities
Varying needs and goals

Security Monitoring
Activity log analyses
Firewall logs
DBMS log-in records
Web server logs
Security testing
In-house and external security professionals
Investigation of incidents
How did the problem occur?
Lessons learned
Indication of potential vulnerability and corrective actions

Q7 	What is disaster preparedness?
A substantial loss of computing infrastructure caused by acts of nature, crime, or terrorist activity can be disastrous for an organization.
 
Best safeguard is appropriate physical location of infrastructure:

-Backup processing centers in geographically removed site
-Identify mission-critical systems and resources needed to run those systems
-Prepare remote backup facilities
-Hot (they give businesses the equipment they need on location to continue running the business during a disaster 
Cold sites (you have to bring your own equipment, they just offer you the place)
-Train and rehearse cutover of operations
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Q8 	How should organizations respond to security incidents?
· Organization must have plan 
· Detail reporting and response
· Centralized reporting of incidents
· Allows for application of specialized expertise
· Speed is of the essence
· Preparation pays off
· Identify critical employees and contact numbers
· Training is vital
Practise incidence response!
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