 Consumer Law Lecture 8

Privacy Rights
- e.g. in Newspapers Russians were able to have access to internal security cameras of people in Ottawa b/c everything’s done via the web 
- we’ve lost the aspect or notion of true security

- we look at different ways of controlling private information = b/c there has to be an authority to control that information 
	-e.g. Professor gets a call from CBC to do an interview and asks if they can come and film in the class? Professor is adamant that if it is going to be done it will be in a public place…why did he say no?? Because the camera person would be filming the  class, and we gave no authorization to be on CBC tonight 
do we want what will be discussed to represent the institution or the views of the class??= leaves people vulnerable if they want to say no  people will consent by default not because they agree
Consent of our private information is fundamental in the way we do things….if we don't consent then there's an issue

The Bank Act s 459= the banks have authority to collect information regarding customers or any class of customers…have to follow a disclosure policy of how they’ll disclose the information 
- the banks have to be able to deal with the information and they’ll have access to info like where do you work, how much you have in accounts, how much you have in your RRSP 

Personal information Protection and Electronic Documents Act= applies to the federal gov. and federal jurisdiction regarding electronic commerce
= dealing with federal work …anything that’s on the authority of the federal gov. and that may include: authority over ferry, boats, planes, radio waves, oceans, and space 
access to your cellphone= why the federal gov. may listen to phone conversations b/c they have the authority 
- when we have issues regarding people trying to bomb via rail, would we want to know???= yes so for national security we should know 
- the bank feeds the system your information e.g. each time they go to certain stores, do certain transactions 

- we’ve a developed a system based on principles to protect citizens
1. Accountability= the organization needs to define who's going to be accountable …who's responsible??? E.g. when GM didn’t fix their ignition problem and people died and had injuries, to fix cost less than 69 cents but for over 10 years GM was aware of the issue
GM knew about it and never acted and had to go and figure out who were responsible…fired lawyer advising people and the 15 key players who weren’t sharing information with the head of the company 
e.g. Home Depot= 54 million people in the past 6 months have had their information released to a third party e.g. all people using debit credit…the information got hacked and was released 
e.g. going to dentist and have to provide all medical information…how do you know computer system is safe? 

2. deals with identifying purposes= we can only collect the information for a specific purpose that is linked to the organization e.g. cant get information on a fishing expedition e.g. we know that these coming month’s are crucial for target and if they don't succeed then half the targets will close …they have your credit cards and want to see where you shop…do they go to your accounts to see or can they ask other marketing agencies to bring you to target e.g. dropping off coupons 
-it can only be for the purpose of what you're buying

3. We need consent= fundamental b/c need authorization otherwise we’re taking advantage of the public’s authority 
e.g. Vancouver getting paid to be kicked between the legs…cannot accept payment to be brutalized …you can consent to a lot of things but cant take advantage of people on the basis of consent 

4. Limiting Collection= there has to be a justification to collect…can be part of a business but what are you going to do with it
	- e.g. should Carleton collect the weight of its students (want to see if having certain foods will spike and increase in obesity…is it something valuable for Carleton???) 

5. Limiting the Disclosure and Retention= important b/c we need to know what we’re going to disclose and to whom…there's a purpose for the information and the purpose has to be a specific reasons…need to make sure the disclosure and retention deals with that specific purpose 
	- e.g. Winnipeg Baby born in Hawaii= for insurance policies there's a notion that you have pre conditions that need to be disclosed and reviewed  required to know that that precondition may expand to other conditions 
	- e.g. when applying for disability insurance…have hemorrhoids and people wont secure it b/c of issues associated with hemorrhoids in the rectum, colon, stomach, esophagus= digestive system issues … you don't get certain situations just like that, there's usually always a cause/underlying issue

6. Accuracy= the information has to be complete and accurate…it means that if you go to see your credit rating it should be exactly what it should be in terms of payments you make…can ask the company if they can confirm the late payments

7. Safeguards= security sensitivity… the key thing is accessing information without proper security devices…. the issue is you always have to upgrade your systems b/c there are so many cyber attacks 
- e.g. a professor gets an email that says if he invests money to Nigeria they can create a bank account…puts $50 000 each in the account and each put another $50 000 after going to London…they start opening the account but they need the password so they go to Nigeria and each put $100 000…go back to London and the company no longer exists… need to pay the money in increments and done starts to do fake affidavits  and the bank finds out …kills himself to use life insurance to pay back the loan 
e.g. Ottawa Citizen- ex soldier decides to fight with the Kurdish forces for more money…they pay well and it’s not tax deductible 

8. Openness= the information is available to those who wish to receive the information e.g. a policy that will regulate it…you have to be able to say why you're collecting the information and what you're going to be doing with it 

9. Individual Access= dealing with the fact that everyone can make a request to see where the information is and who used it e.g. each time you ask for a life insurance or insurance policy, you grant disclosure of all your medical files where it goes to a depository in Boston where they make copies= grant authority for collection of the information 

[bookmark: _GoBack]10 . Challenging Complaints= has to be a mechanism in place so that people can complain about how the information is used 
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