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Question 15:
(1 Point)

Question 16:
(1 Point)

Question 17:
(1 Point)

Question 18:
(1 Point)

Many sold for home use are also configured as firewalls and are capable of performing
network address translation (NAT).

o

) network ntrface cards (NICs)
© routers

© modems

A s the portion of virus code that Is unique to a particular computer virus.

‘compression code.
vinus pattem

virus signature.
‘encryption code.

D ® O C

C

Which of these statements about physically protecting your computer is FALSE?

) Old surge protectors can delivr power to your computer without protecting it
() Vacuum the computer's fan ducts periodically to keep airfiow clear.

©) It best 1o unplug computers during an electrical storm.

@ Power surges can be biocked by using a compuer surround.

Acyberspace s an attempt to make someone believe something that is untrue.

© prank





image7.png
<>

O] (2] (=] (8] (®] [+

@ www.econcordia.com/ my2/Quiz/attempt. aspx?Quizid=2039&started=true — eConcordia

Reader | (O

Time Remaining: | 0o:22:04 Last saved on: November 14, 2014 12:25 AM
Question 18: A cyberspace s an attempt to make someone believe something that is untrue.
(1 Poim)

Question 19:
(1 Point)

Question 20:
(1 Point)

Question 21:
(1 Point)

prank
ioke
© hoax
© tegend

floods a computer with requests until it shuts down and refuses to answer any requests for
information.

@ ADDoS attack
© Apolymorphic virus
Portblocking
ATrojan horse

Configuring a firewall to ignore all Incoming packets that request access to a specific port s known as

sttic aderessing
© packet switching
© packetfitering

@ logical port blocking

Which of the following is formally defined as any criminal action perpetrated primarily through the use
of a computer?

© phishing
@ cybercrime.
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Question 21:
(1 Point)

Question 22:
(1 Point)

Question 23:
(1 Point)

Question 24:
(1 Point)

Which of the following is formally defined as any criminal action perpetrated primarily through the use
of a computer?

phishing

® cypercrime.
social networking
hacking

A packet sniffer is a program that can enable a hacker to do all of the following EXCEPT:

@ launch a denial o service (Do) attack on your computer.
steal your logon and passwords for various accounts.

© assume your ideniy.

©) use your debit card information to purchase ftems egaly.

You can block logical ports to invaders and make your computer invisible to others on the Internet by
installing .

@ afrewall
© antiirus software
a packet fiter

a packet snifer

An) Virus runs a program that searches for common data files, compresses them, and
‘makes them unusable.
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Question 24:
(1 Point)

Question 25:
(1 Point)

Question 26:
(1 Point)

Question 27:
(1 Point)

An) Virus runs a program that searches for common data files, compresses them, and
‘makes them unusable.

e-mail
encryption

) O ® C
H
3

soript

C

s an unwanted pigayback program that usually downloads with software you are installing
From the Internet.

© Maware
°
© Shareware

@ Spyware

Which of the following statements about cookies is NOT true?

©) Cookies are tex fles.
(@ Cookies obiain your personal information by searching your hard drve.

) Some companies sell the personal informtion found in cookies to olher companes.
©) Gookies help companies determine th traffic flow ihrough their Web site.

A is a virus that s triggered when certain conditions are met, such as a file opening or
starting a program a certain number of times.
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Question27: s a virus that is triggered when certain conditions are met, such as a file opening or
pom Stariing @ program a certain number of times.

Question 28:
(1 Point)

Question 29:
(1 Point)

Question 30:
(1 Point)

@ logicbomd
© time bomb

© Trojan horse.
© bootsectorvirus

For complete protection when backing up your files, you should se  program that creates a(n)
of your entire system.

© incremental backup
@ image backup.

© fullbackup

© diskbackup

Al of the following approaches can be taken to protect your notebook computer from theft EXCEPT

@ instaling an extemal hard drive.

©) locking your notebook to a work surface.

© attaching a moton alarm.

©) instaling software that can signal your notebook's location.

A ‘works independently of host file execution and is much more active in spreading itself than
avirusis.

@ wom
) logic bomb
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FUNDAMENTALS OF
INFORMATION TECHNOLOGY

Quiz 4 - Module 7

Question 1: With regard to computer protection, quarantining Is defined as
(1 Poin)

© deleting an infected fle
©) updating your antiirus software

© repairing an nfected fle

@ placing a found virus in a secure area on the herd drive:

Question 2: During the process of the antivirus software records key attributes about the files on your
computer and keeps these stafistics in a safe place on your hard drive.

(1 Poin)
© scanning
© quarantining
@ inocuiation
(O encryption
Question 3: Spyuare programs that monkor keywirokas with he ntsot ofsteling passwords,logn 0s,or credt
1oy ard information are referred to as.

) information recorders
e
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Question3:  spyware programs that monitor keystrokes with the Intent of stealing passwords, login IDs, or credit
card information are referred toas .
(1 Poiny
) information recorders
) keystroke spies
() spy loggers.
© Keystroke loggers
Question 4: Is doing non-work-related activities with a computer while you are being paid to do your job.
(1 Poiny
© Cyveroating
() Phishing
) Pharming
() Cybersurfing
Question 5 ‘The purpose of network address translation (NAT) is to .
(1 Poiny
() dynamically assign IP addresses via an ISP
() convert logical ports to physical port configurations.
) translate IP addresses from the Internet
(@ hide user IP addresses from the Internet
Question 6: Which of the following classifications of viruses can change its own code to avold detection?
(1 Poiny

© stealtn
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Question 6:
(1 Point)

Question 7:
(1 Point)

Question 8:
(1 Point)

Question 9:
(1 Point)

Which of the following classifications of viruses can change its own code to avoid detection?

°
© womn
@ polymorphic

© multparite

Rules for creating passwords include all of the following EXCEPT:

@ keep your password writien down and stored n any easy-to-remember location.
() change your password frequently.

©) keep your password a secret.

O create a harc-to-guess password, with a combination of leters, numbers, and symbols.

Devices that use a unique personal characteristic, such as a fingerprint,in place of a password are
called authentication devices.

@ biometric
O biologi

() identity
© personal

Social s any technique that uses social skills to generate human interaction that entices
individuals o reveal sensitive information.

o
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Question 9: Social s any technique that uses social skills to generate human interaction that entices
Individzals to reveal sensitive information.
(1 Poiny
© engineering
© phaming
© pretextng
O theft
Question 10:  The most likely method a hacker would use to access a computer is .
(1 Poiny
() overhearing your password and log-on information
() entering through a company intranet
() sitling down at a computer and installing hacking software.
@ entering through its Internet connection
Question 11:  which type of virus was the famous Michelangelo virus?
(1 Poiny
O ascriptvirus
@ atime bomb
© awom
O ane-mail virus
Question 12: s a virus that is attached to documents such as Word or Excel files.
(1 Poiny
) polymorphic virus.

OC

‘script virus.
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Question 12: s a virus that is attached to documents such as Word or Excel files.
(1 Poiny
) polymorphic virus
O scriptvirus
® macrovirus.
O worm
Question 13 aqn) Virus temporarlly erases is code from the files where it resides and then hides in the
computers active memory.
(1 Poiny
@ stealtn
() macro
ogic
email
Question 14:  which of the following is a program that appears to be something useful or desirable but does.
Something malicious in the background?
(1 Poiny
© awom
@ aTrojan horse.
©) azombie
O avis
Question 15 many sold for home use are also configured as firewalls and are capable of performing

(1 Point)

network address translation (NAT).








