[bookmark: _GoBack]Module 1 - Introduction
Moore’s Law: States the number of transistors per square inch on an integrated chip doubles every 18 months. Due to this, price/performance ratio has fallen, where cost has decreased and power has increased.
Abstract Thinking: Ability to model computers with 5 components
Systems Thinking: Ability to model components of the system, inputs and outputs.
Collaboration: Most important skill is to give and receive critical feedback. (Required for strategic processes)
Management Info Systems (MIS): Manage IS & process to provide timely info to decision makers and help firm achieve strategy.
IS 5 Component Framework: Hardware(Actor), Software (Instruct), Data(Links Tech/Human), Procedure(Instruct), People(Actor)
IT: Consists of hardware, software & data. Capabilities include storing info, logic decision making & arithmetical calculations.
Module 2 - Information Technology Components
Hardware: Components that input process, output and store data using instruction provided by software.
Input: Keyboard, Mouse, Scanner, Microphone		Process: CPU, Main memory, memory cards
Output: Video display, printer, speaker, and projector	Storage (Non-volatile): Magnetic disk, optical disk, magnetic tape
Binary Digits (bits): 0s & 1s (1 Byte = 8 Bits), (1 K = 1024 Bytes), (1 MB = 1024 K), (1 GB = 1024 MB), (1 TB = 1024 GB)
Information: Knowledge that helps employees do their job.
Data: Record, fact or figure. (When accurate, timely & granularity [amount of detail] it drives information quality.
CPU (Central Processing Unit): Reads (binary digits) & processes data & instructions from main memory using the data channel. It works with RAM and has small volatile memory called cache, if it’s full it memory swaps.  32-bit cannot use more than 4GB.
Main Memory: Program and OS instructions. It holds small amount of data and is volatile.
Memory Swapping: CPU holds memory & OS replaces it with requested data. Constant memory swapping slows processing.
Operating System: Program that control’s computers resources
Client/Server: Clients enabled connection to network (private or public) & server computers provide service.
Thin Client: Application requires nothing but a browser
Thick Client: Application requires programs other than a browser
Cloud Computing: Like servers that supply software/data service from anywhere but it’s not private. (Grid computing concept)
Grid Computing: Several computers are used to address a single problem.
Software: (1) Operating System (OS): Controls computer’s resources, (2) Application Programs: Perform specific user tasks
4 Major OS: Windows, Mac OS, Unix & Linux (An open-source version of Unix)
Horizontal-Market Application Software: Common across all industries (Ex: Word, Excel, PowerPoint, Adobe)
Vertical-Market Application Software: Licensed & designed for a specific industry (Ex: Appointment scheduling software)
One-of-a-kind Application Software: Designed for a unique need (Ex: IRS software)
Open/Closed Source: Source code is available or not to the public to make changes. (Ex of Open Source: Linux, Apache & Perl)
Firmware: Computer Software installed into devices (read-only memory)
Basic Input/output System (BIOS): Used when computer is booting up to test hardware and load operating system.
Transistor: Electronic switch (on or off)
Virtualization: When multiple OS share the same hardware. 
Module 3 – Productivity, Innovation and Strategy
Information Systems: Computer & components that stores data and produces info.
Increasing Efficiency: Business processes can be accomplished more quickly or with fewer resources/facilities.
Increased Effectiveness: Company offers new & improved goods that the customer values.
Porter’s 5 Forces: Determines profitability in industry & firms competitive environments:
			- Competitive Forces: (1) Vendors of substitutes, (2) New competitor (Market Barriers) & (3) Existing Rivals
			- Bargaining Power Forces (Depend on substitutes & relative size of firm) & : (1) Suppliers, & (2) Customers
Porter’s 4 Response Competitive Strategy: Cost leadership & product value within an industry or particular industry segment.
Value: Amount of money customer is willing to pay
Margin: Difference between value & cost 
Firms examine their industry, develop a competitive strategy, value chains, business processes, and then information systems.
Business Process: Network of activities, roles, resources, repositories & data flows that interact to accomplish a business function.
Value Chain: Linkages of activities (5 primary & 4 support) that add value & costs to product.
Primary Activities: 
	1. Inbound logistics - Receiving inputs (Not for service companies) Raw Materials
	2. Operations/manufacturing - Transforming inputs into final product. They use sales forecasts to  plan production.
	3. Outbound logistics - Distributing product (Not for service companies) Finished Goods
	4. Sales and marketing - Inducing buyers to purchase 
	5. Customer service - Assisting customers
Support Activities: Contribute indirectly to value (difficult to calculate margin)
	1. Procurement: Finding vendors and negotiating price
	2. Human Resources
	3. Technology
	4. Firm Infrastructure: General Management, Finance, Accounting, Legal & Government Affairs.
Standardize Processes: Enforce policies to reduce risks & errors
5 Component Framework: Hardware (actor), software (instruct), data (links tech /human), procedures (instruct) & people (actor).
Technology Innovation: Changes to industry structure occur through innovation. 2 types:
	(1) Sustaining technologies: Changes in technology that maintain the rate of improvement in customer value.
	(2) Disruptive technologies: New package of attributes to accepted mainstream products.
Principles of Competitive Advantage: 
	(1) Product Implementations: (1) Create new product/service, (2) Enhance product/service & (3) Differentiate product/service
	(2) Process Implementations: (4) Lock in customers, (5) Lock in suppliers, (6) Raise barriers to market entry, 
					(7) Establish alliances & (8) Reduce costs
Diffusion of Innovation:
	(1) Knowledge: When you first hear about the innovation
	(2) Persuasion: When you become interested in the innovation & want to know more
	(3) Decision: Consider the Pros & Cons of innovation + decision
	(4) Implementation: Use innovation & decide to keep it or not
	(5) Confirmation: Use innovation to full potential
Module 4 – Using IS to Improve Processes
[image: ]Objective: A firms goal. Efficient goal is creating more output with same input. Effective goal help achieve firm strategy.
Process: A business way of doing something, involves activities to improve the firm’s effectiveness and efficiency.
Operational Processes: Day-to-day processes, change infrequently, rely on IS (Transaction processing systems [TPS])
Managerial Processes: Planning, assessing & analyzing the resources & rely less on IS (Management IS [MIS])
Strategic Processes: Broad scope & long-term impact on firm. Dynamic/Innovation process (Executive Support System [ESS])
Characteristics of Good Process Measures: Reasonability, accuracy & consistency.
OMIS model: (1) Specify objective, (2) Specify measures(metrics) & (3) using IS to improve processes links & controls.
Metrics: Quantities assigned to attributes
Non-IS process improvements: Add more resources & change the process structure (overlaps with IS)
Six-Sigma Approach: Removing causes of defects & minimizing variability in the process (output freed from defects)
Information Silos: Data is isolated & duplicated in separate IS, diminishes efficiency & effectiveness.
SOA (Services-Oriented Architecture): Middleware facilitates communication. 3 terms: Service, Encapsulation, Standards




Module 5 – Supporting Processes with Enterprise Systems

Chapter 6 – Supporting Processes with ERP Systems (Enterprise Resource Planning):

Enterprise Systems: Both [ERP] Enterprise Resource Planning & [EAI] Enterprise Application Integration solve information silos.
EAI: Software that enables information silos to communicate with each other.
ERP: Software, database & processes to support firm with a single IS in real time. Controlled by users, analysts (trained employee that maintains ERP) & consultants (works for ERP vendor). It efficiently manages inventory, production labor, has financial tracking & provides just-in-time data. Integrates: 
	- Supply chain management (SCM) 
	- Manufacturing (Just-in-time Delivery: Synchronizes manufacturing with supply)
	- Customer relationship management (CRM)
	- Human resources (Benefit administration)
	- Accounting
ERP Module: Distinct logical grouping of processes
SAP Business Suite: Best ERP application vendor, industry specific platforms, easy configurations, thick client & uses SOA.
Oracle: Known to produce fully featured product with superior performance.
People Challenges when Implementing ERP: Failure to specify objective for new processes & requirement of new skills
Architect: High-level planner of IS who ensures compatibility of technology & directs technology towards strategic goals.
System Analyst: Understands technical aspects of ERP & helps plan, configure & implement an ERP system for company use.

Chapter 7 – Supporting the Procurement Process with SAP:

3 Components of Procurement: Order, Receive, Pay – supports inbound logistic process of value chain.
Information Silos: Non-integrated system that affected warehouse, accounting and purchasing departments.
Warehouse problems: Limited space for raw materials/finished goods & lack of visibility of price discount.
Accounting problems: 3-way match was a challenge, correcting discrepancies & time delay in updating accounting data.
Purchase problems: Purchasing wasn’t centralized, error data entry & pressure for greater financial control
Problems after SAP; New purchasing department, single database, updated inventory, introduce purchase requisitions & orders.
3-Way Match: Accountant matches itemized bill, purchase order (sent to supplier) and the receipt for fewer errors.
Purchase Order: Document that requests delivery of product/service + quantities from supplier.
Itemized Bill (Invoice): Document that contains details (such as amount) sent to the suppliers.
Purchase Requisition:  Internal company document that issues a request for a purchase.
SAP improves Supply Chain Processes: Improves Supplier Relationship Management (SRM), Returns Management, Supplier Evaluation & Supply Chain Management (SCM) by sharing data, increasing process synergy & other IS improvements.
Internal Controls: Limits the actions of employees & processes to safeguard assets.  ERP improves internal controls.
Strategic Process for SAP: (1) Determine Industry, (2) Make competitive strategy, (3) Make objectives + measures
returns management (Process to manage returns of faulty products), supplier evaluation (Criteria for supplier selection).
Augmented Reality: Computer data is overlaid onto physical environment.
Radio-Frequency Identification: Recognizes & tracks items
Additive Manufacturing: Deposits of successive layers of material









Module 6 – Database Management

DBMS: Structure, process (Read, insert, modify or delete) & administer a database. (Enterprise & personal)
Database: It is a self-describing collection of integrated records.
Model: To help understand the complexities of the real-world environment. Data models are created before designing the database
Hierarchy: Byte, Fields(Columns), Records(Rows), Table(File), Database(Tables of data, relationships & metadata)
Metadata: Data the describe data, that makes database easy and useful.
Keys: Columns that identify unique row in table. Each table has a key.
Primary Key: Unique value for each record. CRC_CODE & CLASS _SELECTION
Foreign Keys: When a second table uses the primary key of one table as reference field in its table
Referential Integrity: Problem with duplicating data which causes inconsistent information & must be normalized.
Forms: Used to read, insert, modify and delete data.                     Reports: Used to show data in structured context.
Queries: Specific request issued to the DBMS for data manipulation.
Structure Query Language (SQL): International language for processing, a database.
Entity-Relationship (E-R) Data Model:  Defines entity and relationships among them.
Entities: Some the user wants to track (Ex: Order, Customer, etc.), that have attributes/characteristics (column) & identifiers (key)
Relationships: One-to-many (1:N), Many to many (N:M), One-to-One (1:1)
Minimum/Maximum Cardinalities: Max/Min # of entities that can be involved in relationship (1:N, N:M & 1:1)

Module 7 – Networks and Collaboration

Network: Collection of computers that communicate (Transmission media: wired or wireless). 3 types: LAN, WAN & internets.
3 Connections to Internet: (1) DSL modem (digital subscriber line) uses same line as phone but doesn’t interfere, (2) Cable modem connects to distribution center in neighborhood with cable-TV cables but don’t interfere, (3) Via WAN wireless connection (cell phone technology).
Local Area Network: Computers connected at a single location. Components include switches and NIC.
Wide Area Network: Computers connected between two or more separated locations. Components include routers (implement protocol for WANs and it connects your computer to computers owned and operated by your Internet server provider (ISP)
The Internet: Networks of networks and is a WAN.
Wired LAN: IEEE 802.3 protocol, Ethernet, Wireless LAN: 802.11 protocol (Wi-fi), uses WNICs to connect to Access Point (AP)
Wireless WAN: Cellular network to transfer data via radio waves.
Names & Addresses: (1) Top-level Domain: = Rules (Ex: .com), (2) Uniform resource locator (URL) = Address, (3) IP address = numbered address when connected to the network (both public and private).
TCP/TP Network 5 Layers: (1) Network Access: Transmits data within single network (802.3 & 802.11), (2+3) Internet & Transport: Data communication across an internet (4+5) Application: Protocols for browsers & e-mails (HTTPS).
ISP: Provides computer/router with Internet access while receiving info from router
Firewall: Prevents unauthorized network access and filters packet. Has access control list to allow connections with IP addresses.
Network Interface Card (NIC): Connects device’s circuitry to cable (unshielded twisted pair cable [UTP] or optical fibre cables)
Modem: Converts digital signals going from computer into analog signals.
Switch: Computer that receives & transmits messages on the LAN.
Router: Computer that sends & receives packets (Piece of messages that is handles by programs that implement IP)
Encryption: Transforms clear text into coded text for secure storage or communication. A key is a number used to encrypt data. Symmetric uses same key to encode and to decode. Asymmetric uses different keys to encode and decode. 
Virtual Private Networks (VPN): Uses the Internet to create private point-to-point connections for secure communications.
Web Crawler: Browse the web to find URLs (Address on the internet)
HTML: Set of rules used by browsers to retrieve data from the Internet.    XML: Language that fixes several HTML deficiencies.
IP Address: Each IP address is unique across all computers on the Internet.
Domain Name System (DNS): Transforms user friendly URLs into computer friendly IP address.
Three-Tier Architecture (E-commerce): Arranges users into 3 tiers: (1) User: Computers, phones & tablets (2) Server: Computers that run Web servers & process application programs, (3) Database: Run DBMS & process SQL requests. 

Module 8 – E-Commerce, Social Networking & Web 2.0
Chapter 9 - E-Commerce, Social Networking & Web 2.0 (Part 3: IS & Competitive Advantage):
E-Commerce: 3-Types: B2B (ERP to integrate supply chains), B2C (Web stores) & B2G.
Merchant Companies: Those that take title to the goods/services they sell
Actions: Competitive bidding process (Ex: eBay) 
Clearinghouses: Provide goods at stated price (Ex: Amazon)
Price-Elasticity: Measures how much demand rises/falls when price changes.
E-Commerce Problems: Channel & price conflicts, logistic expense, customer service expense, show-rooming & taxation.
Social Network: Structure of individuals that are related, driven by user-generated content & supported by dynamic processes.
Web 2.0: Free, provides SAAS, constant changes, communication, user generated content & relies on advertisement for revenue.
Traditional Application: Product for sale, few changes & control on content. (Microsoft Office, TurboTax & Encyclopedia)
Prosumers: Users who contribute to sites.
Social Credentials: Network of highly regarded contacts that may provide personal reinforcement 
Social Capital: Social relations that are beneficial. Increased by # of relationships, strengths & connections to those with assets.
Software as a Service (SAAS): Web 2.0 companies that use Web 2.0 for advertising & mash ups (Google, eBay) provide SAAS & do not sell software licenses because software is not their product.
Crowdsourcing: Combines social network, viral marketing & open-source design to obtain ideas.
Content Data: Data & response to data that are contributed by users & SM sponsors.
Social Media Application Providers: Operate the SM sites.
Social Media Sponsors: Companies that support a presence on one or more SM sites.
Module 9 – Acquiring IS through Projects
Chapter 10 – Acquiring Information Systems through Projects
Acquiring IS: (1) Buy & use, (2) Buy & customize, (3) Rent/lease, (4) Build it or (5) Outsource    
Acquiring new software: Software is integrated in existing systems (hardware, databases, people, business processes, etc.)
Information Technology Project Management (ITPM): Technologies & methods that project manager use to complete IT projects.
IT Project: Use IT components to change the firm’s business processes.
ITIL: Well-known books that provide best practices for IT operations.
Systems Development Life Cycles (SDLC): Process used to acquire IS. 5 phases:
	(1) Defining Systems: Define goals, scope & competitive strategy
	(2) Determine Requirements: Form project team & develop requirements
	(3) Design Component: Design all 5 components of IS
	(4) Implementation:  Build, test & integrate new system
	(5) Maintenance: Fixing & adapting to changes
Pilot Installation: Implement entire system/business process on a limited portion of the business.
Phased Installation: System/business process installed in phases.
Parallel Installation: System/business process runs in parallel with old system. 
Plunge Installation: Shuts off old system & starts new one.
Outsourcing: Process of hiring other organizations (domestic or international) to perform a services. 






Module 10 – Structure, Governance & Ethics
Skills for ICT Industry: Interpersonal & technical skills
Business/System Analyst: Works with vendors to install software & system
IT Architecture: Framework for all MIS that support firms services.
Zachman Framework: Important when considering changes (Communication/stakeholders). Moving down provides higher detail.
Alignment: Matching firms objectives with IT architecture. Communication between business & IT is most important indicator.
IS Governance: Improve firm’s IT investment and by controlling IS with policies. In future, stakeholders will make decisions.
IS Audit: Examination & verification of a company’s information resources.
CICA: Agreement with ISACA to recognize a designated specialist in IS auditing.
Sarbanes-Oxley Act (SOX): Prevents corporate fraud (like internal process auditing)
Budget Measures Act: Canadian legislation that is similar to SOA.
Control Objectives for Information & Related Technology (COBIT): Framework of best practices designed for IT management.
Triple bottom line: Financial, ecological & social performance.
IS Ethics: People & decisions involved with the system (not hardware/software).
ENERGY STAR: Program to produce equipment that meets high-energy efficiency needs.
E-cycling: Recycling of electronic computing devices.

Module 11 – IS Security Management & Privacy
PIPEDA act: Governs how data (personal info) is collected, used & shared by organizations to protect from identity theft.
Security Vulnerabilities: Human error, malicious human activity & natural disasters not protected by safeguards.
Types of Security Unauthorized data disclosure (Pretexting, phishing, spoofing & sniffing), Incorrect Data modification (Hacking), Faulty Services (Incorrect system operations), Denial of Service (Hacker server traffic) & Loss to Infrastructure
Pretexting: Someone deceives by pretending to be someone else.
Phishing: Person pretends to be a legitimate company & sends e-mails requesting confidential data.
Spoofing: Masquerades another by falsifying data, gaining illegitimate advantage.
Sniffing: Technique for intercepting computer communication.
Hacking: Gaining unauthorized access to a computer system.
Trojan Horse:  Virus that masquerade as useful programs or files.
Malware: Includes viruses, worms, Trajan horses, spyware & adware.
Viruses: Programs that replicate itself that consumes resources and causes unwanted activity.
Marco Viruses: Attach themselves to documents and infect once opened.
Worms: Virus that uses the Internet to spread. It spreads faster than other viruses.
Spyware: Installed without user knowing
Adware: Spyware that observes users behaviour.
Zombies: After a computer is infected by a worm or virus, it is coordinated to perform malicious tasks.
Elements of Security Program: (1) Senior management manages security policy & risks, (2) Safeguards, (3) Incident response
Technical Safeguards: Involves hardware & software, username & passwords, smart cards  (PIN), Biometric authentication (fingerprints, facial scans & retina scans), encryption & firewalls, malware protection & safeguards.
Human Safeguards: People & procedure components of IS, user access restriction (employees vs. non-employee) such as separate duties for authorities, document security sensitivity, hiring & screening employees for those that know policies.
Security Monitoring: Activity log analyses (firewall logs, DBMS logs, web server logs), security testing, incident investigate.
Incident Response: Should indentify critical personal & their off-house contact information.
Hot Site: Utility company that takes over another company’s processing with no forewarning.
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