CORP ROUTER
security passwords min-length 10
enable secret ciscoclass


line con 0
exec-timeout 20 0
logging synchronous
login local

line vty 0 4
exec-timeout 20 0
login local
transport input ssh
login authentication TELNET_LINES

service password-encryption

no cdp run

ntp server 172.16.25.2
ntp update-calendar
service timestamps log datetime msec
logging 172.16.25.2

ip domain-name theccnas.com
crypto key zeroize rsa
crypto key generate rsa general-keys modulus 1024
ip ssh version 2
ip ssh time-out 90
ip ssh authentication-retries 2


aaa new-model
aaa authentication login default local none
aaa authentication login TELNET_LINES local











SWITCH
interface fa0/1
storm-control broadcast level 50


interface range fa 0/1 – fa 0/23
no shutdown
spanning-tree portfast
spanning-tree bpduguard enable


#PortFast and BPDU guard can also be enabled globally with the spanning-tree portfast default and spanning-tree portfast bpduguard commands in global configuration mode. 


switchport port-security 
switchport port-security maximum 2
switchport port-security violation shutdown
switchport port-security mac-address sticky


interface range fa 0/2 – fa 0/5
shutdown

interface range fa 0/7 – fa 0/10
shutdown

interface range fa 0/13 – fa 0/23
shutdown





CORP router


End
mkdir ipsdir
(enter)
ip ips config location flash:ips
ip ips name corpips

ip ips signature-category
category all
retired true
exit
category ios_ips basic
retired false
exit
exit
(enter y)

int fa 0/0
ip ips iosips out
exit

ip ips signature-definition
signature 2004 0
status
retired true
exit
exit
exit
(enter y)

ip ips signature-definition
signature 2004 0
status
enabled true
exit
exit
exit
(enter y)

ip ips signature-definition
signature 2004 0
engine
event-action produce-alert
event-action deny-packet-inline
event-action reset-tcp-connection
exit
exit
exit
(enter y)
[bookmark: _GoBack]
Step 5

access-list 12 permit host 172.16.25.5
access-list 12 permit host 198.133.219.35
line vty 0 4
access-class 12 in









































