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Intellectual property is defined as a form of creative endeavour that can be protected through trademark, patent, copyright, industrial design
Content Management Systems help employees place content on an organization’s website
· Actively seek out documents located across an organization and manage access to the content 
Database is a self-describing collection of integrated records. Keeps track of things that involve more than one theme
Database Application System makes database data more accessible and useful
· Database applications interact with the DBMS to enter and retrieve data
· Database application programs process logic specific to a given business need; applications have specific needs
Database Management System is a program used to create, process and administer a database
· Companies license DBMS products from vendors such as IBM, Microsoft, Oracle, etc.
· DBMS has four operations: to read, insert, modify, or delete data
· Used to create tables, relationships and other structures in the database
· Enterprise DBMS products process large organizational and workgroup databases
· Personal DBMS products are designed for smaller, simple database applications
Multiuser processing occurs when multiple user process the database, but can encounter the lost-update problem. Locking must be used to coordinate activities of users to who are unaware of each other or else updates can be not accounted for
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· Two basic ways to develop competitive advantage through systems: 
· changing the product; introducing new products or services or enhancing current products or services
· business processes; information systems that can be used to make organizations more productive
Types of systems:
· Calculation system: relieve workers of tedious, repetitive calculations. Initially used for payroll, printing paycheques, keeping track of inventory quantities
· Functional system (or functional silos): facilitated work of a single department or business function; isolation problem. Companies added features and capabilities to information systems
· Integrated, Cross-Functional Systems: integrates activities across business processes
· These systems are also known as cross-departmental
· Requires many departments to coordinate their activities; sometimes no clear lines of authority
· Begun to cross organizational boundaries. Systems used by two or more companies are interorganizational systems, e.g. e-commerce and supply chain
Primary Activities
· Facilitated by human resources, accounting and infrastructure, procurement, and technology activities.

· Marketing and Sales Systems
· Deals with product management primarily. Help assess how well their product-marketing efforts are working.
· Sales data are summarized by product, product category and business line
· Other systems include lead tracking (tracks sales contacts with potential customers), sales forecasting, customer management systems

· Operations Systems
· Used by manufacturers such as distributors and retailers
· Include order entry, order management (tracks orders), inventory management, customer service (provide information about status of orders, process complaints)

· Manufacturing Information Systems
· Support transformation of materials into products; process inventory data, work-in-process, finished goods
· Either support push production planning (plans to push goods through supply chain) and pull production planning (triggering customer demand)
· Third option is “one-off” custom products
· Scheduling systems (optimal timing), manufacturing operation systems (control plants)
· Human Resources Systems
· Payroll, related compensation systems (sick leave, vacation time accounting), recruiting, assessing employees
· Ensure that sufficient numbers of workers with skills are available
· Accounting Systems
· General ledger, financial reporting, accounts receivable, accounts payable
· Cost accounting, budgeting, cash management, treasury management
Problems with Functional Systems
· Data duplication/inconsistency, because each system has its own managed database
· Business processes are disjointed and become difficult to integrate
· Limited information and integrated information; several systems may need to be queried for a simple task
· Inefficiency arises among overall activities
· Increased expenses in managing all databases
Business Process Design
· Made to integrate several or many different areas in an entire value chain
· Making existing things efficient does not fundamentally change the way things are done
· Challenges:
· Business processes are complex, require many people to agree on changes; takes lots of time and effort and difficulty
· Employees resist change; people do not want to see their department reorganized
· Benefits:
· Can effectively integrated activities across departments
· Can be acquired by a business application company like Oracle or SAP as an industry standard process
Customer Relationship Management
· Support processes of attracting, selling, managing, delivering and supporting customers
· Addresses all activities that touch the customer and provides a single repository for data
· Deals with customer life cycle:
· Marketing, customer acquisition, relationship management, loss/churn
· Used to maximize the value of the existing customer base
Enterprise Resource Planning
· Support primary processes as well as HR and accounting
· ERP is an outgrowth of materials resource planning, primarily used by manufacturing companies
· Takes a cross-functional, process view of entire organization using a centralized database
· Formal approach based on documented, tested business models
· Use a comprehensive set of inherent processes for all organizational activities, known as the process blueprint
· Processes in business blueprint have been tried and tested; effective and efficient
· Data-inconsistency problems are not an issue
· Often lowers costs, more manageable smaller inventories, reduced lead times, cheaper customer support
E-Commerce
· Buying and selling of goods and services over public and private computer networks
· Web 2.0, which are applications and platforms on the web. 
· Focused on providing services, not simply software applications.
· Recognizes importance of user in the system
· Creation of unique and difficult-to-develop data improves when large numbers of people use the system 
· Comprised of merchant companies and nonmerchant companies, which arrange for purchase and sale of goods without ever owning or taking
· Leads to disintermediation, which eliminates middle layers in supply of products to customers
· Improves flow of price information; you can remove inefficient vendors
· Produces information about price elasticity, which is amount that demand rises or falls with changes in price
· Issues:
· Channel conflict – may interfere with other involved distribution channels
· Price conflict – reveals inconsistency of price with different channels
· Logistics expense – average logistic expense per item will increase. Manufacturers will have to do the work of distributors/retailers
· Customer service expense – more expense to sell directly to consumers
· May cause reduced profitability and margin squeeze because it is difficult to raise prices
Merchant Companies
· Business-to-customer: concerns sales between a supplier and consumer, providing a web storefront in which customers place orders
· Business-to-business: sales between companies; raw materials to manufacturers, manufacturers to distributors, etc.
· Business-to-govnerment: sales between companies and governmental organizations
Nonmerchant E-Commerce
· E-commerce auctions match buyers and sellers, i.e. eBay
· Clearinghouses provide goods and services a stated price and arrange for the delivery of the good, i.e. Amazon.ca
· Electronic exchanges, which match buyers and sellers in a stock exchange similar process
Supply Chain
· Transforms raw materials into products delivered to customers
· Chains are not necessarily connected to only adjacent members in a chain; can work both up and down and acts as a network
· Four major factors affect supply chain performance: facilities, inventory, transportation and information
· Information influences ways in which organizations in supply chain request from, respond to and inform one another
· Affected by purpose, availability and means
Supplier Relationship Management
· Integrated system that manages contacts between organization and its suppliers
· Supports source, purchase and settle processes 
· Essential to finding and assessing vendors (source)
· Procures goods by requesting information, quotations and proposals (purchase)
· Reconciles receipt, schedules payment (settlement)
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· Overabundance of information referred to as information overload
· One will have no problem making a decision if the needed data is available
· Petabyte is 10^15 bytes; 401 petabytes is roughly all printed material ever
· Exabyte is 10^18 bytes

· Three erroneous assumptions about decision making:
· Managers will have no problems making decisions if they get the data they need
· Poor decisions are made because managers lack relevant imagination
· Managers are aware of the data they need (they don’t always)

· Data is sometimes imperfect, leading to problems:
· Dirty data is problematic data, which may be missing values or be inconsistent
· Granularity refers to the degree of summarization or detail; coarse data is highly summarized while fine data is precise
· Clickstream data captures the clicking behaviour of customers
· Data resource challenge, where data does not improve decision making

· Online Transaction Processing is process of collecting data electronically and processing the transactions online
· Batch processing waits for many transactions to pile up before processing while real time processing does it without delay (however is more costly and expensive to maintain)
· Systems that focus on making OLTP-collected data useful for decision making are decision support systems or more generally known as online analytic processing  systems
· Dynamic, where its structure can be constantly changed, hence the term online
· Drilling down is the process of further dividing the data into more detail
Business Intelligence Systems
· BI system provides information for improving decision making; vary in characteristics and capabilities and in their effect on competitive advantage
· Reporting Systems
· Integrate data from multiple sources and process data by sorting, grouping, summing and formatting
· Data-mining systems
· Process data using sophisticated statistical techniques to find patterns and relationships
· Improve decisions by discovering patterns and relationships in data to predict future outcomes
· Market-basket analysis is an example, which computes correlations on past orders to determine what items are frequently purchased
· Knowledge-management Systems
· Shares knowledge of products, critical knowledge, human knowledge
· Improves decisions by publishing employee and other’s knowledge, creating value from existing intellectual capital
· Expert Systems
· Encode human knowledge in the form of if/then rules and process rules to make a diagnosis or recommendation
· RFM Analysis is a way of analyzing and ranking customers according to purchasing patterns
· Considers how recentness frequency, money spent on purchase
Data Warehouse
· Extracts and cleans data from operational systems and other sources
· Metadata is data about data including: source, format and other facts
· Data Mart is a data collection that is created to address the needs of a particular business function
· Addresses a particular component or functional area of the business 
· Users of a data mart do not have data management expertise to manage data warehouse
· Data Mining is the application of statistical techniques to find patterns and relationships among data and to classify and predict
· Unsupervised data mining occurs when analysts do not create a model or hypothesis before running the analysis. Instead they create hypotheses after the analysis to explain the patterns found.
· E.g. is cluster analysis, where entities are identified into groups that have similar characteristics
· Supervised data mining occurs when miners develop a model prior to analysis to estimate parameters of the model
· e.g. is regression analysis, which measures the impact of a set of variables on another variables
· Neural networks are used to predict values and make classifications; complicated set of possibly non-linear equations
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Competitive strategy is designed with organizational goals and objectives in mind. This strategy is supported through activities in the value chain.
IT architecture is basic framework for all computers, systems and information management that supports organizational services. 
· Managed by the enterprise architect, who creates a blueprint of an organization’s information systems
· E.g. of architecture is the Zachman framework, which divides system into two dimensions based on communication and stakeholder groups
Alignment is the process of matching organizational objectives with IT architecture
· Different organizations require different balance and alignment depends on business goals, organizational context and state of IT architecture
· Alignment is the degree to which IT department’s missions, objectives, and plans overlap with overall business missions, objectives and plans
· Effective alignment occurs when there is a supporting climate and social dimensions
Governance suggests that some committee or political party has the ability to decide on expectations for performance, authorize appropriate resources and power to meet expectations
· In public organizations, one purpose is to ensure that an organization produces good results
· Certain laws including the Sarbanes-Oxley Act (designed to prevent fraud by governing reporting requirements of public companies), Bill 198, Budget Measures Act force companies to comply with standards for collecting, reporting and disclosing information
· Governance often requires internal control, which separates duties and authorities
· E.g. in accounts payable system, three separate individuals are involved in transaction
Information Systems Audit is a financial audit, but focus is on information resources. This verifies a company’s IS from an accredited professional. 
· Companies that offer IS auditing include Information Systems Audit and Control Association, Certified Information Systems Auditor, Control Objectives for Information and Related Technology

Information System Ethics
· Not about hardware or software, but people involved in systems; computers do not threaten privacy but those who use it
· Whistleblowing shows how one must establish boundaries and understand own personal principles
· Green IT is using IT to support the triple bottom line, which takes into consideration ecological and social performance.
· Green IT is used to improve energy efficiency, promote recyclability, reduce use of materials that are hazardous
· Energy Star is an international government/industry partnership that promotes use of Green IT
· E-cycling deals with e-waste, which is the recycling of electronic computing devices
· Faces large regulatory restriction; e-waste companies benefit from stricter government controls
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IT department is responsible for providing IT services, which is broken down into: 1) maintain current information technology infrastructure and 2) renewing and adapting the infrastructure to keep IT working effectively
IT Operations is service, maintenance, protection and management of IT infrastructure. Attracts more specialized IT people.
· Information Technology Infrastructure Library is a well-recognized collection that gives best-practice approaches
IT Projects is how IT infrastructure is renewed and adapted. They attract different professionals than those who work in operations. 
· Temporary and often change existing infrastructure, so require broad skills
· Challenges members to learn new technologies
· Driven by Project Management Body of Knowledge, which has an array of accepted management techniques
Systems which support operations are active systems known as production systems.
Responsibilities of IT Department:
· Managing Information Technology Infrastructure:
· As new technology emerges,  IT department is responsible for assessing that technology and determining whether it will help organization’s goals
· Responsible for adapting the infrastructure
· Managing and Protecting Information Technology:
· Infrastructure requires tuning, which is adjustments or changes to the workload
· There is high cost and serious disruption of system outages; IT is sensitive to possible threats
· Managing and Protecting Data Resources
· Threats come from: 1) human error, 2) malicious human activity, 3) natural events/disasters
· Departments helps manage risk and specify appropriate safeguards
· Managing and Protecting System Applications
· All system applications are supported by the IT department
· Concerned with the service licensing agreements and must work with vendors and individuals to make sure applications are legal copies
Business value is the benefits of adopting technology; all benefits must be considered when a new IT is to be adopted
· Tangible benefits: where a dollar value can be computed
· Oft en leads to financial analysis for justification
· Intangible benefits: where a dollar value cannot be computed, i.e. customer satisfaction
Innovation characteristics: aspects of innovation, identified into five characteristics of:
· relative advantage (how well it is compared to existing traditional products),
· compatibility (how well it works with current technology), 
· complexity (difficulty of use),
· trialability (ability to use trials)
· and observability (extent to which an innovation can be seen or demonstrated)
Management and Organization of IT Department
Chief Information Officer is principle manager, reporting to the CEO, COO or CFO
Typical IT Department:
· Technology Group
· Chief Technology Officer heads the technology group, sorting through new ideas and products to find relevance to organization
· Operations Group
· Manages computing infrastructure
· Development
· Manages projects that acquire new information systems
· Staffed primarily by business analysts or system analysts
· Outsourcing Relations
· Negotiates with outsourcing agreements to other companies; these relationships require constant attention
Rights and Responsibilities in IT Department
Rights:
· Right to have resources to work proficiently
· Right to reliable network and Internet services
· Right to secure computing environment
· Right to participate in requirements for new applications
· Right to reliable systems development and maintenance
· Right to receive prompt attention to problems
· Right to effective training
Responsibility:
· Learn basic skills/techniques for applications
· Follow security
· Ruse computer resources in a manner that is consistent with employer’s policy
· Make no unauthorized modifications
· Treat information systems professionals professionally
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Four basic methods for acquiring software applications:
· 1. Buy it and use it as is
· 2. Buy it and customize it
· 3. Rent or lease it
· 4. Build it yourself
Information Technology Project Management is the collection of techniques and methods that project managers use to plan and complete projects
· Five processes in any project: initiating, planning, executing, controlling and monitoring, closing
· Project management professionals exist to be certified associates in managing projects

IT projects are risky as:
·  it is difficult to create a good conceptual model of the finished product
· Good estimates for IT projects are difficult to  develop because technology is continually changing
· Must consider if any business value is actually yielded (project product performance)
· Must follow budget and time constraints (project process performance)
Forces of Evil: structural risk (where projects are very complex), volatility risk (time and budget risks are high), project process performance
Forces of Good: knowledge resources (which leads to increased organizational support), organizational support, project management practices
Systems analysis and design is process of creating and maintaining information systems
Systems development requires coordinated teamwork by specialists and non-specialists with business knowledge 
Several methodologies are used because no one single process works for all organizational situations
Systems Development Life Cycle is the classic process used to acquire information systems
Step 1: Defining systems: 
· Define System Goals and Scope:
· employees are assigned to define new system, assess its feasibility and plan project
· Clear project scope greatly simplifies requirements and subsequent development work
· Assess feasibility:
· Four dimensions of cost, schedule, technical and organizational
· Eliminates any obviously infeasible ideas that may not meet needs of new system or if the plan is illegal/fits customs
Step 2: Requirements Analysis:
· Management of the scope in an IT project
· For most development projects, this involves interviewing a group of users and documenting needs and requirements
· If requirements are wrong, a system will be wrong
· In the matching process, discrepancies between requirements of business and capabilities are found
· Commercial-off-the-shelf software will never fit organizational requirements exactly
Step 3: Component Design:
· Each involved component must be designed
· Adhere to hardware specifications, software specifications, design database, design procedures, create job descriptions 
· New responsibilities and duties are added or incorporated into existing jobs
Step 4: Implementation:
· Include building, testing and converting users to new system
· One components are created, they are integrated into the system for testing
· A test plan consists of sequences of actions that users take when using the new system
· Testing falls under the IT speciality of product quality assurance
· Beta testing is process of allowing future system users try out new system
· System conversion implements new system through one of four ways:
· Pilot installation, where organization implements entire system into limited portion of business
· Phased installation, where new system is installed in phases across organization
· Parallel installation, where the new and old system run together until it becomes fully operational
· Plunge installation where old system is completely replaced
Step 5: Maintenance:
· There must be a way to track failures and requests for enhancements to meet new requirements
· High-priority failures are remedied with a patch, which is applied to all copies of a given product
· Low-priority problems are fixed with service packs for smaller issues
Problems with SDLC
· Waterfall method, where process is described as a sequence of non-repetitive phases. However, work must be able to be done over several different phases
· Analysis paralysis occurs in projects in which people spend too much time documenting requirements
· Companies often now leave designing, implementing and maintaining systems to an outside organization
Outsourcing is process of hiring another organization and can be done by almost any activity in the value chain
· When done overseas, this is referred to as offshoring
· Outsourcing can be a great and easy way to gain expertise
· Can lead to cost reductions
· Reduces development risk, as it can cap financial risk by setting specific prices on components of the system
· Ensures a certain level of quality and reduces implementation risk
· Risks include: losing control over project, as someone else is in the driver’s seat
· Outsource vendor may change pricing strategy
· An organization may pay for another organization’s mismanagement with little recourse
· Difficult exit strategies from an outsourcing agreement
Application service providers are a form of outsourcing where an organization contracts with a vendor to “rent” applications from the vendor company on a fee-for-service basis
· Vendor can offer standardized software to many companies while maintaining only a single site
· Client company loses physical control over some corporate data
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Identity theft: vital information is acquired to impersonate or take advantage of someone
Spam is referred to as unwanted emails or clutter
Security threats exist in three sources:
· Human errors and mistakes (accidental problems), 
· Malicious human activity (employees who intentionally destroy data, hackers, etc.)
· Natural events and disasters (acts of nature that can destroy capability and service)
The Five Security Problems 
· Unauthorized data disclosure
· Occurs when someone inadvertently releases data in violation of policy
· This disclosure is covered by  Personal Information Protection and Electronic Documents Act, which gives individuals right to know why an organization uses their information
· Pretexting occurs when someone deceives by pretending to be someone else; scamming
· Phishing pretexts using emails
· Spoofing/Email Spoofing and IP Spoofing all fall under same category
· Sniffing is used to intercept computer communications; drive-by sniffers take computers with wireless connections and search for unprotected entry

· Incorrect Data Modification
· Can occur through either human error or through hacking, when someone gains unauthorized access to information or computer system

· Faulty Service
· Results from incorrect system operation that may arise from systems that work incorrectly
· Can occur from inadvertent human procedural mistakes or errors in the installation/designing of the program

· Denial of Service
· Employees can shut down their server by computationally intensive applications
· Denial of Service attacks can be launched maliciously, which flood a web server so it cannot service legitimate requests

· Loss of Infrastructure
· May be a result of human error, natural disaster or malicious attack
Technical safeguards involve hardware and software components of an information system
· Identification is the user name of the user where authentication is the password that protects the user
· Smart cards use a microchip to help load identifying data and use a PIN
· Biometric authentication uses personal physical characteristics such as fingerprints
· Single sign-on may require authentication through multiple sources
· Malware includes viruses, worms, Trojan horses, spyware and adware
· Spyware are installed without user’s knowledge and observe actions to obtain user information
· Adware produces pop-up ads and can modify user’s search results or search engine
Data safeguards protect databases and other organizational data
· Data administration refers to organization-wide function in charge of developing policies and enforcing standards, where 
· Database administration refers to function that pertains to a particular database
· Key escrow occurs when sensitive data is protected by storing it in an encrypted form
Human safeguards involve people and procedure components of information systems 
· Hardening a site means to take extraordinary measures to reduce a system’s vulnerability
· Account administration includes account/password management, help-desk policies and system procedures
· Security monitoring are activity log analyses, security testing and investigating and learning from security incidents
· Use of activity logs
· Security is like quality and is an ongoing process 
Hot sites are remote processing centres run by commercial disaster-recovery services; provide equipment needed to continue operations after a disaster
Cold sites provide office space, but customers install their own equipment to continue operations


