CP102 Final Review
Chapter One: Using Technology to Change the World
How Will You Put Technology in Action?
· Technology influenced society which can be seen in Egypt’s resignation of the leader after protests
· Some teens use their cellphones to access the internet which might help narrow the digital divide
· It is the most expensive option, so it’s not really helpful
· Also doesn’t teach skills like job applications and running a business
· Web 2.0 is a new kind of internet (each individual could become a creator on the internet)
· Cognitive surplus is the combination of leisure time and the tools to be creative
· Modern theories of motivation show three factors that cause people to apply their free time to altruistic purposes:
· Autonomy
· Mastery
· Purpose 
· Technology has changed how we think, how we connect (e.g. music, business) and how we consume
· Asking for small donations from a large number of people (often using the internet) is known as crowd funding 
· New strategies in marketing count on the fact that individuals have access to cell phones
· Seen in the technology called QR (quick response) codes
· Marketers also have to be aware of the phenomenon of crowd sourcing (checking in with the voice of the crowd before making a purchase)
· Even the idea of ownership is changing thanks to new technologies (rent a car or bike, shared cars and bikes)
· Collaborative consumption implies that we are joining together as a group to use a specific product more efficiently
How Will Technology Improve Your Life?
· Being computer literate means being familiar enough with computers that you understand their capabilities and limitations and that you know how to use them safely and efficiently 
· Information technology (IT) is a field of study focused on the management and processing of information and the automatic retrieval of information 
· Data mining is the process of searching huge amounts of data with the hope of finding a pattern
· Allows retailers to respond to consumer buying patterns
· Computer forensics analyzes computer systems with specific techniques to gather potential legal evidence
· Augmented reality combines our normal sense of the world around us with an overlay of digital information, all displayed on a screen
· Affective computing is computing that relates to emotion or that deliberately tries to influence emotion 
Chapter Two – Looking at Computers: Understanding the Parts
Understanding Digital Components
· A computer is a data processing device that performs four major functions:
· Input: it gathers data, or allows users to enter data
· Process: it manipulates, calculates, or organizes that data into information
· Output: it displays data and information in a form suitable for the user
· Storage: it saves data and information for later use
· Difference between data and information:
· Data is a representation of a fact, figure, or an idea (can be a number, a word, a picture, a name)
· Information is data that has been organized or presented in a meaningful fashion (a name with contact information) 
· Computers are excellent at processing data into information 
· Binary language is the language that computers use to work
· Everything a computer does is broken down into a series of 0s and 1s
· Each 0 and 1 is a binary digit (bit for short)
· Eight binary digits combine to create one byte 
· Each letter, number, or special character is eight bits or one byte 
· A kilobyte (KB) is approximately 1000 bytes
· A megabyte (MB) is approximately 1 million bytes
· A gigabyte (GB) is approximately 1 billion bytes
· A terabyte (TB) is approximately 1 trillion bytes
· Many business computers can store up to a petabyte (PB) (1000 terabytes)
· Hardware is any part of the computer you can physically touch
· Software is the set of computer programs that enables the hardware to perform different tasks
· There are two broad categories of software:
· Application software is the set of programs you use on a computer to help you carry out tasks such as writing a research paper
· System software is the set of programs that enables your computers’ hardware devices and application software to work together
· The most common type of system software is the operating system (OS) – the program that controls how your computer system functions 
· There are two types of computers: portable and stationary
· A number of portable options exist (e.g. laptop, netbook, tablet PC, tablet computer, ultrabook)
· A desktop computer is intended for use at a single location, so it is STATIONARY. Most desktop computers consist of a separate case or tower (called the system unit) that houses the main components of the computer plus peripheral devices. A peripheral device is a component, such as monitor or keyboard, that connects to the computer. An all-in-one computer, such as the Apple iMac or HP TouchSmart, eliminates the need for a separate tower because these computers house the computer’s processor and memory in the monitor
· Other types of computers that are important but probably won’t run into are:
· A mainframe is a large, expensive computer that supports many users simultaneously. Often used in businesses that manage large amounts of data such as insurance companies. They excel at executing many computer programs at the same time
· A supercomputer is a specifically designed computer that can perform complex calculations extremely rapidly. Used when complex models require intense math calculations such as weather forecasting. Handle a few programs very quickly whereas a mainframe executes many programs at a slower pace
· An embedded computer is a specifically designed computer chip that resides in another device such as your car
· A smartphone is a computer as well
· An input device lets you enter data and instructions into your computer
· Wireless keyboards are powered by batteries and communicate via wireless technology known as radio frequency (RF)
· Bluetooth technology is a wireless transmission standard that lets you connect devices such as cell phones, smartphones, and computers to peripheral devices such as keyboards and headsets
· Mouse and other pointing devices
· An optical mouse uses an internal sensor or laser to detect the mouse’s movement. The sensor sends signals to the computer, telling it where to move the point on the screen. Most mice have two or three buttons that let you execute commands and open shortcut menus
· Most laptops have an integrated, pointing device such as touch pad/trackpad, which is a small, touch-sensitive area at the base of the keyboard
· A trackpoint device is a small, joystick-like nub that allows you to move the cursor with the tip of your finger
· Image input
· Images can be inputted via digital cameras, cell phones etc.
· Scanners can also input images (they create a digital image)
· A webcam is a small camera that sits on top of your computer monitor (connected to your computer by a cable) or is built in to the computer)
· Sound input
· Inputting sound into your computers requires using a microphone, a device that lets you capture sound waves and transfer them to digital format on your computer
· Types of microphones: close talk (attached to a headset), omnidirectional (picks up sound equally well from all directions), unidirectional (picks up sound from only one direction), clip-on/Lavaliere (clips to clothing, available as wireless)
· An output device lets you send processed data out of your computer in the form of text, pictures, sounds, or video
· The most common output device is a monitor (sometimes referred to as a display screen) which displays text, graphics, and video as soft copies (copies you can see only on screen)
· Another common output device is the printer, which creates hard copies of text and graphics
· Speakers and earphones are the output devices for sound
· Monitors
· Most common types is liquid crystal display (LCD). An LCD monitor is light and energy efficient 
· Some newer models use light-emitting diode (LED) technology, which is more energy efficient and may have better color accuracy and thinner panels that LCD monitors
· LED replaced CRT monitors because they were considered legacy technology, or computing devices that use techniques, parts, and methods that are no longer popular (even though they still may be functional) 
· Organic light-emitting display (OLED) displays use organic compounds that produce light when exposed to an electric current, unlike LCDs and LEDs, OLEDs do not require a backlight to function and therefore draw less power and have a much thinner display. They are also brighter and more environmentally friendly than LCDs. OLEDs display run on a single battery charge longer than do LEDs, which is why it is used in cellphones, iPod and digital cameras
· How do LCD monitors work?
· Monitor screens are grids made up millions of tiny dots, called pixels. When these pixels are illuminated by the light waves generated by the backlight, they create images you can see. Each pixel is actually made up of three red blue and green subpixels and some newer ones have a fourth color: yellow 
· When choosing an LCD monitor, the most important factors to consider are aspect ratio and resolution:
· Aspect ratio is the width-to-height proportion of a monitor (traditionally they are 4:3 but newer ones are 16:9 to accommodate HD video)
· The screen resolution reflects the number of pixels on the screen (LCD can have maximum of 1600 x 1200)
· The higher the resolution, the sharper and clearer the image is
· Printers
· There are two primary categories of printers: inkjet and laser (both are considered nonimpact printers)
· A nonimpact printer such as an inkjet printer sprays ink or uses laser beams to transfer marks onto paper
· An impact printer has tiny hammer-like keys that strike the paper through an inked ribbon to make marks on the paper (largely a legacy technology)
· An inkjet printer is the type of printer found in most homes (they’re popular because they’re affordable and produce high-quality printouts quickly and quietly, inkjet printers work by spraying tiny drops of ink onto paper and are great for printing black and white text as well as color images
· Some have two cartridges: black and white, others use four or more cartridges: typically black, magenta, cyan, and yellow 
· A laser printer uses laser beams and static electricity to deliver toner (similar to ink) onto the correct areas of the page. Often used in offices or classrooms because they print faster
· There are several other types of printers:
· An all-in-one printer combines the function of a printer, scanner, copier, and fax onto one machine
· A plotter prints oversize pictures that require the drawing of precise and continuous lines, such as maps and architectural plans (has greater precision than other printers)
· A thermal printer works either by melting wax-based ink onto ordinary paper or by burning dots onto specially coated paper
Processing, Storage, and Connectivity
· The motherboard is the main circuit board that contains the central electronic components of the computer function
· It includes the computer’s processor, its memory, and the many circuit boards that help the computer function
· On a desktop, the motherboard is located inside the system unit
· In a laptop, the system unit is combined with the monitor and the keyboard into a single package
· The motherboard also includes slots for expansion cards (or adapter cards) which are circuit bards that provide additional functionality 
· Typical expansion cards are sound and video cards 
· Laptops have sound and video cards integrated into their motherboards
· A network interface card (NIC) enables your computer to connect with other computers or to a cable modem to facilitate a high-speed internet connection, is now the most common connectivity port 
· Memory
· Random access memory (RAM) is the place in a computer where the programs and data the computer is currently using are stored
· RAM is much faster to read from and write to than hard drive and other forms of storage
· Because the entire contents of RAM are erased when you turn off the computer, RAM is a temporary or volatile storage location
· In addition to RAM, the motherboard contains a form of memory called read-only-memory (ROM). ROM holds all the instructions the computer needs to start up when it is powered on. Because it’s permanent, ROM is a nonvolatile storage location, which means the data isn’t erased when the power is turned off
· Processing
· The central processing unit (CPU) or processor is sometimes referred to as the “brains” of the computer because it controls all the functions performed by the computer’s other components and processes all the commands issued to it by software instructions
· Processor speed is measured in units of hertz (Hz). Hertz is a measurement of machine cycles per second. A machine cycle is the process of the CPU getting the data or instructions from RAM and decoding the instructions into something the computer can understand
· Current system runs at speeds measured in gigahertz (GHz) or billions of machine cycles per second
· CPU performance is affected mainly by speed, other factors include the number of cores, or processing paths, a processor has
Storing Data and Information
· Since RAM is temporary, you need to save it to your hard drive for permanent use 
· The hard disk drive (HDD or hard drive) is your computer’s primary device for permanent storage of software and documents. The hard drive is a non-volatile storage device
· An internal hard drive resides within the system unit and usually holds all permanently stored programs and data
· External hard drives offer similar storage capacities but reside outside the system unit and connect to the computer via a USB or FireWire port
· The solid-state drive (SSD) has recently become a more feasible option for desktop and laptop storage (they have no moving parts, are more efficient, run with no noise, emit little heat, and require little power)
· Permanent storage devices are located in your desktop or laptop computer is a space called a drive bay. There are two kinds of drive bays:
· Internal drive bays cannot be seen or accessed from outside the system unit. Generally, internal drive bays are reserved for internal hard drives
· External drive bays can be seen and accessed from outside the system unit. External drive bays house CD and DVD drives
· A flash drive (sometimes referred to as a jump drive, USB drive, or thumb drive) uses solid-state flash memory, storing information on an internal memory chip
· Another means of convenient portable storage is a flash memory card which uses solid-state flash memory
· Optical storage
· Optical drives can read from and maybe even write to CDs, DVDs, or Blu-ray discs
· Compact discs (CDs) were initially created to store audio files 
· Digital videos (or versatile) discs (DVDs) are the same size and shape as CDs but can store up to 14 times more data than CDs
· Blu-ray discs (BDs) can holds as much as 50 GB of data – enough to hold approximately 4.5 hours of movies in HD digital format
· A port is a place through which a peripheral device attaches to the computer so that data can be exchanged between it and the operating system 
· A universal serial bus (USB) port is the port type most commonly used to connect input and output devices to the computer (mainly because it transfers data quickly)
· Other ports such as FireWire 400 and FireWire 800 are also used (they are quicker than USB)
· A connectivity port can give you access to networks and the Internet 
· A port that looks like a phone jack but is slightly larger is called an Ethernet port and is used to connect to a cable modem or to a network
· Modem ports use a traditional telephone signal to connect the computer to the Internet over a phone line (legacy)
· The video graphics array (VGA) port is the port to which older LCD monitors connect
· Newer LCD monitors connect to digital video interface (DVI) ports
· The latest digital connector designed for use in HD home theaters is a high-definition multimedia interface (HDMI) which is a compact audio-video interface that carries both HD video and uncompressed digital audio on one cable
· The power supply transforms the wall voltage to the voltages required by computer chips
· Powering on your computer from a completely turned off state is called a cold boot
· When your computer enters sleep mode, all of the documents, applications, and data you were using remain in RAM where they’re quickly accessible when you restart your computer
· The hibernate option is similar to sleep except that your data is stored on your hard drive instead of in RAM and your computer is powered off
· Restarting the system while its powered on is called a warm boot
Setting it ALL UP
· Ergonomics is the science that deals with the design and location of machines and furniture so that the people using them aren’t subjected to an uncomfortable or unsafe experience
· Ergonomics is important because injury is possible from using the computer excessively
· Position your monitor at least 25 inches from your face and have the monitor at or below eye level
· Purchase an adjustable chair
· When typing, your wrists should be flat and arms should be parallel with the floor 
· Take breaks every once in awhile
· Ensure the lighting is adequate
· Cloud printing and 3D printing are new trends in IT and can change the way our society works 
Chapter 3 – Using the Internet: Making the Most of the Web’s Resources
The Internet and How It Works
· The Internet is the largest computer network in the world
· The internet was established to respond to two concerns: establishing a secure form of communications and creating a means by which all computers could communicate
· Vinton Cerf and Robert Kahn are generally considered the fathers of the internet
· The World Wide Web is a subset of the internet
· What distinguished the web from the rest of the internet is the use of the following:
· Common communications protocols that enable computers to talk to each other and display information in compatible formats
· Special links that enable users to navigate from one place to another on the web
· Berners-Lee developed the basic architecture of the web and created the first web browser, software that lets you display and interact with text and other media on the web
· The request for information travels along the transmission lines, the lines with the fastest speed are referred to as internet backbones
· Each time you connect to the internet your computer is assigned a number called an internet protocol (IP) address
· Allows computers to identify each other
Communicating and Collaborating on the Web
· Web 2.0 can be classified as the social web, in which the user is also a participant
· Social networking refers to using the web to communicate and share information among your friends and others
· E-mail is the primary means of communication over the internet
· Email is a written message sent or received over the internet
· There are two different types of email systems:
· Web-based email such as Gmail, is managed with your web browser and allows you to access your e-mail from the web
· An email client requires a program, such as Microsoft Outlook, to be installed on your computer. When you open the program, your email is downloaded to your computer
· Really Simple Syndication (RSS) is a format that sends the latest content of the podcast series automatically to an aggregator such as iTunes or Google Reader
Web Entertainment
· Multimedia is anything that involves one or more forms of media in addition to text. It includes the following:
· Graphics
· Audio files
· Video files
· Streaming audio continuously feeds an audio files to your browser so you avoid having to wait for the entire file to download completely before listening to it
· Streaming video continuously feeds a video file to your browser so that you can watch large files as they download instead of first having to download the files completely
· Some multimedia files (e.g. some podcasts) require you to have a special software program called a plug-in (or player)
Connecting Business Over the Internet: E-Commerce
· E-commerce is the process of conducting business online, such as through advertising and selling products
· There are three types of e-commerce business models:
· Business-to-consumer (B2C) transactions take place between businesses and consumers (e.g. amazon)
· Business-to-business (B2B) transactions occur when businesses buy and sell goods and services to other businesses 
· Consumer-to-consumer (C2C) transactions occur when consumers sell to each other through auction sites such as eBay
· Social commerce is a subset of e-commerce that uses social networks to assist in marketing and purchasing products
· Take precautions when shopping online
Accessing and Moving Around the Web
· A browser is software that lets you locate, view and navigate the web. Most browsers are graphical browsers, meaning they can display pictures in addition to text and other forms of multimedia such as sound and video 
· Some common web browsers are Internet Explorer, Firefox, Google Chrome, Safari
· You get access to a particular website by typing its unique address, or Uniform Resource Locator (URL) in your browser
· A URL is composed of several parts that identify the web document it stands for
· The protocol (set of rules) used to retrieve the document
· The domain name
· And the path or subdirectory
· HTTP is short for Hypertext Transfer Protocol (HTTP) and allows files to be transferred from a web server (a computer that hosts the website you’re requesting) so that you can see it on your computer
· HTTP is the most common protocol, but it’s not the only one. Another one is the File Transfer Protocol (FTP) (was originally developed to transfer files from you computer to a web server) 
· The domain name identifies the site’s host, the location that maintains the computer that store the website files
· Hyperlinks are specially coded elements that let you jump from one web page to another within the same website or another one altogether
· To help navigate more quickly through a website, some sites provide a breadcrumb trail (a navigation aid that shows users the path they have taken to get to a web page, or where the page is located within the website)
· If you want an easy way to return to a specific web page, you can use your browser’s Bookmarks feature (also known as favorites)
· Live bookmarks is a feature in Firefox that adds the technology of RSS feeds to bookmarking (they deliver constant updates of the activity changing in the website since you last visited it)
· Tagging, also known as social bookmarking, is like bookmarking your favorite website, but instead of saving it to your browser for only you to see, you’re saving it to a social bookmarking site so that you can share it with others. A social bookmarking or tag is a keyword or term that you assign to a web page, digital image, or video (e.g. reddit)
· The semantic web (or web 3.0) is an evolving extension of the web in which data is defined in such a way to make it more easily processed by a computer 
Searching the Web Effectively
· Search engine is a set of programs that searches the web for keywords (specific words that you enter into a query)
· For some web searches, it might be better to use a subject directory, which is a structured outline of websites organized by topics and subtopics
· Metasearch engines, search other search engines rather than individual websites
· Search engines have three components:
· The first component is a program called a spider, which constantly collects data on the web, following links in websites and reading web pages. Spiders get their name because they crawl over the web using multiple “legs” to visit many sites simultaneously 
· As the spider collects data, the second component of the search engine, an indexer program, organizes the data into a large database
· When you use a search engine, you interact with the third component: the search engine software. This software searches the indexed data, pulling out relevant information according to your search 
· Each search engine uses a unique formula, or algorithm, to formulate the search and create the resulting index of related sites
· In addition, search engines differ in how they rank the search results and to which sites they search
· Boolean operators are words such as AND, NOT, and OR that describe the relationship between keywords
· Helpful search strategies:
· Search for a phrase
· Search within a specific website
· Use a wild code
· The following will help you decide whether you should consider a website to be a good source of information
· Authority
· Bias
· Relevance
· Audience
· Links
Chapter 4: Application Software: Programs That Let You Work and Play
Programs That Let You Work: The Nuts and Bolts of SOFTWARE
· Software refers to a set of instructions that tells the computer what to do
· An instruction set, also called a program, provides a means of us to interact with and use the computer, even if we lacked specialized programming skills
· Your computer has two main types of software:
· Application software is the software you use to do tasks at home, school, and work
· System software includes software that help run the computer and coordinate instructions between application software and the computer’s hardware devices (e.g. Windows)
· There are two types of software you can install on your computer:
· Proprietary (or commercial) software is a software you buy, such as the Microsoft Office applications you’re probably familiar with
· Open source software is free software that is available with few licensing and copyright restrictions. Advantage because there’s an online community keeping it current but there’s no formal support for it other than the online community
· Another way to obtain software is through Software as a Service (Saas), in which the vendor hosts the software online and you access and use the software over the internet without having to install it on your computer. With these web-based application, you can collaborate online with others, avoiding the coordination mess that often occurs when transferring documents via e-mail
· Productivity software includes programs that let you perform various tasks required at home, school and business and includes work processing, spreadsheet, presentation, database, and personal information manager programs
· For proprietary software, it’s cheaper to buy a software suite than to buy each program individually 
· Word processing software creates and edits documents such as research paper, class notes, and resumes
· Spreadsheet software is software that lets you make calculations and perform numerical analyses 
· Most productivity suites contain some form of personal information manager (PIM) software to help you manage email, contact, calendars, and tasks in one place
· A wizard walks you through the steps necessary to complete a complicated tasks
· A template is a predesigned form
· A macro is a small program that groups a series of commands so that they will run as a single command (e.g. used by teachers to automatically highlight students that are failing when updating marks)
· Desktop publishing (DTP) software can create newsletters, catalogs, annual reports and other large complicated publications
· Web page-authoring software allows even the novice to design interesting and interactive web pages without knowing any HTML code
· Software designed for a specific industry, such as property management software for real estate agents, is called vertical market software
· Computer-aided design (CAD) is used by engineers to create automated designs, technical drawings, and 3D model visualizations
Programs That Let You Play
· Multimedia software includes digital image – and video-editing software, digital audio software, and other specialty software required to produce computer games, animations, and movies
· Adobe Photoshop Elements is image-editing software geared to the casual photographer
· Digital video-editing software helps you refine your videos and edit them
· Audio-editing software includes tools that make editing audio files as easy as editing text files
· Simulation programs are training programs that allow you to experience or control the software as if it were the actual software or an actual event
· Course management software provides special areas for students and instructors to exchange ideas and information through chat rooms, discussion forums, and email as well as tools such as calendars and grade books
· Drawing software/illustration software lets you create or edit 2D line-based drawings
Managing Your Software
· Freeware is copyrighted software that you can use for free
· A beta version is an application that is still under development
· A software license, also known as an end user license agreement (EULA) is an agreement between you, the user, and the software company
· The concept of redistributing modified open source software under the same terms as the original software is known as copyleft
· Every software program has a set of system requirements that specify the minimum recommended standards for the operating system, processor, primary memory (random access memory and hard drive capacity. By selecting custom installation, you can decide which features you want installed on your hard drive 
Chapter 5 – System Software: The Operating System, Utility Programs, and File Management
Understanding System Software
· System software consists of two primary types of programs: the operating system and utility programs
· The operating system (OS) is a group of programs that control how your computer functions. The OS:
· Manages the computer’s hardware, including the processor, memory, and storage devices, as well as peripheral devices such as printer
· Provides a consistent means for application software to work with the central processing unit (CPU)
· Is responsible for the management, scheduling, and coordination of tasks
· You interact with the OS through the user interface – the desktop, icons, and menus that let you communicate with your computer
· A utility program is a small program that performs many of the general housekeeping tasks for your computer, such as system and maintenance and file compression
· All computers have OS
· Modern operating system’s allow users to multitask 
· Machinery that performs a repetitive series of specific tasks in an exact amount of time requires a real-time operating system (RTOS). Also referred to as embedded systems
· A multiuser operating system (also known as a network operating system) lets more than one user access the computer system at a time by handling and prioritizing requests from multiple users
· UNIX is a multiuser, multitasking OS that is used as a network OS, primarily with mainframes, although it’s also found on PCs
· Microsoft Windows, OS X, and Linux are the top three operating systems for personal computers
· Microsoft Windows is an operating environment that incorporates a user friendly, visual interface like the one that was first introduced with Apple’s OS 
· The newest release of Microsoft’s OS, Windows 8, provides a new interface optimized for touch screen devices
· Mac OS became the first commercially available OS to incorporate a graphical user interface of GUI in 1984, with user-friendly point-and-click technology
· Linux is an open source OS designed for use on personal computers and as a network OS
Linux is gaining popularity among computer manufacturers, which have begun to ship it with some of their latest PCs. Android is Linux based. 
· Linux is available for download in various packages known as distributions, or distros
· The combination of an OS and a specific processor is referred to as a computer’s platform 
· A command-drive interface is one in which you enter commands to communicate with the computer system
· A menu-driven interface is one in which you choose commands from menus displayed on the screen 
· The graphical user interface is much more user friendly than the previous two
· Every keystroke or mouse click creates an action, or event, in the respective device to which the OS responds
· Example: when you tell your computer to print your document, the printer generates a unique signal called an interrupt that tells the OS that it’s in need of immediate attention
· Every device has its own type of interrupt, which is associated with an interrupt handler, a special numerical code that prioritizes the requests
· The OS processes the task designed a higher priority before processing a task assigned a lower priority. This is called preemptive multitasking
· If more than one document is waiting to be printed, the request then waits in the buffer (RAM) until the spooler, a program that helps coordinate all print jobs currently being sent to the printer, indicates the printer is available
· The process of optimizing RAM storage by borrowing hard drive space is called virtual memory
· When more RAM is needed, the OS swaps out from RAM the data or instructions that haven’t recently been used and moves them to a temporary storage area on the hard drive called the swap file/page file
· This condition of excessive paging and use of virtual memory is called thrashing. The solution to this problem is to increase the amount of RAM in your computer
· Each device attached to your computer comes with a special program called a device driver that facilitates communication between the device and the OS
· Most software already has the driver’s installed on the Windows OS 
· Plug and Play (PnP) is a software and hardware standard designed to facilitate the installation of new hardware in PCs by including in the OS the drivers these devices need in order to run. You just plug them in and can immediately start using them
· Rather than having the same blocks of code for similar procedures in each program, the OS includes the blocks of code – each called an application programming interface (API) that application software needs in order to interact
· The boot process consists of four basic steps:
· Activating BIOS
· In the first step of the boot process, the CPU activates the basic input/output system (BIOS). BIOS is a program that manages the exchange of data between the OS and all the input and output devices attached to the system
· Performing the Power-On Self Test
· The first job BIOS performs is to ensure that essential peripheral devices are attached and operational – a process called the power-on self test or POST 
· Loading the OS
· Next, BIOS goes through a preconfigured list of devices in its search for the drive that contains the system files, the main files of the OS
· Once the system files are loaded into RAM, the kernel/supervisor program is loaded
· Checking Further Configuration and Customizations
· Finally, the OS checks the registry for the configuration of other system components. The registry contains all the different configurations (settings) used by the OS and by other applications 
· The verification of your login name and password is called authentication
· On a Windows 8 computer, the default setting is to input a password to log in to your Microsoft account after your computer has completely booted up
· Refresh your PC is a new utility program in Windows 8 that attempts to diagnose and fix errors in your Windows system files that are causing your computer to behave improperly
Using System Software
· There are three different ways to accomplish tasks in Windows 8:
· Using a mouse
· Touching the screen
· Using keystrokes
· The start screen is the first interaction you have with the OS and the first image you see on your display
· Windows 8 apps are applications specifically designed to run in the interface of Windows 8
· The Windows 8 interface features large type with clean, readable block images inspired by metropolitan service signs such as those found on bus stations and subways 
· Controls and settings are contained on app bars, such as the Tabs bar and Address bar, that float on screen above the app when you summon them or need them 
· For performing common tasks, such as searching and sharing information, Windows 8 has created special shortcuts called charms
· You can choose which applications are visible on the Start screen through a process called pinning
· The taskbar displays open and favorite applications for easy access
· An additional function of the OS is to enable file management, which provides an organizational structure to your computer’s contents
· Windows organizes the contents of your computer in a hierarchical directory structure composed of drives, libraries, folders, subfolders, and files
· The C: drive is like a large filing cabinet in which all files are stored, it is referred to as the root directory
· In an OS, a file is a collection of program instructions or data that is stored and treated as a single unit 
· A folder is a collection of files
· In Windows, a library gathers categories of files from different locations and displays them as if they were all saved in a single folder, regardless of where they are physically stored
· In Windows, a file explorer is the main tool for finding, viewing and managing the contents of your computer
· The file name is generally the name you assign to the file when you save it
· In a Windows application, an extension or file type allows the file name after a period or dot
· You can determine the location of a file by its file path
· The backslash characters used by Windows are referred to as path separators, OS uses a colon and UNIX and Linus uses the forward slash
· The Recycle Bin, is a folder on the desktop, represented by an icon that looks like a recycling bin, where files deleted from the hard drive reside until you permanently purge them from your system 
· Utility programs come in three flavors:
· Those that are included with the OS (such as system restore)
· Those sold as stand-alone programs (such as anti-virus software)
· Those offered as freeware (Such as anti-malware software like adware) 
· Windows has a built in file compression utility that takes our redundancies in a file (zips it) to reduce the file size
· Current compression programs can reduce text files by 50% or more, depending on the file 
· Disk cleanup is a Windows utility that removes unnecessary files from your hard drive
· Sometimes the system becomes confused, leaving references on the file allocation table, or FAT, to files that no longer exist or have been moved
· If a program has stopped working, you can use the Windows Task Manager
· Windows has a utility called system restore that lets you roll your system settings back to a specific date when everything was working properly. A system restore point which is a snapshot of your entire system’s settings, is generated prior to certain events, such as installing or updating software, or automatically once a week if no other restore points were created in that time
· When you use the Windows 8 file history utility, you can have Windows automatically create a duplicate of your libraries, desktop, contacts, and favorites and copy it to another storage device, such as an external hard drive
Chapter 6: Understanding and Assessing Hardware: Evaluating Your System
Evaluating Key Subsystems
· A rule of thumb often cited in the computer industry called Moore’s Law describes the pace at which central processing units (CPUs) improve. This rule predicts that the number of transistors inside a CPU will increase so fast that CPU capacity will double about every 2 years. It’d held true for about 45 years 
· The capacity of memory increases about 60% every year. Meanwhile, hard drives have been growing in storage capacity by some 50% each year 
· You should be able to count on a computer for 2 years, and maybe even 4 or 5 years
· Laptops are often equipped with an ExpressCard slot. ExpressCards can add a solid-state drive (SSD), new kinds of ports, and other capabilities to your system
· You can tell if your system is good enough by conducting a system evaluation. To do this, we’ll look at your computer’s subsystems, see what they do, and check how they perform during your typical workday. 
· The dominant processors on the market are the Core family from Intel, featuring the i7, i5 and i3
· The CPU is composed of two units: the control unit and the arithmetic logic unit (ALU). The control unit coordinates the activities of all the other computer components. The ALU is responsible for performing all the arithmetic calculations (addition, subtraction, multiplication, and division). It also makes logic and comparison decision such as comparing items to determine if one is greater than, less than, or equal to another
· Every time the CPU performs a program instruction, it goes through the same series of steps:
· It fetches the required piece of data or instruction from random access memory (RAM), the temporary storage location for all the data and instructions the computer needs while it’s running
· It decodes the instruction into something the computer can understand
· It executes the instruction
· It stores the result to RAM before fetching the next instruction 
· This process is called a machine cycle
· A CPU’s processing power is determined by the following:
· Its clock speed
· Whether it has multiple cores
· Its amount of cache memory
· The clock speed of a CPU dictates how many instructions in the CPU can process each second. It is measured in gigahertz (GHz), or billions of steps per second. The faster the clock speed, the more quickly the next instruction is processed. 
· Some users push their hardware to perform faster, overclocking their processor. Overclocking means that you run the CPU at a faster speed than the manufacturer recommends. It produces more heat, meaning a shorter lifetime for the CPU, and usually voids any warranty, but in gaming systems, you’ll see this done quite often
· A core on a CPU contains the parts of the CPU required for processing
· CPUs began to execute more than one instruction at a time when Hyperthreading was introduced in 2002. Hyperthreading provides quicker processing of information by enabling a new set of instructions to start executing before the previous set has finished 
· The CPU’s cache memory is a form of RAM that gets data to the CPU for processing much faster than brining the data in from the computer’s RAM. There are three levels of cache memory, defined by their proximity to the CPU:
· Level 1 cache is a block of memory built on the CPU chip itself for storage of data or commands that have just been used. That gets the data to the CPU blindingly fast
· Level 2 cache is located on the CPU chip but is slightly farther away and so takes somewhat longer to access than level 1 cache. It contains more storage area than level 1 cache
· Level 3 cache is slower for the CPU to reach but is larger in size than level 2 cache
· CPU benchmarks are measurements used to compare performance between processors. Benchmarks are generated by running software programs specifically designed to push the limits of CPU performance
· One way to determine whether your CPU is right for you is to watch how busy it is as you work. You can do this by checking your CPU usage – the percentage of time your CPU is working
· The CPU usage graph records your CPU usage for the past several seconds 
Evaluating the Memory Subsystems
· Random access memory (RAM) is your computer’s temporary storage space
· RAM is an example of volatile storage. When the power is turned off, the data stored in RAM is cleared out. This is why, in addition to RAM, systems always include nonvolatile storage devices for permanent storage of instructions and data
· RAM appears in the system on memory modules (or memory cards), small circuit boards that hold a series of RAM chips that fit into special slots on the motherboard. Most memory modules in today’s systems are packaged as a dual inline memory module (DIMM), a small circuit board that holds several memory chips
· The amount of RAM actually sitting on memory modules in your computer is your computer’s physical memory
· Windows uses a memory-management technique known as Super Fetch. 
· Adding RAM is fairly easy
Evaluating the Storage Subsystem
· With storage capacities exceeding 4 terabytes (TB), a mechanical hard drive has the largest capacity of any storage device 
· A hard drive is composed of several coated, round, thin plates of metal stacked on a spindle. Each plate is called a platter. 
· The hard drive’s access time, the time it takes a storage device to locate its stored data and make it available for processing, is faster than optical drives.
· A solid-sate drive (SSD) uses electronic memory and has no mechanical motors or moving parts. Having no mechanical motors allows SSDs to offer incredibly fast access time, reaching data in only a tenth of a millisecond. 
· Optical drives are disc drives that use a laser to store and read data. Data is saved to a compact disc (CD), digital video disc (DVD), or Blu-ray disc (BD) (called optical media) within established tracks and sectors, just like on a hard drive 
· All forms of optical media come in three formats:
· Prerecorded discs are read-only (ROM), meaning you can’t save any data onto them 
· Recordable formats allow you to write data to them, but only once
· Rewriteable discs let you write and rewrite data to them many times
· RAID (redundant array of independent disks) is a set of strategies for using more than one drive in a system
· When you run two hard drives in RAID 0, the time it takes to write a file is cut in half 
Evaluating the Video Subsystem
· A video card (or video adapter) is an expansion card that’s installed inside the system unit to translate binary data into the images you view on your monitor
· All video systems include their own RAM, called video memory. Several standard of video memory are available including graphics double data rate 3 (GDDR3) memory and the newer graphics double rate 5 (GDDR5) memory
· Because displaying graphics demands a lot of computational work from the CPU, video cards come with their own graphics processing unit (GPU)
Evaluating the Audio Subsystem
· Like a video card, a sound card is an expansion card that attaches to the motherboard inside your system unit. A sound card enables the computer to drive the speaker system
· Many computers ship with a 3D sound card. 3D sound technology is better at convincing the human ear that sound is omnidirectional, mean that you can’t tell from which direction the sound is coming 
· Surround sound is a type of audio processing that makes the listener experience sound as if it were coming from all directions by using multiple speakers
· You can connect MIDI instruments, high-quality microphones, and recording equipment to your computer through an audio MIDI interface box
Evaluating System Reliability 
· Here are several procedures you can follow to ensure you system performs reliably:
· Clear out unnecessary files
· Install a reliable antivirus packages
· Run spyware and adware removal programs
· Run the disk defragmenter utility on you hard drive
· Automate the key utilities 
· If rebooting the computer doesn’t help, you’ll need to begin troubleshooting:
· Check that you have enough RAM
· If your system isn’t responding, try doing a Refresh on your system
· If a Refresh wasn’t enough to fix the problem, consider a full system restore
· If you seen an error code in Windows, visit the Microsoft Knowledge Base
· Search Google 
Chapter 7 – Networking: Connecting Computing Devices
Networking Fundamentals
· A computer network is simply two or more computers that are connected via software and hardware so they can communicate with each other. Each device connected to a network is referred to as a node. A node can be a computer, a peripheral such as a printer, or a network device such as a router 
· There are several benefits to having computers networked:
· Sharing an internet connection
· Sharing printers and other peripherals
· Sharing files
· Common communications
· Disadvantages include large set up times for larger networks and administration
· Network administration involves tasks such as:
· Installing new computers and devices
· Monitoring the network to ensure it’s performing efficiently
· Updating and installing new software on the network
· Configuring, or setting up, proper security for a network
· Data transfer rate (also called bandwidth) is the maximum speed at which data can be transmitted between two nodes on a network. Throughput is the actual speed of data transfer that is achieved. Throughput it always less than or equal to the data transfer rate. Data transfer rate and throughput are usually measured in megabits per second (mbps). A megabit is one million bits.
Network Architecture and Components
· Network architectures, or network designs, are classified according to:
· The distance between their nodes
· The way in which they are managed
· The set of rules used to exchange data between network nodes 
· The following are common types of networks:
· A personal area network (PAN) is a network used for communication among devices close to one person, such as smartphones, notebooks, and tablets using wireless technologies such as Bluetooth
· A local area network (LAN) is a network in which the nodes are located within a small geographical area. Examples include a network in a computer lab or school
· A home area network (HAN) is a specific type of LAN located in a home. HANs are used to connect all of a home’s digital devices, such as computers, gaming devices, TVs etc.
· A metropolitan area network (MAN) is a large network designed to provide access to a specific geographic area, such as an entire city. Many US cities are now deploying MANs to provide internet access to residents and tourists.  Some MANs employ WiMAX wireless technology that extends local WiFI networks across greater distances 
· A wide area network (WAN) spans a large physical distance. The Internet is the largest WAN, covering the globe. A WAN is also a networked collection of LANs
· A network can be administered in two main ways:
· Central administration: in a centrally administered network, tasks performed from one computer can effect the other computers on the network. A client/server network is an example. In a client/server network, a client is a computer on which users accomplish tasks and make requests, whereas the server is the computer that provides information or resources to the client computers as well as central administration for network functions such as printing. Most networks that have 10 or more nodes are client/server networks 
· Local administration: in a locally administered network, the configuration and maintenance of the network must be performed on each individual computer attached to the network. A peer-to-peer (P2P) network is an example. In a P2P network, each node connected on the network can communicate directly with every other node on the network. Thus, all nodes are equals
· An Ethernet network is so named because it uses the Ethernet protocol as the means by which the nodes on the network communicate
· The most commonly used wired Ethernet standard for home networks is the gigabit Ethernet standard
· Transmission media can be either wired or wireless; they establish a communications channel between the nodes on a network
· The type of net work and the distance between the nodes determines the types of cable used:
· Twisted-pair cable is made up of copper wires that are twisted around each other and surrounded by a plastic jacket. Example is normal telephone wire. A slightly different type of twisted pair cable, called unshielded twisted pair (UTP) cable is used for networks. UTP is composed of four pairs of wires twisted around each other to reduce electrical interference. 
· Coaxial cable consists of a single copper wire surrounded by layers of plastic
· Fiber-optic cable is made up of plastic or glass fibers that transmits data at extremely fast speeds
· The most popular transmission media options for wired Ethernet works is UTP cable
· The three main types of UTP cable you would consider using in wired Ethernet home networks and their data transfer rates are as follows:
· Cat 5E: cheapest, made before their current standard (outdated)
· Cat 6: best choice for home networking, more expensive than Cat 5E
· Cat 6a: ultra fast, unnecessary for most homes
· Wireless fidelity (WiFi) is a standard for wireless transmissions using radio waves to connect computing devices to wireless networks and the Internet 
· One network can support nodes with both wireless and wired connections
· For the different nodes on a network to communicate with each other and access the network, each node needs a network adapter. All desktop and laptop computers sold today contain network adapters installed INSIDE the device. This type of integrated network adapter is referred to as a network interface card (NIC)
· Data is sent through a network in bundles called packets. Network navigation devices, such as routers, facilitate and control the flow of data through a network
· A router transfers packets of data between two or more networks
· A switch acts like a traffic signal on a network 
Connecting to the Internet
· Broadband, often referred to as high speed internet, refers to a type of connection that offers a faster means to connect to the internet
· Cable internet is a broadband service that transmits data over the coaxial cables that also transmit cable television signals; however, cable TV and cable internet are separate services
· DSL (digital subscriber line) uses twisted-pair cable, the same as that used for regular telephones, to connect your computer to the internet. The bandwidth of the wires is split into three sections. One is used to carry voice data, and the other two to send and receive data separately at much higher frequencies that voice data
· Broadband type, transmission medium:
· Cable, coaxial cable
· DSL, copper wire phone line
· Fiber-optic, strands of pure glass or plastic
· Fiber-optic service uses fiber-optic lines, which are strands of optically pure glass or plastic that are as thin as a human hair. They’re arranged in bundles called optical cables and transmit data via light signals over long distances
· To take advantage of satellite internet, you need a satellite dish, which is placed outside your home and connected to your computer with coaxial cable, the same type of cable used for cable TV
· Mobile broadband connects you to the internet through the same cellular network that cell phones use to get 3G or 4G internet access
Installing and Configuring Home Networks
· Most home wireless routers can support up to 253 wireless connections at the same time, although most home networks have far fewer
· Network attached storage (NAS) devices are specialized devices designed to store and manage all network data. Although data can always be stored on individual hard drives in computers on a network, NAS devices provide for centralized data storage and access. They are similar to external hard drives
· A more sophisticated type of NAS is a home network server. Home network servers are specialized devices designed to store files, share files across the network, and back up files on computers connected to the network
· Home serves are more sophisticated functionally than NAS devices and often handle the following tasks:
· Automatically back up all computers connected to the networks
· Act as repository for files to be shared across the network
· Function as an access gateway to allow any computer on the network to be accessed from a remote location via the internet 
· A network ready device can be connected directly to a network, either through a wired or wireless connection
· A wireless range extender is a device that amplifies your wireless signal to extend to parts of your home that are experiencing poor connectivity
Securing Wireless Networks
· With a wired network, it’s fairly easy to tell if a hacker is using your network. However, wireless is much harder
· Piggybacking is connecting to a wireless network without the permission of the owner 
Chapter 9 – Securing Your System: Protecting Your Digital Data and Devices
Cybercrime and Identity Theft
· Cybercrime is any criminal actions perpetrated primarily through the use of a computer
· Cybercriminals are individuals who use computers, networks, and the internet to perpetrate crime
· The top four cybercrimes in 2011 were FBI-related scams, identity theft, non-auction/non-delivery of merchandise, and advance fee fraud
· Identity theft occurs when a thief steals personal information such as your name, address, SIN, birth date, bank account, and credit card information and runs up debts using your name
Protecting Yourself From Computer Viruses
· A computer virus is a computer program that attaches itself to another computer program (known as the host program and attempts to spread to other computers when files are exchanged
· A boot-sector virus replicates itself onto a hard drive’s master boot record. The master boot record is a program that executes whenever a computer boots up, ensuring that the virus will be loaded onto memory immediately, even before some virus protection programs can load 
· A logic bomb is a virus that is triggered when certain logical conditions are met, such as opening a file or starting a program a certain number of times. A time bomb is a virus that is triggered by the passage of time or on a certain date
· Although often called a virus, a worm is subtly different. Viruses require human interaction to spread, whereas worms take advantage of file transport methods, such as email or network connections, to spread on their own
· A script is a series of commands that is executed without your knowledge
· A macro virus is a virus that attaches itself to a document that uses macros 
· Email viruses use the address book in the victim’s email system to distribute the virus
· When encryption viruses infect your computer, they run a program that searches for common types of data files, such as Word files, and compresses them using a complex encryption key that renders your files unusable
· A polymorphic virus changes its own code or periodically rewrites itself to avoid detection
· A multipartite virus is designed to infect multiple file types in an effort to fool the antivirus software that is looking for it 
· Stealth viruses temporarily erase their code from the files where they reside and then hide in the active memory of the computer
· Antivirus software is specifically designed to detect viruses and protect your computer and files from harm
· You should run the software at least once a week
· The main functions of antivirus software are as follows:
· Detection: antivirus software looks for virus signatures (a portion of the virus code that’s unique to a particular computer virus)
· Stopping virus execution: it stops the program and quarantines it
· Prevention of future infection: most antivirus software will also attempt to prevent infection by inoculating key files on your computer. In inoculation, the antivirus software records key attributes about your computer files and keeps these statistics in a safe place on your hard drive
Protecting Digital Assets From Hackers
· A hacker is most commonly defined as anyone who unlawfully breaks into a computer system – either an individual computer or a network
· Some hackers go by different labels:
· A white-hat hacker (or ethical hackers) break into systems for non-malicious reasons such as to test system security vulnerabilities or to expose undisclosed weaknesses
· A black-hat hacker breaks into systems to destroy information or for illegal gain
· A grey-hat hacker are a mix between both, they often illegally break into systems merely to flaunt their expertise 
· A packet analyzer (sniffer) is a program deployed by hackers that looks at each packet as it travels on the internet – not just those addressed to a particular computer, but all packets coming across a particular network
· A Trojan horse is a program that appears to be something useful or desirable, like a game or a screen saver, but while it runs, it does something malicious in the background
· Backdoor programs and rootkits are programs that allow hackers to gain access to your computer and take almost complete control of it without your knowledge
· In a denial-of-service (DoS) attack, legitimate users are denied access to a computer system because a hacker is repeatedly making requests of that computer system through a computer he or she has taken over as a zombie
· Launching a DoS attack on a computer system from a single computer is easy to trace. Therefore, most savvy hackers use a distributed denial-of service (DDoS) attack
· A botnet is a large group of software programs that runs autonomously on zombie computers
· Logical ports are virtual communication gateways or paths that allow a computer to organize requests for information, such as web page downloads or email routing, from other networks or computers
· A firewall is a software program or hardware device designed to protect computers from hackers
· A firewall specifically designed for home networks is called a personal firewall
· Firewalls can be configured so that they filter out packets sent to specific logical ports in a process known as packet filtering
· Firewalls are also configured to ignore requests that originate from the internet asking for access to certain ports. This process is referred to as logical port blocking
· By using filtering and blocking, firewalls keep hackers from accessing your computer
· Firewalls use a process called network address translation (NAT) to assign internal IP addresses on a network. The internal IP addresses are used only on the internal network and therefore can’t be detected by hackers
· Passwords are important and creating difficult ones will keep your computer secure
· Besides passwords you can use a biometric authentication device which is a device that reads a unique personal characteristic such as fingerprint or the iris pattern in your eye and converts its pattern to a digital code
Managing Online Annoyances
· Malware is software that has a malicious intent. There are three primary forms of malware: adware, spyware, and viruses. Adware and spyware are not physically destructive like viruses and worms which can destroy data. Known collectively as gray ware, most malware is intrusive, annoying, or objectionable online programs that are downloaded to your computer when you install or use either online content such as a free program, game, or utility
· Adware is software that displays sponsored advertisements in a section of your browser window or as a pop up box. It’s considered a legitimate, though sometimes annoying, means of generating revenue for those developers who do not charge revenue for their software or information
· The two most frequently cited reasons for employee monitoring are to prevent theft and to measure productivity
· Cyberloafing, or cyberslacking, means using your computer for nonwork activities while you’re being paid to do your job 
· Spyware is an unwanted piggyback program that usually downloads with other software you install from the internet and that runs in the background of your system
· One type of spyware program known as a keystroke logger (key logger) monitors keystrokes with the intent of stealing passwords, login IDs, or credit card information
· Anti-spyware software detects unwanted programs and allows you to delete the offending software easily 
· Companies that send out spam – unwanted or junk email – find your email address either from a list they purchase or with software that looks for email addresses on the internet
· A spam filter is an option you can select in your email account that places known or suspected spam messages into a special folder
· Cookies are small text files that some websites automatically store on your hard drive when you visit them
Keeping Your Data Safe
· The data on your computer faces three major threats:
· Unauthorized access
· Tampering
· Destruction
· Backups are copies of files that you can use to replace the originals if they’re lost or damaged
· Two types of files need backups:
· Program files include files used to install software, usually found on DVDs or downloaded from the internet
· Data files include files you’ve created or purchased, such as research papers, spreadsheets, music and photo files, contact lists, address books etc.
· There are two main options for backing up files:
· An incremental backup (or partial backup) involves backing up only files that have changed or have been created since the last backup was performed
· An image backup (or system backup) means that all system, application, and data files are backed up not just the ones that have changed
· You have three main choices for where to backup your files:
· Online (in the cloud)
· External hard drives
· Network-attached storage (NAS) devices and home servers
· Social engineering is any technique that uses social skills to generate human interaction that entices individuals to reveal sensitive information
· Pretexting involves creating a scenario that sounds legitimate enough that someone will trust you
· The most common form of pretexting in cyberspace is phishing
· Phishing lures Internet users to reveal personal information such as credit card numbers, SIN, or other information that could lead to identity theft
· Pharming occurs when malicious code is planted on your computer, either by viruses or by your visiting malicious websites, which then alters your browser’s ability to find web addresses
· Scareware is a type of malware that downloads onto your computer and tries to convince you that your computer is infected with a virus or other type of malware
Protecting Your Physical Computing Assets
· Environmental factors (weather, humidity, conditions, drops) can ruin your computer since it’s delicate
· A surge protector is a device that protects your computer against power surges
· A more practical method than putting surge protectors on everything is to install a whole-house surge protector. Whole-house surge protectors function like other surge protectors, but they protect all electrical devices in the house
· You can put alarms on your devise to protect them as well 
Chapter 11: Behind the Scenes: Databases and Information Systems
Database Building Blocks
· A database is a collection of related data that can be stored, sorted, organized, and queried
· Categorizing, sorting, and filtering are key attributes of most databases
· For some simple tasks, lists are adequate rather than databases
· Data redundancy is the unnecessary repetition of information
· Data inconsistency is the errors that could occur due to information that isn’t updated etc.
· Essentially problems can occur because of: redundancy, inconsistency, inappropriate data, or incomplete data
· Databases provide several main advantages: they manage large amounts of data efficiently, they enable information sharing, and they promote data integrity 
· Databases are easy to share because of data centralization
· Data integrity means that the data contained in the database is accurate and reliable. Data centralization goes a long way toward ensuring data integrity 
· Databases can be more time consuming and expensive to set up and administer than lists 
· Databases are created and managed using a database management system (DBMS). A DBMS is specially designed application software that interacts with the user, other applications, and the databases to capture and analyze data. The four main operations of a DBMS are as follows:
· Creating databases and entering data
· Viewing (or browsing) and sorting data
· Querying (extracting data)
· Outputting data
· Databases have three main components:
· A database stores each category of information in a field. Fields are displayed in columns
· A group of related fields is called a record
· A group of related records is called a table/file
· The data dictionary (or database schema) is like a map of the database and defines the features of the fields in the database
· The attributes that define the data in the data dictionary include the following:
· The field name
· The data type
· The description of the field
· Any properties of that particular type of data
· The field size 
· These above attributes are metadata: data that describes others data
· Data tables can be set up using four basic steps:
· Input field names
· Define the data type for each field
· Set a maximum field size for the field
· Set a default value for a field, if necessary
· Some common data types include: text, memo, numeric, data/time, calculated, object, hyperlink
· To keep records distinct, each record must have one field that has a value unique to that record (known as a primary key field) 
· Normalization is the process to ensure data is organized most efficiently
Database Types
· The three types of databases currently in use relational, object-oriented and multidimensional
· Relational databases operate by organizing data into various tables based on logical groupings. In relational databases, a link between tables that defines how the data is related is referred to as a relationship
· The common field in the related table is called a foreign key
· To keep data synchronized, you can enforce referential integrity which means that for each value in the foreign key table there is a corresponding value in the primary key table
· A relationship in relational databases can take one of three forms:
· One-to-many relationship is characterized by a record appearing only once in one table while having the capability of appearing many times in a related table. 
· One to one relationship indicates that for each record in a table there is only one corresponding record in a related table
· A many-to-many relationship is characterized by records in one table being related to multiple records in a second table and vice versa
· An object oriented database stores data in objects rather than in tables. Objects contain not only data but also methods for processing or manipulating that data. This allows object-oriented databases to store more types of data than relational databases and to access that data faster
· Object-oriented databases are more adapt at handling unstructured data such as audio clips, video clips, pictures etc. Data of this type is known as binary large object (BLOB) because it’s encoded in binary form. In comparison. Relational databases are best for the storage of structured (analytical) data
· A query language is a specially designed computer language used to manipulate data in or extract data from a database
· Many object oriented databases use object query language (QQL) which is similar in many respect to SQL (structured query language) which is a standard language used to construct queries to extract data from relational databases 
· A multidimensional database stores data that can be analyzed from different perspectives, called dimensions. They organize data in a cube format. The two main advantages of these are:
· They can be customized to provide information to a variety of users (based on their needs)
· They can process data much faster than pure relational databases can
Database Functions
· Input forms are used to control how new data is entered into a shared database
· Validation is the process of ensuring that data entered into a field meets specified guidelines 
· A validation rule is generally defined as part of the data dictionary and is specified in the field properties for each field
· Common validation rules include the following:
· A range check ensures that the data entered into the field falls within a certain range of values. For instance, you could set a field constraint (a property that must be satisfied for an entry to be accepted into the field) to restrict the rate of pay to fall within a certain range 
· A completeness check ensures that all required fields have been completed
· A consistency check compares the values of data in two or more fields to see if those values are reasonable
· An alphabetic check confirms that only textual characters are entered in a field. A numeric check confirms that only numbers are entered in the field
· There are two ways to display only those records that match particular criteria:
· A filter temporarily displays records that match certain criteria. When you apply a filter, you can’t save the results, so filters are useful if you don’t need to view the results frequently
· A database query is a way of retrieving information that defines a particular subset of data
Database Warehousing and Storage
· A data warehouse is a large scale of collection of data that contains and organizes in one place all the data from an organization’s multiple databases. Data in the data warehouse is organized by subject
· Data warehouse is time-variant data, meaning it doesn’t all pertain to one period in time
· Source data for data warehouses can come from three places:
· Internal sources
· External sources
· Clickstream data (software used on company websites to capture information about each click that users make as they navigate through the site)
· Data staging consists of three steps:
· Extraction of the data from source databases
· Transformation (reformatting) of the data
· Storage of the data in the data warehouse 
· Online analytical processing (OLAP) software provides standardized tools for viewing and manipulating data in a data warehouse
· Small slices of the data warehouse, each called a data mart, are often created so that companies can analyze a related set of data that are grouped together and separated out from the main body of the data in the data warehouse
Business Intelligence Systems
· An information system is a software based solution used to gather and analyze information
· Most information systems fall into one of five categories:
· Office support system
· Transaction processing system
· Management information systems
· Decision support systems
· Enterprise resource planning (ERP) systems
· Business intelligence systems are used to analyze and interpret data in order to enable managers to make informed decisions about how best to run a business. Data warehouses and data marts are key components of business intelligence systems because they enable access to information gathered from multiple sources 
· An office support system (OSS) is designed to improve communications and assist employees in accomplishing their daily tasks (e.g. Microsoft Office)
· A transaction processing system (TPS) keeps track of everyday business activities
· Batch processing means that transaction data is accumulated until a certain point is reached and then several transactions are processed at once
· Real time processing means that the database is updated while the transaction is taking place. This online action processing (OLTP) ensures that the data in the TPS is current 
· A management information system provides timely and accurate information that enables managers to make critical business decisions
· MIS’s generate three types of reports:
· A detail report provides a list of the transactions that occurred during a certain time period 
· A summary report provides a consolidated picture of detailed data 
· An exception report shows conditions that are unusual or that need attention by system users 
· A decision support system (DSS) is another type of business intelligence system designed to help managers develop solutions for specific problems
· A model management system is software that assists in building management models in DSSs
· A knowledge based system provides intelligence that supplements the user’s own intellect and makes the DSS more effective. It could be an expert system that tries to replicate the decision-making processes of human experts in order to solve specific problems
· A natural language processing (NLP) system enables users to communicate with computer systems using a natural spoken or written language instead of using a computer programming language. Artificial intelligence (AI) is the branch of computer science that deals with the attempt to create computers that think like humans 
· Fuzzy logic enables the interjections of experiential learning into the equation by considering probabilities
· An enterprise resource planning (ERP) system is a software system that accumulates in a central location all information relevant to running a business and makes it readily available to whoever needs it to make decisions 
Data Mining
· Data mining is the process by which great amounts of data are analyzed and investigated
· The main reason businesses mine data is to understand their customers better
· Managers make their data more meaningful through the following techniques:
· Classification (before mining, managers define data classes they think will be helpful in spotting trends)
· Estimation (when managers classify data, the record either fits the classification criteria or it doesn’t, estimating enables managers to assign a value to data based on some criterion) 
· Affinity grouping (when mining data, managers can determine which data goes together)
· Clustering (involves organizing data into similar subgroups)
· Description/visualization (often the purpose of data mining is to describe data so that mangers can interpret it in new and different ways 
Chapter 12 – Behind the Scenes: Networking and Security in the Business World
Client/Server Network Basics
· Businesses use client/server networks because data flows more efficiently than in P2P networks
· P2P’s are also not used because they get difficult to administer in large numbers (as most businesses usually are)
· Client/server networks also have increased scalability (means that more users can be added easily without affecting the performance of the network nodes)
· An intranet is a private networks et up by a business or an organization that’s used exclusively by a select group of employees, customers, suppliers, volunteers, or supporters
· An area of intranet that only certain corporations of individuals can access is called an extranet. Extranets are useful for enabling electronic data interchange (EDI), which allows the exchange of large amounts of business data in a standardized electronic format
· Intranets and extranets often use virtual private networks to keep information secure. A virtual private network (VPN) uses the public internet communications infrastructure to build a secure, private network among various locations
· The main technology for achieving a VPN is called tunneling. In tunneling, data packets are placed inside other data packets. The format of these external data packets is encrypted and can be understood only by the sending and receiving hardware, which is known as a tunnel interface 
· The key components of a client/server network are as follows:
· Servers
· Network topologies
· Transmission media
· Network adapters
· Network navigation devices
· A network operating system
Servers and Network Topologies
· A dedicated server is a server used to fulfill one specific function, such as handling email. Any task that’s repetitive or demands a lot of time from a computer’s processor (CPU) is a good candidate to relegate to a dedicated server
· An authentication server is a server that keeps track of who is logging on the network and which services on the network are available to each users
· A file server is a server that stores and manages files for network users
· Printer servers manage all client-requested printing jobs for all printers on a network, which lets client computers complete more productive work by relieving them of printing duties 
· A print queue is a software holding area for print jobs
· An application server acts as a repository for application software, when a client computer connects to the network and request an application, the application server delivers the software to the client computer 
· A database server provides client computers with access to information stored in databases
· The sole function of an email server is to process and deliver incoming and outgoing email
· A communication server handles all communications between the network and other networks, including managing Internet connectivity
· A web server is used to host a website so that it will be available through the Internet
· Cloud servers are servers that are maintained by hosting companies, and that are connected to networks via the Internet
· Network topology refers to the physical or logical arrangement of computers, transmission media (cable), and other network components. Physical topology refers to the layout of the “real” components of the network, whereas logical topology refers to the virtual connections among network nodes 
· A protocol is a set of rules for exchanging communications
· In a bus (or linear bus) topology, all computers are connected in sequence on a single cable. It is largely a legacy technology
· Data collisions, which happens when two computers send data at the same time and sets of data collide somewhere in the connection media are a problem on all networks. A limitation of bus networks is that data collisions can occur fairly easily because a bus network is essentially composed of one main communication medium (a single cable) 
· Because two signals transmitted at the same time on a bus network may cause a data collision, an access method has to be established to control which computer is allowed to use the transmission media at a certain time 
· The devices attached to a bus network do nothing to move data along the network. This makes a bus network a passive topology. The data travels the entire length of the medium and is received by all network devices. 
· A terminator is a device that absorbs a signal so that it’s not reflected back onto parts of the network that have already received it
· The simplicity and low cost of bus network topology are its key advantages. The major disadvantage is that if there is a break in the cable, the bus network is effectively disrupted because some computers are cut off from others on the network
· The computers in a ring/loop topology are laid out in a configuration resembling circle
· Data flows around the circle from device to device in one direction only. Because data is passed using a special data pocket called a token, this type of topology was once commonly called a token-ring topology. Only one computer can have the “token” at a time to send data 
· A ring topology is an active topology which means that nodes participate in moving data through the network
· A ring topology provides a fairer allocation of network resources that does a bus topology. One disadvantage is that if one computer fails, the entire network can come to a halt because the failed computer is unavailable to retransmit tokens and data
· A star topology is the most widely deployed client/server network topology because it offers the most flexibility for a low price. The nodes connect to a central communications device called a switch in a pattern resembling a star
· The switch receives a signal from the sending node and retransmits it to the node on the network that needs to receive the signal
· Because most start networks are Ethernet networks, they use CSMA/CD to avoid data collisions
· A jam signal is a signal sent to alert all nodes that a collision has occurred
· The major advantage of star networks are:
· The failure of one computer doesn’t affect the rest
· It’s easy to add nodes
· Performance remains acceptable even with large numbers of nodes
· Centralizing communications through a switch makes troubleshooting and repairs easier
· The disadvantage used to be the cost but the price since fallen
· Combining multiple topologies into one network is known as constructing hybrid technology
Transmission Media
· Transmission media, whether for wired or wireless communications, compromise the physical system that data takes to flow between devices on the network. Without transmission media, network devices would be unable to communicate 
· Wired connections are popular in business networks because they generally provide higher throughput and better security than wireless connections. Desktop computers still provide more computing power for less money than laptops, which makes desktop computers popular choices for business networks 
· For business networks, the three main cable types that are used are twisted-pair, coaxial, and fiber optic. Thee same six factors always need to be considered when choosing a cable: maximum run length, bandwidth, bend radius, cable cost, installation cost, and interference
· Signals traveling down a cable are subject to two types of interference:
· Electromagnetic interference (EMI), which is caused when the cable is exposed to strong electromagnetic fields, can distort or degrade signals on a cable
· Radio frequency interference (RFI), which is usually caused by broadcast sources (TV) located near the network 
· Coaxial and twisted-pair cables are more subject to interference. Fiber-optic is immune to interference because EMI and RFI don’t affect light waves
· Twisted-pair cable consists of pair of copper wires twisted around each other and covered by a protective sheath. If the twisted-pair cable contains a layer of foil shielding to reduce interference, it’s called shielded twisted-pair (STP) cable 
· Coaxial cable consists of four main components:
· A core (usually copper) is in the very center and used for transmitting the signal
· A solid layer of nonconductive insulating material surrounds the core 
· A layer of braided material shielding covers the insulation to reduce the interference with signals traveling in the core
· An external jacket of lightweight plastic covers the internal cable components to protect them from damage 
· A fiber optic cable is composed of the following:
· A glass fiber through which the data is transmitted
· A protective layer of glass or plastic cladding wrapped around the core to protect it
· For additional protection, an outer jacket made of durable material
· The best medium for business networks depends on the topology selected, the length of the cable runs needed, the amount of interference present, and the need for wireless connectivity
Network Adapters and Network Navigation Devices
· Network adapters are devices that perform certain tasks to enable nodes to communicate on a network
· Network adapters perform three critical functions:
· They generate high-powered signals to enable network transmissions
· They’re responsible for breaking the data into packets and receiving and transmitting data
· They act as gatekeepers for information to and from the client computer
· A computing device that connects to a network using a wireless access needs to have a special network adapter card, called a wireless network interface card (wireless NIC) installed in it
· A wireless access point (WAP) gives wireless devices a sending and receiving connection point to the network 
· Special communications software called a device driver is installed on all client computers in the client/server network
· Each network adapter has a physical address, similar to serial number on an appliance. This address is called a media-access control (MAC) address, and it’s made up of six two-position characters 
· MAC addresses and IP addresses are not the same thing
· Sometimes groups of data packets are sent together in a package called a frame
· A switch makes decisions, based on the MAC address of the data, as to where the data is to be sent and rebroadcasts it to the appropriate network node.
· Switches are needed for all networks
· A bridge is a device that’s used to send data between different collision domains, depending on where the recipient device is located
· A router is designed to send information between two networks
Network Operating System
· Special software known as a network operating system (NOS) needs to installed on each client computer and server that that’s connected to the network to provide the services necessary for them to communicate
Client/Server Network Security
· A major advantage that client/server networks have over P2P networks is they offer a higher level of security
· Threats can be classified into three main groups:
· Human errors and mistakes
· Malicious human activity
· Natural events and disasters
· Authentication is the process whereby users prove they have authorization to use a computer network
· A possessed object is any object that users carry to identify themselves and that grants them access to a computer system or computer facility
· Attempting to access an account by repeatedly trying different passwords is known as a brute force attack
· A number of different devices can be used to physically control access:
· An access card reader is a relatively cheap device that reads information from a magnetic strip on the back of a credit card-like access card, such as a student ID card 
· A biometric authentication device uses a unique characteristic of human biology to identify authorized users (e.g. fingerprint)
· A well-defined business network needs a firewall to prevent hackers just like any other network
· Packet screening involves hacking an external screening router examining incoming data packets to ensure that they originated from or are authorized by valid users on the internal network 
· To increase security further, most large networks add a bastion host, which is a heavily secured server located on a special perimeter network between the company’s secure internal network and the firewall
· A honey pot is a computer system that’s set up to attract unauthorized users by appearing to be a key part of the network or a system that contains something of great value
· A proxy server acts as a go-between, connecting computers on the internal network with those on the external network (the internet) 
Chapter 8 – Digital Devices and Media: Managing a Digital Lifestyle
Digital Convergence
· Digital convergence, the use of a single unifying device to handle media, internet, entertainment, and telephony needs, is exemplified in the range of devices now on the market
Telephony: Smartphones and Beyond
· Telephony, the use of equipment to provide voice communications over a distance, has shifted from an analog science to a digital one
· All phones that use mobile, cellular technology can be called cellular phones. Although many cell phones on the market are considered smart phones, less powerful cell phones are available. Called feature phones, these inexpensive phones have modest processors, simple interfaces, and often no touch screens
· All cell phones (smartphones and feature phones) have the same components as any computer: a processor, memory, and input and output devices
· Cellphones require their own application software. So, in effect, all cell phones are computers
· The processor in a cell phone is not as fast as a desktop computer but is still responsible for a great number of tasks
· Many OS are available for cell phones such as Android OS, iOS, Windows 8
· Your phone’s memory stores all of the phone’s information and programs
· The primary input devices for a smartphone are its microphone and touch pad. Cell phone output devices include a speaker and a LCD display.
· A set of connected “cells” makes up a cellular network. Each cell is a geographic area centered on a base transceiver station, which is a large communications tower with antennas, amplifiers, receivers, and transmitters
· When you place a call on a cell phone, a base station picks up the request for service. The station then passes the request to a central location called a mobile switching center
· When you speak into a cell phone, a series of digital processing steps occur:
· Sound enters the microphone as a sound wave. An analog-to-digital converter chip converts your voice’s sound waves into digital signals
· Next, the digital data must be compressed into the smallest possible space so that it will transmit more quickly to another phone. The phone’s processor can’t process this so the digital signal processor is a specialized chip that handles the compression work
· Finally, the digital data is transmitted as a radio wave through the cellular network to the destination phone
· The process of updating your data so your to-do lists, schedules, and other files on your cell phone and computer are the same is called synchronizing, or syncing. There are two main ways to transfer information between your phone and computer:
· Wired: Use a micro SD card or a USB cable to directly transfer data
· Wireless: use a wireless connection to transfer data 
· Bluetooth technology uses radio waves to transmit data signals over distances up to approximately 300 feet. Another way to wirelessly transfer data tot your phone is to use a wireless connection to a cloud service
· Short message service (SMS) often called text messaging, is a technology that lets you send short text messages over cellular network
· An extension of SMS is called multimedia message service (MMS) that lets you send messages that include text, sound, images, and video clips to other phones or email addresses
· There are two ways smartphones can connect to the internet:
· Using a WiFI network
· Using the cellular phone system (3G or 4G) 
· A major advantage of Wifi is that if offers a faster data-transfer speed. However, there may not always be a wifi signal available where you are. 
· Just as you have an Internet service provider (ISP) for internet access for your desktop or laptop computer, you must have a wireless internet service provider (or wireless ISP) to connect your smartphones to the internet
· An internet connectivity plan is known as a data plan
· Although broadband speeds of 50 megabits per second are achievable at home using a cable or fiber-optic connection, your smartphone will connect at much lower speeds (4 to 5 mbps)
· Currently, there are two cellular data-transfer standards:
· 3G: 3G brought mobile devices data-transfer rates as high as 3.8 mbps. 3G is more reliable than wifi and is less susceptible to interference. 3G blankets most major urban areas with connectivity
· 4G: 4G networks are now rolling out across the US. It includes connection speeds of up to 100 mbps but currently can only deliver 6 to 11 mbps
· Another approach to create a wifi hotspot for other devices is tethering, which makes sure that as longa s you have a 3G/4G signal, your computer can access the internet even when it tells you there are no available wireless networks
· Viruses can indeed affect smartphones
· A fully digital phone service called Voice over Internet Protocol (VoIP) is available that is more reliable than cell phone service
· VoIP is low cost, portable but has some drawbacks:
· Some quality and sound issues
· Loss of service if power is interrupted
· Security risks
· The global positioning system (GPS) is a network of 21 satellites that constantly orbits the earth and sends satellite signals to give people their current position and directions 
· GPS allows parents to track their children’s phones whereabouts
Tablets, Netbooks, and Ultrabooks
· Tablets are very light, very portable devices
· The main difference between any tablet and a smartphone is screen size
· Cell phones and tablets have similar features:
· Similar operating system
· Similar processors
· Touch-screen interface
· Long battery life
· Similar software applications
· Similar internet connectivity
· Bluetooth 
· Tablets can’t make cell phone calls but make audio or video phone calls
· A tablet runs a mobile US, a netbook on the other hand, uses a full traditional OS like windows 8
· The processing power and memory on a netbook makes it difficult to run software that does a lot of computation
· Ultrabooks are a new category of full-featured computers that focus on offering a very thin, lightweight computing solution
· Whereas tablets share a lot in common with smartphones, Ultrabooks are lightweight laptops
· Use three factors in determining your choice of device:
· Screen size and style of keyboard
· Weight
· Number of devices 
Digital Defined
· Any kind of information can be digitized (measured and converted to a stream of numeric values)
· These sound and light waves are called analog waves or continuous waves. They illustrate the loudness of a sound or the brightness of the colors in an image at a given moment in time
· Digital information can be distributed easily and reproduced exactly which is huge advantage over analog format
Digital Media
· Electronic text is textual information captured digitally so that it can be stored, manipulated, and transmitted by electronic devices 
· E-Readers are devices that display e-text and have supporting tools like note taking and integrated dictionaries
· One big allure of digital publishing is distribution
· There are two popular technologies used for representing digital text:
· Electronic ink is a very crisp, sharp gray scale representation of text. E ink gives great contrast and is much easier to read in direct sunlight
· Backlit monitors illuminate themselves and can display color materials like magazines, with great clarity and full color but can hard to use in bright, direct sunlight
· Digital music is created by:
· Playing music creates analog waves
· A microphone feeds the sound waves into a chip called an analog-to-digital converter inside the recording device
· The ADV digitizes the waves into a series of numbers
· This series of numbers can be recorded onto CDs, DVDs, saved in a file, or sent electronically
· On the receiving end, a playback device such as a mobile device or a DVD player is fed that same series of numbers. Inside the playback device is a digital-to-analog converter (DAC),a  chip that converts the digital numbers to a continuous analog wave
· That analog wave tells the receiver how to make the speaker cones to reproduce the original waves, resulting in the same sound as the original
· The sampling rate specifies the number of times the analog wave is measured each second. The higher the sampling rate, the more accurately the original wave can be re-created 
· MP3, AAC, WMA are some examples of file types to store digital music
· To get music without paying you can either find free music or ones that are DRM-free music, which is music without any digital right-management (DRM) so you can download it legally 
· Analog cameras use chemicals and films whereas digital cameras capture images on electronic sensory called charge-coupled device (CCD) arrays and then converts those images to digital data, long series of numbers that represent the color and brightness of millions of points in the image
· The overall image quality is determined by many factors:
· The quality of the lens used
· The file format and compression used
· The color management software included
· The camera’s resolution, or the number of data points it records for each image captured
· A digital camera’s resolution is measured in megapixels (MP)
· The most common file types supported by digital cameras are raw uncompressed data (RAW) and joint photographic experts group (JPEG)
· You can use a scanner to turn your hand-drawn sketches or old photos into digital files
· If you want to print photos, you have two main options:
· Use a photo printer
· Use a photo-printing device 
· A codec is a rule, implemented in either software or hardware, that squeezes the same audio and video information into less space
· HD stands for high definition. It is a standard of digital television signal that guarantees a specific level of resolution and a specific aspect ratio, which is the rectangular shape of the image
· You can also use a webcam to stream live video to sites that will broadcast it over the internet
Chapter 10 – Behind the Scenes: Software Programming
The Importance of Programming
· A career in programming offer many advantages – jobs are plentiful, salaries are strong, and telecommuting is often easy to arrange
· Knowing programming increases your productivity and efficiency in using a computer
The Life Cycle of an Information System
· An information system includes data, people, procedures, hardware, and software that help in planning and decision making
· Because teams of people are required to develop information systems, there needs to be an organized process to ensure that development proceeds in an orderly fashion
· Therefore a process often referred to as the system development life cycle (SDLC) is used
· There are six steps in the common SDLC model:
· Problem and opportunity identification
· Analysis
· Explore the problem or need in depth and develop a program specification. The program specification is a clear statement of the goals and objectives of the project 
· Design
· Generates a detailed plan for programmers to follow
· Flowcharts are visual diagrams of a process, including the decision that needs to be made along the way 
· Data-flow diagrams trace all data in an information system from the point at which data enter the system to its final resting place 
· Development
· Actual programming takes place
· The first part of the product development cycle 
· Testing and Installation
· Maintenance and Evaluation
· Some people criticize the waterfall model for taking too long to provide actual working software to the client. This may contribute to scope creep, an ever changing set of requests from clients for additional features as they wait longer and longer to see a working prototype
The Life Cycle of a Program
· Programming is the process of translating a task into a series of commands a computer will use to perform the task 
· Each programming project follows several stages, from conception to final development. This process is sometimes referred to as the program development life cycle (PDLC) 
· Describing the problem
· Making a plan
· The steps are known as an algorithm
· Coding
· Debugging
· Testing and Documentation
· The problem statement is the starting point of programming work. It’s a clear description of what tasks the computer program must accomplish and how the program will execute those tasks and respond to unusual situations
· Tasks that are repetitive, work with electronic information, and follow a series of clear steps are good candidates for computerization 
· Computers can’t yet act with intuition or be spontaneously creative. They can only follow instructions and algorithms
· The goal in creating a useful problem statement is to have programmers interact with users to describe three things relevant to creating a useful program:
· Data is the raw input that users have at the start of the job
· Information is the result, or output, that the users require at the end of the job 
· Method, described precisely, is the process of how the program converts the inputs into the correct outputs
· In the problem statement, programmers also must describe what the program should do if the input is invalid or just gibberish. This part of the problem statement is referred to as error handling
· The problem statement also includes a testing plan that lists specific input numbers the programmers would typically expect the user to enter
· The testing plan can’t list every input the program could ever encounter. Instead, programmers work with users to identify the categories of inputs that will be encountered, find a typical example of each input category, and specify what kind of output must be generated
· Once programmers understand exactly what the program must do and have created the final problem statement, they can begin developing a detailed – algorithm – a set of specific, sequential steps that describe in natural language exactly what the computer program  must do to complete its task 
· Although the term algorithm may sound like it would only fall under the domain of computing, you design and execute algorithms in your daily life
· Algorithms are limited because not all programs can be described as a fixed sequence of predetermined steps; some involve random and unpredictable events 
· Programmers have several visual tools at their disposal to help them document the decision points and flow of their algorithms
· Flowcharts provide a visual representation of the patterns the algorithm comprises
· Pseudocode is a text-based approach to documenting an algorithm. In pseudocode, words describe the actions that the algorithm will take
· Algorithms include decision points, places where the program must choose from a list of actions based on the value of a certain input
· There are two main types of decision that change the flow of an algorithm:
· Binary decisions: one decision point that appears often in algorithms is like a fork in the road. Such decision points are called binary decision because they can be answered in one of only two ways: yes (true) or no (false)
· Loops: a second decision point that often appears in algorithm is a repeating loop. In a loop, a question is asked, and if the answer is yes, a set of actions is performed 
· There are three important features to look for in a loop:
· A beginning point, or initial value
· A set of actions that will be performed
· A test condition, or a check to see whether the loop is completed
· Control structures is the general term used for keywords in a programming language that allows the programmer to direct the flow of the program based on a decision
· Several different methodologies have been developed to support programmers, including top-down design and object-oriented analysis 
· Top-down design is a systematic approach in which a problem is broken into a series of high-level tasks. In top-down design; programmers apply the same strategy repeatedly, breaking each task into successively more detailed subtasks 
· With object-oriented analysis, programmers must first identify all the categories of inputs that are part of the problem the program is meant to solve. These categories are called classes. With the object-oriented approach, the majority of design time is spent identifying the classes required to solve the problem, modeling them, and thinking about what relationship they need to be able to have with each other
· Classes are defined by:
· Information (data) with the class
· Actions (methods) associated with class
· Classes are often characterized as nouns whereas methods are often characterized as verbs 
· Programmers may need to create several different examples of a class. Each of these examples is an object
· An important aspect of object-oriented design is that it leads to reusability. Object-oriented analysis forces programmers to think in general terms about their problem, which tends to a lead more general an reusable solutions 
· Inheritance means that a new class can automatically pick up all the data an methods of an exiting class and then can extend and customize those to fit its own specific need 
· The original class is called the base class, and the new, modified class is called the derived class
· Once programmers create an algorithm, they select the best programming language for the problem and then translate the algorithm into a programming language. Translating an algorithm into a programming language is the act of coding. Programming languages are somewhat readable by humans but then are translated into patterns of 1s and 0s to be understood by the CPU 
· A programming language is a kind of code for the set of instructions the CPU knows how to perform
· Programming languages are classified into several major groupings, sometimes referred to as generations
· There are five major categories of languages:
· A first generation language (1GL) is the actual machine language of a CPU, the sequence of bits (1s and 0s) that the CPU understands
· A second-generation language (2GL) is also known as an assembly language. Assembly language allows programmers to write their programs using a set of short, English-like commands that speak directly to the CPU and that give the programmer direct control of hardware resources 
· A third generation language (3GL) uses symbols and commands to help programmers tell the computer what to do. This makes 3GL languages easier for humans to read and remember. Most programming languages today, including BASIC, FORTRAN, COBOL, C/C++, and Java, are considered third generation 
· Fourth generation languages (4GL) include databases query languages and report generators. Structured Query Language (SQL) is a database programming language that is an example of 4GL. 
· Fifth generation language (5GL) are considered the most “natural” of languages. In 5GL, a problem is presented as a series of facts or constraints instead of as a specific algorithm 
· Programmers can use assembly language but the advantage of higher level programming language is that they allow programmers to think in terms of the problem they’re solving rather than having to worry about the internal design and specific instructions available for a given CPU 
· Higher level programming languages offer portability – the capability to move a completed solution easily from one type of computer to another
· Each input and each output item that the program manipulates, also known as a variable, needs to be announced early in the program so that memory space can be set aside. A variable declaration tells the operating system that the program needs to allocated storage space in RAM 
· Programmers often insert a comment into program code to explain the purpose of a section of code, to indicate the date they wrote the program, or to include other important information about the code so that fellow programmers can more easily understand and update it 
· Compilation is the process by which code is converted into machine language – the language the CPU can understand
· A compiler is a program that understands both the syntax of the programming language and the exact structure of the CPU and its machine language 
· It can “read” the source code, which comprises the instructions programmers have written in the higher-level language, and can translate the source code directly into machine language – the binary patterns that will execute commands on the CPU
· An executable program, the binary sequence that instructs the CPU to run their code, can’t be read by human eyes because they’re pure binary codes
· An interpreter translates the source code into an intermediate form, line by line. Each line is then executed as it’s translated. The compilation process takes longer than the interpretation process because in compilation, all the lines or source code are translated into machine language before any lines are executed
· An integrated development environment (IDE) is a development tool that helps programmers write and test their programs 
· Code editing is the step in which a programmer physically types the code into the computer. An IDE includes an editor, a special tool that helps programmers as they enter the code, highlighting keywords and alerting the programmers to typos 
· The process of running the program over and over to find and repair errors and to make sure the program behave in the way it should is termed debugging 
· Logical errors are ones that are caught only when the program executes
· Another kind of error caught when the program executes is a runtime error
· Most IDE’s include a tool called a debugger that helps programmers dissect a program as it runs
· Before its final commercial release, software is often provided free or at a reduced cost in a beta version to certain test sites or to interested users 
· The manufacturer will make changes before releasing the product to other manufacturers, for installation on new machines for example. That point in the release cycle is called release to manufacturer (or RTM). After the RTM is issued, the product is in general availability and can be purchased by the public 
· Users often uncover problems in a program even after its commercial release to the public. These problems are addresses with the publication of software or updates, or service packs 
· Once testing is complete, but before the product is officially released, the work of documentation is still ahead 
Many Languages for Many Projects
· One quick way to determine which languages are popular is to examine job postings for programmers
· A good introductory programming course will emphasize many skills and techniques that will carry over from one language to another
· Pascal is the only modern language that was specifically designed as a teaching language, but it’s not longer taught frequently at the college level 
· A programming team considers several factors before selecting the language it will use for a specific project:
· Space available 
· Speed required
· Organization resources available
· Types of target application
· Visual programming helps programmers produce a final application much more quickly 
Exploring Programming Languages
· Programmers often build a prototype, or small model, of their program at the beginning of a large project 
· Prototyping is a form of rapid application development (RAD) an alternative to the waterfall approach of system development
· Instead of developing detailed system documents before they product the system, developers create a prototype first, then generate system documents as they use and remodel the product
· Prototypes for Windows applications are often coded in Microsoft Visual Basic (VB),  a powerful programming language used to build a wide range of Windows applications
· A windows applications that demand raw processing power to execute difficult repetitive numerical calculations is most often a candidate for C/C++
· The predecessor of C++, C, was originally developed for system programmers. It was defined as a language that would make accessing the operating system easier  
· The C++ language takes C to an object-oriented level
· Neither C nor C++ was developed to be a teaching language
· Java would be a good choice for applications that need to collect information from networked computers. Microsoft released a language named C# that competes with Java 
· An attractive feature of Java is that it’s architecture neutral. This means that Java code needs to be complied only once, after which it can run on many CPUs
· Objective C is the language most often used to program application to run under OS X
· Tags control how a web browser will display the text, images, and other content tagged in Hypertext Markup Language (HTML)
· A scripting language is a simple programming language that’s limited to performing  asset of specialized tasks
· JavaScript is a scripting language that’s often used to add interactivity to web pages
· Programmers who are more familiar with Visual Basic than Java or C++ often use VBScript to introduce dynamic decision making into web pages. Dynamic decision making means that the page can decide how to display itself based on the choice the reader makes
· To build websites with interactive capabilities, programmers use Active Server Pages (ASP,  JavaServer Pages (JSP), or the scripting language PHP (hypertext pre-processor) to adapt the HTML page to the user’s selections
· Adobe Flash is a software product for developing web-based multimedia 
· Flash includes its own programming language, named ActionScript, which is similar to JavaScript in its keywords, operators, and classes 
· Advances, such as AJAX and the continued evolution of HTML5, allow the creation of web applications that can update information on a page without requiring the user to do a page refresh or leave the page
· The markup language is called eXtensible Markup Language (XML) enables designers to define their own data-based tags, making it much easier for a website to transfer the key o information on its page to another site 
Chapter 13 – Behind the Scenes: How the Internet Works
The Management of the Internet
· The local networks that constitute the Internet are owned by different entities, including individuals, universities, government agencies, and private companies
· Several nonprofit organizations and user groups, each with a  specialized purpose, are responsible for the Internet’s management
· Internet originally evolved out of defense projects so it used to be managed by US government contractors but now it’s a global thing so it needs to be globally managed
· The National Science Foundation (NSF), which is a US government funded agency, still pays for a large portion of the Internet’s infrastructure and funds research and development for new technologies. The primary source of NSF funding is federal taxes
Internet Networking, Data Transmissions, and Protocols
· The main paths of the Internet, along which data travels the fastest, are known collectively as the internet backbone. The internet backbone is a collection of large national and international networks, most of which are owned by commercial, education, or governmental organizations
· A backbone is typically a high-speed fiber-optic line, designated as an optical carrier (OC) line
· Backbone ISP’s initially connected with T lines. A T line carried digital data over twisted-pair cables
· The bandwidth of the connections between ISPs and end users depends on the amount of data traffic required
· ISPs like Verizon and Comcast are connected together through an Internet exchange point (IXP). A typical IXP is made up of one or more network switches to which ISPs connect
· Individual internet users enter an ISP through a point of presence (POP), which is a bank of modems, servers, routers, and switches through which many users can connect to an ISP simultaneously. ISPs maintain multiple POPs throughout the geographic area they serve 
· The majority of the internet communications follows the client/server model of network communications. Various types of servers from which clients can request services are deployed on the networks that make up the internet:
· Web servers
· Commerce servers
· File servers
· A computer protocol is a set of rules for exchanging electronic information
· The idea of a protocol is that anyone can use it on his or her computer system and be able to communicate with any other computer using the same protocol
· To accomplish the early goals of the internet, protocols needed to be written and agreed on by users. Each protocol had an open system, meaning its design would be made public for access by any interested party. This was in direct opposition the proprietary system model that was the norm at the time 
· Agreeing on common standards was relatively easy
· The tough part was developing a new method of communication because the technology in the 1960s – circuit switching – was inefficient for computer communication
· In circuit switching, a dedicated connection is formed between two points (such as two people on phones), and the connection remains active for the duration of the transmission
· This method of communication is important when communications must be received in the order in which they’re sent, like phone conversations
· When applied to computers, however, circuit switching is inefficient because for computers either the circuit would have to remain open, and therefore unavailable to any other system, with long period of inactivity, or it would have to be reestablished for each burst 
· Packet switching is the communications methodology that makes computer communication efficient
· With packet switching, data is broken into smaller chunks called packets which are sent over various routes at the same time
· At a minimum, all packets must contain the following:
· An address to which the packet is being set
· The address from where the packet originates
· Reassembly instructions, if the original data is split between packets
· The data that’s being transmitted
· Although many protocols are available on the internet, the main suite of protocols used is TCP/IP. The suite is named after the original two protocols that were developed for the internet: The Transmission control protocol (TCP) and internet protocol (IP). Although most people think that the TCP/IP suite consist of only two protocols, it actually comprises many interrelated protocols 
· The internet protocol (IP) is responsible for sending the information from one computer to another 
Internet Identity: IP Addresses and Domain Names 
· An IP address is a unique identification number that defines each computer, service, or other device connected to the internet
· IP addresses must be registered with the Internet Corporation for Assigned Names and Numbers (ICANN) to ensure they’re unique and haven’t been assigned to other users. ICANN Is responsible for allocating IP addresses to network administrators
· An IP address in this form is called a dotted decimal number/dotted quad (197.169.73.63) while another form is binary form
· Each of the four numbers in the dotted decimal number is referred to as an octet. This is because each number would have 8 positions when shown in binary form. Because 32 positions are available for IP address values, IP addresses are considered 32-bit numbers
· When the original IP addressing scheme, Internet Protocol Version 4 (IPv4) was created in 1981, no one foresaw the explosive growth of the internet in the 1990s
· Because IPv4 offers only a fixed number of IP addresses, a different addressing scheme, known as classless interdomain routing (CIDR) was developed. CIDR, or supernetting, allows a single IP address to represent several unique IP addresses by adding a network prefix, represented by a slash and number, to the end of the last octet  
· Internet Protocol version 6 (IPv6) is an IP addressing scheme developed by the IETF to make IP addresses longer, thereby providing more available IP addresses, IPv6 uses 128-bit addressing instead of 32-bit addressing. 
· IP addresses are assigned either statically or dynamically:
· Static addressing means that the IP address for a computer never changes and is most likely assigned manually by a network administrator or an ISP 
· Dynamic addressing in which your computer is assigned a temporary address from an available pool of IP addresses, is more common
· Dynamic addressing is normally handled by the Dynamic Host Configuration Protocol (DHCP) which belongs to the TCP/IP protocol suite. DHCP takes a pool of IP addresses and shares them with hosts on the network on an as-needed basis 
· Dynamic addressing provides more secure environment by keeping hackers out of computer systems
· With each top-level domain (.com or .org) are many second level domains (is a domain that’s directly below a top-level domain e.g. dropbox.com is dropbox)
· ICANN assigns companies or organizations to manage domain name registration
· When you enter a URL in a browser, your computer converts the URL to an IP address. To do this, your computer consults a database maintained on a domain name system (DNS) server that functions like a phone book for the internet
· The following steps go with the DNS server:
· Your browser requests information from a website
· Your ISP doesn’t know the address, so your ISP must request the address from its own default DNS server
· The default DNS server doesn’t know the IP address, so it queries one of the 13 root DNS servers maintained throughout the internet. Each root DNS server knows the location of all the DNS servers that contain the master listings for an entire top-level domain
· The root server provides the default DNS server with the appropriate IP address
· The default DNS server stores the correct IP address for future reference and returns it to your ISP’s web server
· Your computer then routes its request and stores the IP address in cache for later use
HTML, XML, and Other Web Building Blocks
· Web pages are text documents formatted using HTML
· Blocks of text in HTML documents are surrounded by pairs of HTML tags. Each pair of tags and the text between them are collectively referred to as an element
· A cascading style sheet is a list of rules that defines in one single location how to display HTML elements
· In web documents, there are different layers of styles:
· External: stored in a separate file
· Embedded: stores inside the current HTML document
· Inline: stores within a single line inside the HTML document
· The eXtensible Markup Language (XML) describes the content in terms of which data is being described rather than how it’s to be displayed 
· The Hypertext Transfer Protocol (HTTP) was created especially for the transfer of hypertext documents across the internet
· Hypertext Transfer Protocol Secure (HTTPS) ensures that data is sent securely over the web. HTTPS is actually an acronym that’s the combination of HTTP and Secure Sockets Layer (SSL), a network security protocol
· Transport Layer Security (TLS) is an updated extension of SSL. These protocols provide data integrity and security for transmission over the internet. 
· The type of program that runs on a web server rather than on your computer is referred to as a server-side program
· The Common Gateway Interface (CGI) provides a methodology by which your browser can request that a program file be executed instead of just being delivered to the browser 
· CGI files can be created in almost any programming language, and the programs created are referred to as CGI scripts 
· On most web servers, a directly called a CGI bin is created by the network administrator who configures the web server. All CGI scripts are stored in this inventory
· A client-side program is a program that runs on the client computer and requires no interaction with a  web server 
· There are two main approaches to client-side programming:
· An HTML embedded scripting language, which tucks programming code directly within the HTML of a web page. The most popular embedded language is JavaScript
· An applet, which is a small application actually located on the server. When requested, the applet is downloaded to the client. It’s there ready to run when needed without additional data transfers between the client and server
· Dynamic HTML (DHTML) is a combination of technologies – HTML, cascading style sheets, and JavaScript – that’s used to create lively and interactive websites 
· JavaScript is a commonly used scripting language for creating DHTML effects. JavaScript is not the same as Java
· Just as cascading style sheets organize and combine the attributes of objects on a web page, JavaScript uses the Document Object Model (DOM) to organize the objects and page elements
Communications over the Internet
· In 1971, Ray Tomlinson, a computer engineer who worked on the development of the APRANET (precursor of the internet) created email
· The Simple Mail Transfer Protocol (SMTP) is responsible for sending email along the internet to its destination. SMTP is part of the internet protocol suite. On the way to its destination, your email will pass through email servers – specialized computers whose sole functions is to store, process, and send email 
· SMTP was designed to handle text messages. When the need arose to send files by email, the Multipurpose Internet Mail Extensions (MIME) specification was produced. All email client software now uses the protocol to attach files 
· Encryption refers to the process of coding your email so that only the person with the key to the code (the intended recipient) can decode (or decipher) the message. There are two basic types of encryption:
· Private key encryption is where there is only two parties involved in sending the message have the code
· In public key encryption, two keys, known as a key pair, are created. You use one key for coding and the other for decoding. The key for coding is generally distributed as a public key
· When you receive the message, you use your private key to decode it
· Public key encryption is the most commonly used encryption on the internet. Public-key packages such as Pretty Good Privacy  (PGP) are available for download
· [bookmark: _GoBack]Instant messaging software communications with a  chat server to quickly deliver communications to your friends who are online, it’s not secure and can be vulnerable to eavesdropping 
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