CST8270 – Basic Network Routing

Chapter 1 Notes
Intro to Routing and Packet Forwarding

RAM – routing table and ARP temporally stored, until router power off 
ROM – bootstrap permanently stored, also holds basic diagnostic software for boot-up process. (also stores a limited version of IOS)
NVRAM – startup configuration file permanently stored, also IP address, routing protocols. 
FLASH – operating system (IOS) permanently stored
CPU – executes OS instructions, i.e. system initialization, routing functions, NIC controls
LAN interfaces – Ethernet, Fast Ethernet interfaces
WAN interfaces – serial, ISDN, frame relay

Boot process
1. Perform POST
2. Executes bootstrap
3. Locates IOS (Flash, TFTP server, ROM)
4. Load IOS
5. Locates configuration file (startup-config)
6. Executes configuration file (running-config)
7. If file not found, Enter Setup Mode.
A router learns about networks in 3 ways:
1. Connected routes
2. Static routes
3. Dynamic routes
Most relevant fields in IP Header:
1. Version i.e. IPV4 or IPV6
2. TTL
3. Source and Destination ip
Routing table principle

1. Every router makes its decision alone, based on the info in its routing table.
2. Different routing tables may contain different information.
3. A routing table can tell how to get to a destination but not how to get back. The same destination in reverse will not be automatically known.

WAN serial s0/0/0 – uses HDLC protocol
WAN serial s/0/0/1 – uses PPP 
There is no MAC address (layer 2) used for serial ports. Instead it uses a broadcast address instead FF: FF: FF: FF: FF: FF 
Because routers forward packet, it is considered to be a Layer 3 device.  However, it also operates at Layer 2 and 1. (Encapsulation to data link frame then put onto the physical medium i.e. Ethernet, serial etc.)
IP Routing protocols
	RIP – routing information protocol (administrative distance is 120, )
	IGRP – interior gateway routing protocol
	EGRP – enhanced interior gateway routing protocol
OSPF – open shortest path first
IS-IS   - Intermediate system – to – intermediate system
BGP – border gateway protocol
*Only IGRP and EIGRP are cisco-proprietary routing protocols, all others are open standards. 
A router determines the best path by evaluating metrics. i.e. (RIP uses simple hop count, OSPF examines the fastest bandwidth between the links.)
Equal–costs load balancing – occurs when a router forwards packets to multiple interface exits that have the same metric. Load balancing can increase the effectiveness and performance of the network.
Unequal-costs load balancing – occurs when the router uses multiple exit interfaces even when the metric is not the same. Only IGRP and EIGRP are the only routing protocols that can be configured this way

Chapter 2 Notes
Static Routing
Advantages- Easy to configure, can backup multiple interfaces/networks on a router, no extra resources are needed, more secure
Disadvantages – configuration and maintenance are time-consuming, prone to errors,  network changes require manual configuration,  does not scale well in large topology, requires complete knowledge of the whole network. 
A stub network is a network accessed by a single route. 
Recursive route lookup – occurs when a router performs multiple lookups in the routing table before forwarding a packet.  Usually occurs when the network is known in the routing table but an exit interface was not added to the ip.
Static Routes Guidelines
You should use static routes with exit interfaces on point-to-point or serial links.  You should use static routes with both exit interface and next-hop address on Ethernet networks. 
Serial 
Routers have a serial DB-60 port that supports five different cabling standards. (WAN) Sometimes known as a five-in-one serial port. 
Routers side of the connection (serial) will always be the same.  The other side can be EIA/TIA-232, EIA/TIA-449, V.35, X.21, EIA-530. 
All 5 serial connectors support DCE and DTE configurations. 
Ethernet
Common Ethernet is RJ-45. Consists of 8 colored wires, conductors, ending in eight metal pins or contacts. 
Ethernet cables uses 1,2,3, and 6 for sending and receiving data. 
Straight-through
	Switch to Router, Hub to Router, Switch to PC/server, Hub to PC/server
Cross Over
Switch to switch, pc to pc, switch to hub, hub to hub, router to router, router to PC/server
CISCO commands
Show ip route, show interfaces, show ip interface brief, show running-config, show controllers, debug ip routing, 
With very few exceptions, Routing tables have routes for NETWORK ADDRESSES rather than individual host addresses. The fewer the entries in the routing table the faster the lookup process, 
DTE is typically the router (client-end) and DCE is the modem (ISP-end).
Clock rate - normally configured by the ISP
Debug ip routing – displays any changes that the router performs when adding or removing routes.  (undebug ip routing – deactivate)
CDP – Cisco Discovery Protocol, a tool used to allow access to summary of protocols and address information about CISCO devices that are directly connected.  CDP only operates at LAYER 2 only which means that data received are from devices physically connected and share the same data link. CDP automatically starts up with system boot-up, displaying directly connected devices only and show hardware and software info. 
CDP – can be a security risk in the same way as arp. 
Router (config)# no cdp run 	– disables CDP on entire device
Router (cofig-if) # no cdp enable 	-disables CDP on specific interface
** Commands – show cdp neighbors, show cdp neighbors detail ** (use for troubleshooting)
Router (config)# ip route 	- command to configure static ip route
** if line is up and protocol is down, you need to configure clock rate on DCE
Summary static route
Example
 172.16.1.0, 172.16.2.0, and 172.16.3.0 all with /24 can be summarized under network 172.16.0.0 /22.  Ip route 172.16.0.0 /22 to forward all packets to the same exit interface i.e. s/0/0/0 (refer to page #125 for visual demo)
*Must first delete all three static route via no ip route x.x.x.x. x.x.x.x  serial0/0/0
traceroute (CISCO)= tracert (COMMAND PROMPT)
[bookmark: _GoBack]show ip route (CISCO) = route print (COMMAND PROMPT)









Chapter 3 Notes
Dynamic Routing Protocols

Purpose of Dynamic Routing Protocols
	Discovering remote networks.
	Maintaining up to date routing information.
	Choosing the best path to destination networks.
	Having the ability to find new paths if the current path no longer available.


Components of routing protocols
Data structure – some use tables or databases which are kept in RAM
Algorithm – a finite list of steps for processing routing info and best-path determination
Routing protocol messages – use of various types of messages to discover neighboring routers, exchange routing info, and do other task to learn and maintain accurate routing info about the network. 

Dynamic routing Pros/Cons
Pros – administrative has less work in maintaining /updating network info, protocols automatically react to topology changes, configuration is less error-prone, more scalable – easy to increase the network. 
Cons – more overhead (CPU cycles, memory, link bandwidth), more administrative knowledge to configure, verify and troubleshoot, less secure (automatically advertises routing info to other routers)
Static routing Pros/Cons
Pros – minimal CPU processing, easier for administrative to understand, easy to configure, more secure (does not advertise routing info to other routers)
Cons – maintenance is time consuming, configurations is error-prone, administrative required to maintain changing route info, does not scale well with growing networks, requires complete knowledge of the entire network. 

An autonomous system is a collection of routers under a common Administration.  (i.e. a company’s internal network or an ISP)
There are 2 types of AS:
Interior gateway protocols (IGP), used for routing inside an autonomous system
Exterior gateway protocols (EGP), used for routing between autonomous systems. 
Examples of IGP – RIP, IGRP, EGRP, OSPF, IS-IS
Examples of EGP – BGP (border gateway protocols), only protocol used by the INTERNET. Many other factors are used to determine best path, not just based on fastest route. 
IGPs can be classified in as two types: distance vector or link-state.
Distance vectors means that routes are advertised as vectors of distance and direction.  (i.e. distance – hop counts, directions – next hop router, exit interface). The router does not have an actual map of the network topology
Link-state, however, does. All routers have the same map and thus the best path is determined based on the network topology. 
Classful routing protocols – does not support discontiguous networks, RIPv1 & IGRP, does not send subnet mask in its routing table.
Classless routing protocols – (VLSM) EIGRP, OSPF, BGP, sends subnet masks in routing tables, supports discontiguous networks. 
Metrics – most common metrics are hop count, bandwidth, delay, and costs
Rip uses hop counts
IGRP and EIGRP uses bandwidth, reliability, and load
IS-IS and BGP uses costs.
Load balancing – when a router decides to use 2 or more path to send packets to the same destination.
	Cisco IOS can load-balance up to 4 equal-costs path by default, it can be upgraded to support up to 6.
Administrative Distance – is the order of preference in which a router determines which is the best route to forward packets. AD is also considered the measure of the trustworthiness of a route source. (i.e if a router determines that there are 2 routes to a destination either via “directly connected “ or static route, router will always choose directly connected. 
EIGRP is the most trustworthy with the lowest AD of 90 internal; 170 external.
eGBP  AD is 20
OSPF AD is 110
IS-IS AD is 115,
RIPv1 and RIPv2 AD is 120
Static routes have a default AD of 1. Directly connected networks have a default AD of 0 – which is most preferable

Convergence is the time required by routers to have complete and accurate information about the network. 
RIP – distance vector protocols (hop count)
IGRP – distance vector protocols (bandwidth)
EGRP – advanced interior routing protocols (bandwidth)
OSPF – link state routing protocols (bandwidth)
BGP – path vector exterior routing protocols

Whenever any routing protocols have multiple paths to the same networks – it will choose the path with the lowest METRIC (hop count, bandwidth). 
i.e. [115/2] vs.  [120/1] – routing would choose [120/1] despite the other one having a lower AD.







Chapter 4
Distance Vector Routing Protocols
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