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Module 7
Chapter 9 :Networking: Connecting Computing Devices
· Computer virus types
· Protecting computers from viruses
· Hackers
· Firewalls
· Passwords and password management
· Biometrics
· Spyware and spam
· Backup methods
· Protecting physical assets

Cybercriminals are individuals who use computers, networks, and the Internet to perpetrate crime. 
Are computer viruses a type of cybercrime? 
A computer virus is a computer program that attaches itself to another computer program (known as the host program) and attempts to spread to other computers when files are exchanged. 

Computer Threats: 
Computer Viruses 
Computer viruses are threatening because they are engineered to evade detection. 
Viruses normally attempt to hide within the code of a host program to avoid detection. 
Any computing device such as a smart- phone, notebook, netbook, or iPad can be infected with a virus. 
A computer virus’s main purpose is to replicate itself and copy its code into as many other files as possible. 
How does my computer catch a virus? 
If you never expose your computer to new files, then it will not become infected. 
Types of Viruses six broad categories 
1)Boot-Sector Viruses A boot-sector virus replicates itself into a hard drive’s master boot record. 
The master boot record is a program that executes whenever a computer boots up, ensuring that the virus will be loaded into memory immediately, even before some virus protection programs can load. 
2) Logic Bombs and Time Bombs 
A logic bomb is a virus that is triggered when certain logical conditions are met such as opening a file or starting a program a certain number of times. 
A time bomb is a virus that is triggered by the passage of time or on a certain date. (Michelangelo virus 
3) Worms is slightly different from a virus in that a worm attempts to travel between systems through network connections to spread an infection. A virus infects a host file and waits until that file is executed on another computer to replicate. 
4)Script and Macro Viruses A script is a series of commands actually, a miniprogram that is executed without your knowledge. 
A macro virus is a virus that attaches itself to a document (such as a Word or Excel file) that uses macros. A macro is a short series of commands that usually automates repetitive tasks. 
5) Encryption Viruses 
When encryption viruses infect your computer, they run a program that searches for common types of data files (such as Microsoft Word and Excel files) and compresses them 


Virus Classifications 
A polymorphic virus changes its own code (or periodically rewrites itself) to avoid detection. 
A multipartite virus is designed to infect multiple file types in an effort to fool the antivirus software that is looking for it 
Stealth viruses temporarily erase their code from the files where they reside and then hide in the active memory of the computer. 
Antivirus Software 
How does antivirus software work? 
looks for virus signatures in files. A virus signature is a portion of the virus code that is unique to a particular computer virus. 
If it detects a virus signature or suspicious activity it places the virus in a secure area on your hard drive so that it won’t spread infection to other files. This procedure is known as quarantining. 
In inoculation, the antivirus software
records key attributes about files on your computer (such as file size and date created) and keeps these statistics in a safe place on your hard drive. When scanning for viruses, the antivirus software compares the files to the attributes 
What should I do if I think my computer is infected with a virus? 
Boot up your computer using the antivirus installation disc.
drive-by download: Malicious Web sites can be set up to attack your computer by downloading harmful software onto your computer. 

Computer Threats: Hackers 
1. a hacker is most commonly defined as anyone who unlawfully breaks into a computer system— either an individual computer or a network 
2. A hacker who breaks into systems just for the challenge of it (and who doesn’t wish to steal or wreak havoc on the systems) may refer to him- or herself as a white-hat hacker. 
3. black-hat hacker: those hackers who use their knowledge to destroy information or for illegal gain. 

What about the teenage hackers who are caught every so often?
These amateur hackers are often referred to as script kiddies. 
What’s a packet sniffer? 
Data travels through the Internet in small pieces, each called a packet. 
A packet sniffer is a computer pro- gram deployed by hackers that looks at (or sniffs) each packet as it travels on the Internet (WHAT U TYPE FOR BANK INFO ETC)
Trojan Horses 
 hackers need to control many computers at the same time. To this end, hackers often use Trojan horses to install other programs on computers A Trojan horse is a program that appears to be something useful or desirable (like a game or a screen saver), but while it runs does something malicious in the background without your knowledge 
Installation of a backdoor program 
A computer that a hacker controls in this manner is referred to as a zombie. 
What are denial-of-service attacks? 
users are denied access to a computer system because a hacker is repeatedly making requests of that computer system through a computer he or she has taken over as a zombie. 
What are logical ports? Logical ports are virtual—that is, not physical— communications gateways or paths that allow a computer to organize requests for information (such as Web page downloads or e-mail routing) 
Restricting Access to Your Digital Assets 
Firewalls 
A firewall is a program or hardware device designed to protect computers from hackers. 
personal firewall, you can close open logical ports to invaders and potentially make your computer invisible to other computers on the Internet. 

Types of Firewalls 
What software firewalls are there? 
Norton Internet Security,
What are hardware firewalls? 
Many routers sold for home networks include firewall protection 
Malware, Adware, and Spyware 

What is malware? Malware is software that has a malicious intent There are three primary forms of malware: adware, spyware, and viruses 

What is adware? Adware is software that displays sponsored advertisements in a section of your browser window or as a pop-up ad box. 
What is spyware? Spyware is an unwanted piggyback program that usually downloads with other software you want to install from the Internet. Spyware transmits information about you, 
One type of spyware program known as a keystroke logger monitors keystrokes with the intent of stealing passwords, login..

Cyberloafing, or cyberslacking, means doing anything with a computer, while you are being paid to do your job, 
Spam (e-mails..)
Cookies (also known as tracking cookies) are small text files 
that some Web sites automatically store on your computer’s hard drive when you visit them 
Phishing and Pharming 
Phishing (pronounced “fishing”) lures Internet users to reveal personal information such as credit card numbers, Social Security numbers, or other sensitive information 
	
Pharming is when malicious code is planted on your computer that alters your browser’s ability to find Web addresses.
What is a hoax? A hoax is an attempt to make someone believe something that is untrue. Hoaxes target a large audience and are generally perpetrated as practical jokes, instruments of social change 

Power Surges 
Power surges occur when electrical current is supplied in excess of normal voltage (120 volts in the United States). 
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