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Module 6
Chapter 7 :Networking: Connecting Computing Devices
Module topics are:
· Networking fundamentals
· Network architectures
· Network components
· Home Ethernet networks
· Home Ethernet equipment
· Connecting other devices to networks
· Securing wireless networks
Configuring software for your home network

A computer network is simply two or more computers that are connected via software and hardware so that they can communicate with each other. 
Each device connected to a network is referred to as a node. A node can be a computer, a peripheral (such as an all-in-one printer), a game console.
Are there disadvantages to setting up a network? Networks involve the purchase of additional equipment to set them up, so cost is one disadvantage. 
Network administration involves tasks such as: 1) installing new computers and devices, 2) monitoring the network to ensure it is performing efficiently, 3) updating and installing new software on the network, and 4) configuring, or setting up, proper security for a network 

The term network architecture refers to the design of a network. Network architectures are classified according to the way in which they are controlled and the distance between their nodes. 
A network can be administered, or managed, in either of two main ways: locally or centrally. 
A peer-to-peer network is the most common example of a locally administered network 

What is a peer-to-peer network? 
In a peer-to-peer (P2P) network, each node connected to the network can communicate directly with every other node on the network. P2P networks are the most common type of home network 

However, most net- works that have 10 or more nodes are client/server networks. 
What are client/server networks? 
A client/server network contains two different types of computers: clients and servers. A client is a computer on which users accomplish specific tasks 
The server is the computer that provides information or resources to the client computers on the net- work. 
A home network server is designed to store media, share media across the network, and back up files on computers connected to the network 

How does the distance between nodes define a network? The distance between nodes on a network is another way to describe a network. A local area network (LAN) is a network in which the nodes are located within a small geographic area. 
Is it possible to connect LANs? A wide area network (WAN) is made up of LANs connected over long distances. 
When a network is designed to provide access to a specific geographic area, such as an entire city, the network is usually called a metropolitan area network (MAN). 

How are nodes on a network connected? 
Transmission media establishes a communications channel between the nodes on a network and can either be wireless or wired. 
Transmission media establishes a communications channel between the nodes on a network and can either be wireless or wired. 
Wireless networks use radio waves to connect nodes. 
Wired networks use various types of cable (wires) to connect nodes. Twisted-pair cable is made up of copper wires that are twisted around each other and surrounded by a plastic jacket. 
Data transfer rate (also called bandwidth) is the maximum speed at which data can be transmitted between two nodes on a net- work. Throughput is the actual speed of data transfer that is achieved. (Mbps)
Network adapters are devices connected to or in- stalled in network nodes that enable the nodes to communicate with each other and to access the network eg: network interface card (NIC)

Wireless networks usually use specially coded signals to protect their data whereas Wireless networks usually use specially coded signals to protect their data whereas 
A switch is a “traffic cop” on a network. Switches receive data packets and send them to their in- tended nodes on the same network (not between different networks) 
Home networks need operating system (OS) software that supports P2P net- working. 
	
Is the same software used in client/server networks? Network operating system (NOS) software installed on them. 

Home Ethernet Networks 
What type of peer-to-peer network should I install in my home? 
An Ethernet network is so named because it uses the Ethernet protocol as the means (or standard) by which the nodes on the network communicate. 
What type of cable do I need to connect to a wired Ethernet net- work? 
Unshielded twisted-pair (UTP) cable. 
Most home wireless routers can support up to 253 wireless connections at the same time. 
Network attached storage (NAS) devices are specialized computing devices designed to store and manage your data. 


Securing Wireless Networks 
This is usually accomplished by using a firewall, Hardware or software solution
hacker (someone who breaks into computer systems to create mischief or steal valuable information) 

Securing Wireless Networks” and as summarized below: 
Change your network name 
Disable SSID broadcast. so that other wireless devices can find them
Change the default password on your router. 
Turn on security protocols. Such as Wired Equivalent Privacy (WEP) or WiFi Protected Access (WPA) 
Implement media access control
Limit your signal range. 
Apply firmware upgrades. 
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