Limits of Privacy (by Etzioni)
Privacy, Neither Absolute nor Highly Valued
· Some kind of concept of privacy cherished by cultures around the world
· Privacy regularly weighed against many other goods
· Numerous values that trump privacy, has place in hierarchy comprising of other values, is not the top value
Privacy as a Legal Right: A Recent Creation
· US constitution does not mention privacy
· Has only been made into constitutional right in 60’s
· Forged around reproductive rights, right to use contraception in marriage (Griswold case) and right to abortion (Roe vs. Wade)
· 4th amendment: protection from searches by government
· Very explicit that the right is limited one, by needs of community
· Outlaws only unreasonable searches
· More and more legal searches that require no warrant:
· Searches at airports
· Drug testing train engineers
· Field sobriety checkpoints
After 2001 Attack on the Homeland
· What is considered reasonable changes as conditions change
· During SARS Canadians forced to 10 day quarantine if have symptoms, basically house arrest without be suspected anything illegal, but still accepted
· Patriot Act 2001: can tap not only one, but all instruments someone owns if suspected for foreign intelligence purposes
· Information sharing between various intelligence and law-enforcement agencies new thing, before not permitted
· House can be searched without knowledge of home-owner
· Not everything is accepted as reasonable after 9/11
· Operation TIPS proposed by Bush dealt with spying on each other
Less Privacy – Less Government
· What is in the common good?
· Libertarians: distinction btw individual interest and common good matters little
· Social conservatives: rely on government to enforce their values
· Communitarians: best way to curtail need for government control and intrusion is to have somewhat less privacy
· Crime best prevented when community abhors behaviour considered criminal by lawmakers and everyone else
· Law enforcement works poorly when not supported by communities morals and informal controls
· Not only do internalized values lead people to avoid behaviours, so does scrutiny by others
Is Privacy Dead?
· In some ways privacy better protected than ever
· Technologically:
· Increase means of surveillance, including cameras, satellites, wiretaps, emails, tracing orders and heat censors
· Because the means of attack have increase, so have the means of defense
· High power encryption, encrypted information much more private than non-encrypted information
· Access and audit trails: record identity of people who access files
· Legally:
· Main source attacks on privacy in last decade from private sector
· Laws that control how much information federal government can collect, but doesn’t apply to private sector
· New laws prohibiting sale medical records
· Were used by employers to ensure not hiring someone with ‘bad genes’
· Also used by banks to call in loans when someone had expensive medical problems
· Several laws enacted to better protect financial privacy 
Come a Hitler or a Stalin
· Privacy advocates focus on imaginary dangers due to lack of serious public harm from privacy violations
· What would happen if US taken over by tyrant who would find data banks stock-full of information about most Americans
· Extremely unlikely
· If did happen much more at risk than privacy
· Whole way of life, rights and liberties
The Case for Privacy
· Privacy: control over other people’s access to information about me
· Argument against privacy: if you haven’t done anything wrong what do you have to hide?
· Privacy gives us more control over our own life, which normally leads to a freer life
· Doesn’t mean they can’t get information, just can’t get it without permission
· Privacy provides protection when you want it and only when you want it
Privacy and Government
· Making hard for government to control people not always a bad thing
· Government is not benevolent, set of institutions through which humans act for human purposes
· Overwhelming superiority of physical force means control over what they can get about someone is one of few ways to limit ability to control people
Where does Privacy come from?
· Technology:
· Can both increase and decrease privacy
· Ex. Scanners that pick up cellphone conversations inhibit privacy, but encryption now protects from these scanners
· Customs, system of social norms:
· More willing people are to gossip, more they will know about someone
· Law:
· 4th amendment US
· More narrowly courts interpret, easier it is to keep secrets from government
Privacy and Technology: The Dark Side of the Force
· Used to be move from rural to urban would mean more privacy (privacy through obscurity)
· More people so neighbors couldn’t keep track of everyone like in rural
· Privacy through obscurity can’t survive modern data processing
· Threats to privacy:
· Data processing
· Surveillance, ex. Camera on a pole
· Add with video recorder, face recognition, database and enough cameras, could have tabs on where everyone is during the day, and with suitable cameras, at night
Encryption: A World of Strong Privacy
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