Active Directory Objects

1) Users, Groups final notes:
Schema DescriptionUPN
SID
Directory attire
User


 
-group member, user desc, tel, fax, location
Object, Class

Note: Mandatory user/group description can be combined in a finagle dsget command 

Ex: dsget user “cn=admin100, ou=dovercorp100, dc=itm315admin, dc=msft” –SID –UPN  --OK
       deget user “cn=admin100, ou=…….” –desc –memberof  --Wrong command due to optional attributive

2) AGUDLP strategy
    a) create a user account
    b) add users to global group
    c) add global groups to universal (Enterprise Domain)
    d) add universal groups to domain local group
    e) assign permissions to domain local group

3) Single Domain AGDLP

4) Creating user object
    a) use AD users & computers MMC --- GUI
    b) using command prompt
    c) using Java or VSSCRIPT

5) Moving an object to other location:
dsmove “cn=managers, ou=sales, ou=dovercorp100, dc=itm315admin, dc=msft” –newparent “ou=Marking, ou=deovercorp100, dc=itm315admin, dc=msft”

6) Users import/export (bulk import)
There are 2 utilities that can be used for bulk import/export
a) [bookmark: _GoBack]CSVDE (Comma separated Value Directory Exchange)
b) LDIFDE (Lightweight Directory Interchange Format Directory Exchange)
Ex: CSVED –I   C:\object.txt import users (objects)
       to export users to file:
	CSVDL –f c:\users.txt
	LDIFDE –f c:\filename

7) User profile
We have 4 types of user profiles
a) local user profile (local machine)
b) domain reaming profile (default)
provides a flexible interactive environment for domain users, regardless of the computer used for log-in purposes -- the same desktop & network env. Provided
the reaming profile is save in Ntuser.dat

c) mandatory domain user profile is fixed desktop & network setting assigned by administrator to all users to make a mandatory user profile rename Ntuser.dat to Ntuser.man
d) remote access profile is created for terminal servicer remote desktop
user contains:
1) session (dotation idle time)
2) desktop setting
3) network setting

8) Built-in users & groups
There are pre-defends users & groups created by domain of they are located in built-in OU
-all domain users are member of :





Note: built-in groups cannot be deleted 
           any user can be a member of the above groups
groups
· administrators
· server operators
· backup operators
· account operators
Pre-defend users

  a) users group
  b) group everyone

9) Delegation
-as an admin you are able to delegate control of a container (OU, Domain) to one or more users
-delegation is necessary for the purpose of administration, you can delegate a user to create/delete a domain object or roll control @ OU-level

10) Inheritance
when assign permission to a user/group we have 2 society options:
     - Allow
     - Deny
 Ex:                                 Allow       Deny
    Create account
    
    Delete account
    
    Reset account

11) Permission
Rule #1: permissions are attributive 
	Nancy			Create account
	Managers group 	Create, delete, modify (user object)
Q1: what’s Nancy’s effect perm for creating user object?
	Nancy is a member of Managers group, so create, delete, modify

Rule #2:  Deny security permission always takes over the allow perm
Q2: Nancy is a member of everyone group. This group is assigned: deny create, delete & modify user object.
What is effective permission fro creating a user account?
ALL assign rights are denied!

12) Domain DNS
-to install a domain: DCproma.exe
-a domain needs an existing DNS
-while LDAP is used to locate a user/group object within a domain, DNS is used for locating an IP, a computer name or a URL

DNS support a domain through the following  services (records)
	Record name
	Description

	A
	Host name, computer name

	MX
	Mail exchanger

	MR
	Reverse name resolution

	CNAME
	Canonical name, alias, alternative name

	NS
	Name server, DNS

	SOA
	Start of authority

	SRV
	Server



13) Type of DNS
a) primary DNS – name to IP resolution or IP to name
b) alternate DNS
c) Cache DNS: is used to cache URLs locally – to speed up Internet access in a multi-user env.
d) forward DNSL a child DNS, responsible for forward DNS requests to a primary server.
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