LDAP & Domain Object

In CMD, input different code to control the accounts.
Get
C:\Users\F2shirez>dsget user “cn=admin002,ou=dovercorp002,dc=itm315domain,dc=msft” –sid

Add
C:\Users\F2shirez>dsadd user “cn=admin001,ou=dovercorp001,dc=itm315domain,dc=msft” –pwd “Password001”
Note: Also, need to set the account rights in ADUC

Remove
C:\Users\F2shirez>dsrm user “cn=admin001,ou=dovercorp001,dc=itm315domain,dc=msft” –sid

Export the users
csuds –f  


1) User Principal Name (UPN)
Is referred to as Username@FQDN (Fully Qualified Domain Name)
ex: admin001@nwtraders.msft (Fully Qualified Domain Name)User’s global login
Canada
Sweden
America
Europe
Microsoft.com



2) Linked to domain objects, these is Unique 128-bit ID # called SID
Dsget “CN = Joe, DC = Sweden, DC = Europe, DC = Microsoft, DC = Com” – SID

Container Object: OU & DC

Any other objects: CN
Q: a) create an OU below Sales called East
b) create a user in East OU called Mary, with initial password of “Password01”
c) create a global group on Sales OU called Mgr

a) dsadd OU “ou = east, ou = sales, dc = Canada, dc = namerica, dc = Microsoft, dc = com” (FQDN)
b) dsadd user “ cn = mary, ou = east, ou = sales, FQDN “ – pwd “Password01”
c) definitions: domain defines2 types of groups
1) security group (default)
2) distraction group (Note: members of distr. group is called contacts => distr. group is used for  email, msg purpose no domain access right)
security group are called for domain access purposes
a security group has 3 scopes: global (default) , domain local, universal group
(Note: global group is –scope g , domain local is –scope l)

Recommendations: 
a) DO NOT CREATE universal groups if you are not in an Enterprise Domain, create global instead
b) Universal groups have an Enterprise – wide scope  => they are registered in GC & faster access to Entr. resources 
About domain local group:
· create a local group where you have resources
c) to be shared (eg: Microsoft.com, printer)
[bookmark: _GoBack]dsadd group “cn = mgr, ou = sales, FQDN” –secgrp –scope l

Nested Groups
A group within another group
· a local group may have the following members:
1) user
2) global group
3) universal group

Q: you want to share  laserp  with all users within Canada domain
Dsadd group “cn = localsales, ou = sales, FQDN” –secgrp – scope l
Dsadd group “cn = gg2, ou = MART, FQDN” – scope g 
–memberof “cn = localsales, ou = sales, FQDN”

d) create a user in MRKY ou & make the user a member of gg2. [initial Password01]
dsadd user “cn = Nancy, ou-MRKT, dc = Canada, dc = namerica, dc = Microsoft, dc = com” – pwd “Password01”
-memberof “cn = gg1, ou = MRKT, dc = Canada, dc = namerica, dc = Microsoft, dc = com”

e) change description of Nancy to “Marketing Manager”, phone “416-111-1111”
dsmod user “cn = Nancy, ou = MRKT, dc = Canada, dc = namerica, dc = Microsoft, dc = com” –desc “Marketing Manager” –tel “416-111-1111”

f) delete sales ou & all other objects below it.
dsrm –subtree –c –noprompt “ou = sales, dc = Canada, dc = namerica, dc = Microsoft, dc = com”
Query: you can query one or more attributes of an object within a container
Ex: dsquery -* “cn = Nancy, ou = MRKT, FQDN” –attr*
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