Chapter 1 – Information Systems and Business Strategy 
· Managers must :
· understand 
· identify opportunities 
· make decision 
· plan 
· manage 
· work in partnership 
· management information system is the function that plans for, develops, implements, and maintains information systems hardware, software, applications that people use to support the goals for an organization 
· an information system is any computer – based tool that peoples use to work with information and that supports the information and information processing needs of an organization 
· input – process – store – output 
· skills needed by IS specialists:
· communications
· business knowledge 
· innovation / creativity 
· leadership
· domain knowledge 
· Input – Processing – Output 
· Input: captures info from within the organization or from its external environment 
· Processing: conversion, manipulation, and analysis of input 
· Output: distribution of processed information to peoples or to other IS
· Data: raw facts representing events such as business transactions. For example, details of transactions, from the checkout counter of a supermarket
· Information: data shaped into a form that is meaningful and useful to human beings. For example Total sales of soap, per region, per store 
· Knowledge: created by analyzing information; may lead to action. 
· Business intelligence: converts data into useful information, through human analysis, into knowledge. For example, how is this brand of soap doing in the northwest compared to other brands 
· Knowledge management: organizational process for acquiring, organizing, and dissemination knowledge 
· IS impact on business:
· reduce costs / improve productivity
· improve customer satisfaction/ loyalty
· create competitive advantage
· generate growth 
· streamline supply chain
· global expansion
· 3 organizational levels:
· operational level: IS support operational managers in keeping track of elementary activities and transactions. For example, what is the inventory level (DAY TO DAY)
· management level: IS help in monitoring, controlling, decision – making and administrative activities of middle managers. For example, is production running according to plan? (SHORT TERM)
· strategic level: IS help senior managers address strategic issues. For example, what will employment levels be in 5 years (LONG TERM)
· Chief Information officer – oversees all uses of IT and ensures the strategic alignment of IT with business goals 
· Chief technology offer – responsible for ensuring the speed, accuracy, availability, and reliability of IT
· Chief security officer – responsible for ensuring the security of IT systems 
· Chief privacy officer – responsible for ensuring the ethical and legl use of information 
· Chief knowledge officer – responsible for collecting, maintaining and distributing the organization’s knowledge 
· Porter’s 5 forces:
· Buyer power: high when customers have high choice of whom to buy from. Some companies rely on switching costs to reduce buyer power. Switching to a new telephone provider may involve the cost of getting out of a contract 
· Supplier power: High when organization have few choices of whom to buy from
· Threat of substitute: high when there are many alternatives to a product or service and low when there are few alternatives from which to choose. 
· Threat of new entrants: high when it is easy for new competition to enter a market and low when there are significant entry barriers to entering a market 
· Rivalry among existing competitors: high when competition is fierce in a market and low when competition is moderate. 
· Efficiency is doing the things right. Example with the professor, he communicates perfectly with the students, they are able to understand what he is saying 
· Effectiveness is doing the right things. Example with the professor, he gives his lecture, post his notes online, etc…
· Broad cost strategy: low cost, large market. Eg. hyundai
· Broad differentiation strategy: high safety, large market. Eg. Audi
· Focused strategy (low cost): narrow market. Eg. Kia
· Focused strategy (differentiation):  narrow market. Eg. Telsa
**VIDEO: MASSIVE OPEN ONLINE COURSE (MOOC)**

Chapter 2 – decision making and business processes 
· You need IS in order to make better decisions faster while leveraging large amount of info, applying sophisticated analysis techniques, without compromising the security and privacy of the info
· Categories of IS in the organization 
· Transaction processing system: Support operational managers in keeping track of elementary activities and transactions 
· Decision support system: serve the monitoring, controlling, decision – making and administrative activities of middle managers 
· Executive Information system: help senior managers address strategic issues
· Transaction processing system: basic IS that serves the operational level in an organization. For example, accounts payable, online reservation system, etc…
· OLTP vs. OLAP (Online Transaction Processing vs. Online Analytical Processing)
· OLTP provides data to warehouse while OLAP assist in analyzing that data 
· OLAP capabilities include the following:
· Consolidation: aggregating multiple store sales together to get a total for the company 
· Drill – down: digging into the numbers, such as revenues broken down into individuals product revenues for each store 
· Slice – and – dice: looking at information from different perspective
· Decision Support Systems : An IS that models data and information to support managers, analysts, and other professionals during the decision – making process
3 quantitative models:
· What – if analysis: check the impact of a change in a variable on the outcome
· Sensitivity analysis: interested in “what variables have the most effect on the outcome”
· Goal – seeking analysis: finds the input necessary to achieve an outcome
· Executive Information systems: a specialized DSS that supports senior level executives. EIS may use a digital dashboard – integrates information from multiple components and presents it in a unified display. 
· Efficiency focus on the extent to which an organization is using its resources in an optimal way 
· Effectiveness focus on how well an organization is achieving its goals and objectives 
· Efficiency IS metrics measures the performance of IS
· transaction speed
· system availability 
· response time  
· Effectiveness IS metrics measure the impact IS has on business process
· customer satisfaction 
· conversion rates 
· Business Process is a manner in which work is organized and coordinated to produce a product or service OR a standardized set of activities to accomplish a specific task
· Business process categories:
· Customer facing process (front office process): results in a product or service that is received by an organization’s external customer (e.g customer service)
· Business facing process (back office process): are invisible to the external customer but are essential to the effective management of the business (e.g. budget planning)
· Organization wide process: span 2 or more functional areas of an organization (eg. Order processing)
· Inter – organizational process: span 2 or more organization (eg. Supply chain process)
· To remain competitive, organizations must optimize and automate their business processes. Some business are unique to an organization, hence they might represent a competitive advantage 
· Business process improvement – attempts to understand and measure current processes and upgrade them
· Business Process Reengineering (BPR) – the analysis and redesign of business process. Unlike “Business process improvement”, BPR assumes the current process is broken and must be redesigned from scratch. Unlike “Business process improvement”, which brings “slow and incremental improvements, BRP brings rapid and dramatic improvements
· ***PROCESS CHANGE SPECTRUM***
· Business process modeling (or mapping) – the activity of creating a detailed flow chart or process map of a work process showing its inputs, tasks, and activities, in a structured sequence
· Business process model – a graphic description of a process showing the sequence of process tasks, which is developed for a specific
**VIDEO: ONLINE GROCERING SHOPPING**

Chapter 3 – The Internet & E – Business 
· A polaroid was a solid company with an innovative technology and a huge customer base
· Disruptive technology : a new way of doing things that redefines the competitive playing fields; opens new markets and destroy old ones (e.g. digital technology, digital music, e-books, etc…)
· Sustaining technology: provides customers with better products (e.g. faster cars, larger hard drives, cheaper mp3)
· Companies that place too much emphasis on satisfying customer’ current needs, while forgetting to adopt new disruptive technology that will meet customer’ future needs eventually fall behind 
· Internet has disrupted the way businesses operate, employees communicate, and products are developed and sold (e.g online travel sites, online music, etc…)
· Internet: Emergency military communication TO communication tool for scientists and then businesses
· Internet is a network of computer networks which operates world wide using a common communication protocol
· Protocol : standards that specify the format of data as well as the rules to be followed during transmission
· World Wide Web – a global hypertext system that uses the internet as its transport mechanism
· Hypertext transport Protocol – the internet standard that supports the exchange of information on the WWW
· Richness: the amount of info that can be transmitted, the degree to which the info can be tailored to individual needs, and the level of interactivity, of the message (ie, depth of the message)
· Reach: the number of possible recipients of the information (ie audience)
· Internet service provider (ISP): provides individuals and other companies access to the internet
· Application service provider (ASP): offers access over the internet to applications (e.g. CRM applications by salesforce.com )and related services that would otherwise have to be located in organizational computers. Examples could be yahoo, gmail, Hotmail, etc…
· Intranet
· corporate network that uses internet technology and provides internet capabilities
· for internal sharing of information
· secured behind a firewall
· may be within a single location or may connect multiple locations
· Extranet
- When you extend your company’s intranet to your suppliers, customers, and partners, it becomes extranet
· Social commerce is becoming a reality. Businesses are leveraging people’s social ties for e- commerce 
· Facebook calls its 800 million users potential customers 
· Using Facebook profiles, businesses can target “potential customers” by age, gender, location, etc.…
· Businesses can build communities around their products 
· EXAMPLE: From E – commerce, you buy a Disney DVD, but for Social commerce, you discover the movie on a Facebook “face page”, you discuss it within your social network, you use a Facebook app to buy the DVD without leaving Facebook
· Mobile commerce is becoming a reality, and so is location based commerce. Using internet – enabled device to buy products and services
· E – business : using the internet to execute all business processes in the enterprise including e – commerce 
· E – commerce: the process of buying and selling goods and services over the internet. It is more that ordering and paying for a product/ service online, it also involves marketing, customer service
· L – commerce : m – commerce transactions targeted to individuals in specific locations 
· Brick and mortar : a company with no internet presence. E.g. hair saloon 
· Pure play: a company with no physical presence (internet only). E.g. amazon
· Click and mortar: a company that sell online and in physical stores. For example chapters
· The long tail – refers to the tail of a sales curve. Because online businesses are not limited by shelf space, they can offer a wider selection of products that may suit only a few customers. 
· Off – line DVDs are popular but in limited space
· Online DVDs gives unlimited storage but not very popular 
· Digital goods are goods that can be delivered over a digital network, example includes music, video, software, newspapers
· Banner ad: Box running across a web page that contains ads
· Affiliate (associate) program: a business signs up as a associate of Amazon. The business sends potential buyers to Amazon using a banner ad. The business receives a commission when the referred customer makes a purchase on Amazon. 
· Ad views – each time you view a webpage with a banner ad (also called impressions)
· Click – through rate – number of banner clicked / number of banners viewed
· Electronic Bill presentment and payment (EBPP) – system that sends bills over the internet and provides a payment mechanism. Available through local banks or online services
· Micro payments are used to purchase mp3s, news articles, etc. 
· E – Business includes the following benefits :
· better accessibility (24/7)
· Increased customer loyalty
· Improved information content (webpages present customers with updated information in real time about goods, services, etc.) 
· Increased convenience 
· Increased global reach (number of peoples reached)
· Decreased cost
· E – Business includes the following challenges:
· Protecting consumers (privacy, hackers)
· Providing security (encryption)
· Adhering to taxation rules
· Increased liability
· Leveraging existing systems
**VIDEO: KINDLE READER, WHAT IS INTERNET**

Chapter 4 – Enterprise Resource Planning (ERP)
· Without ERP, IS separated along functional areas, no integration, duplication of information, incompatibility between hardware and software platforms
· With ERP, single software, info flow seamlessly throughout the firm, focused on internal process
· ERP integrates all departments and functions throughout an organization into a single IT system so that employees can make decisions by viewing enterprise wide information on all business operations
· Without ERP, information must be transferred from one department to another 
· ERP is a logical solution to the problem of incompatible applications that had sprung up in most businesses
· ERP addressed the need for global information sharing and reporting 
· It is used to avoid the pain and expense of replacing/ fixing legacy systems
· The core ERP components are the traditional components included in most ERP systems, primarily focused on internal operations. (accounting and finance, production and material management, human resources)
· The extended ERP components are the extra components that meet the organizational needs not covered by the core components; primarily focused on external operations (Business intelligence, Customer relationship management, supply chain management, e – business) 
· Accounting and finance ERP components manages accounting data and financial processes within the enterprise with functions such as general ledger, accounts payable, accounts receivable, budgeting 
· Production and material management ERP components handles production planning and execution such as demand forecasting, production scheduling, job cost accounting, and quality control 
· Human resources ERP components tracks employee information including payroll, benefits, compensation, performance assessment, and assumes compliance with the legal requirement of multiple jurisdictions and tax authorities
· A business intelligence ERP component collects information from within and from outside the organization, organized it into data warehouses, then applies analytical tools to assist management in decision making. Business intelligence initiative has better chances of succeeding when it is preceded by an ERP implementation 
· Most ERP vendors now build 2 new channels of access into their ERP systems
· one channel for customers (B2C)
· one channel for suppliers (B2B)
· ERP vendors also offer Supply Chain Management and Customer Relation Management modules but these modules are typically not as good or flexible as the modules offered by industry leaders who specialize in SCM or CRM
· Many companies purchase modules from an ERP vendor, an SCM vendor, and a CRM vendor and integrate the different modules
· Equation for calculation the Number of interfaces is n(n-1)/2
· Recently, integration of separate applications is done using Enterprise Application Integration (EAI).
· An intermediate layer called middleware sits between applications. Applications call to the middleware, not one another  
· ERP software is usually developed around predefined processes said to reflect the industry’s best practices. Best practices are proven, efficient, and effective ways of doing business in a specific area
· Companies implementing ERP need to adapt their processes to their best practices 
· The bigger the gap between processes and best practices, the greater the effort, cost, and risk of ERP failure 
· Successful ERP projects share 3 attributes:
1. Overall fit – make the right choice (buying ERP, Buying and modifying ERP, customizing ERP)
2. Proper business analysis
3. Solid implementation plans (plans are needed to monitor the quality, objective, and timelines)

· Advantages of ERP systems:
· Efficiency : easier to manage than legacy applications. Since they enable application and data integration, they reduce costs such as those associated with entering the same data in separate applications
· Responsiveness: improve the firm’s ability to respond to customers and market demands – e.g. as soon as an order enters the ERP, all processes to fulfill it are immediately engaged
· Knowledge infusion: ERP embeds industry “best practices” to help the firm redesign its business processes
· Adaptability: High degree of adaptability to the firm’s unique organizational context. While not comparable to the degree of adaptability of custom made applications, ERP offers good adaptability through configuration tables and bolt – on modules
· Limitations of ERP systems:
· Strategic clash 
· High costs and risks

**VIDEO : PRODUCTION OF ROLLS ROYCE BEDS**

Chapter 5 – Supply Chain Management 
· Production management – activities managers do to help companies create goods 
· Operations management – management of systems or processes that convert resources into goods and services. Creating goods and services involves converting inputs into outputs
· Operating management activities:
· forecasting 
· capacity planning 
· scheduling
· managing inventory
· assuring quality
· motivating and training employees
· locating facilities
· A firm’s value chain is a set of integrated internal processes combined to deliver value to customers by transforming raw materials into finished goods
· Supply chain is a set of business processes that allow suppliers, manufacturers, distributors, and retailers to function as one virtual organization to deliver products to consumers
· Supply chain management – management of information flows between and among stages in a supply chain to maximize total supply chain effectiveness and profitability 
· Push SC vs. Pull : The difference between push and pull – based models is summarized by the slogan “Make what we sell, not sell what we make”
· Basic Supply Chain Management components:
· Plan (design a plan for managing the resources that go into making products)
· Source (choose suppliers that will deliver the goods and services required for making products)
· Make (manufacture)
· Deliver (receive orders, fulfill orders via a network of warehouse, pick transportation to deliver the products)
· Return (create a network for receiving defective or excess products and support customers who have problems with delivered products)
· Role of IS in Supply Chain Management
· Visibility (Information system enables supply chain partners to view all info they need whether it is situated upstream or downstream. Lack of visibility might create bullwhip effect)
· Consumer Behavior (customers expect perfect order fulfillment and personalized products when they want them)
· Competition (supply chain management increases a company’s ability to compete)
· Speed (speed is increased as Electronic Data Interchange and other supply chain execution applications remove the need for paper flow and allow continuous materials and product flow)
· Bullwhip effect is when incorrect demand forecast for a product is passed along the supply chain
· Supply Chain Management metrics can help an organization understand how it operates over a given time period. SCM metrics should cover all areas of the supply chain. It is important that all supply chain partners need to use Supply chain management metrics to monitor their performance
· Example of SCM metrics :
· back order (unsatisfied order): demand against an item whose current stock level is insufficient to satisfy demand
· inventory replenishment cycle time : manufacturing cycle time plus time to deploy the product to the appropriate distribution channel
· The importance of RFID (radiofrequency identification)
· Advantages of RFID:
· unlike barcode technology, RFID tags need not be directly in contact with RFID readers
· RFID tags can contain large amounts of info (when the product was manufactured, where, expiration data, etc.) 
**VIDEO : RFID & SCM **

Chapter 6 – Customer Relationship Management
· A customer driven organization aims to achieve the following:
· customer identification (know your customer)
· customer differentiation (each customer’s value is different)
· customer interaction (keep learning about your customers)
· customization (treat each customer uniquely)
· Customer Relationship Management is a business and technology discipline for managing customer relationships to optimize revenue, profitability, customer satisfaction, and customer retention
· CRM systems:
· capture and integrate customer data from all over the organization
· consolidate and analyze the data
· distribute results to various systems and customer touch points across the organization 
· Touch point is a method of interactions with the customer such as phone, e-mail, etc…
· CRM system is a set of integrated applications to address all aspects of the customer relationship, including sales, marketing, and service
· Sales: CROM used to help sales representative up-sell and cross-sell products and services
· Marketing: CRM used to establish and develop relationships with customers
· Service: CRM used by customer service representative to provide efficient and personalized service to customers. 
· Organizations can find their most valuable customers through “RFM: - Recency, Frequency, and Monetary value
· Recency – How recently a customer purchased items 
· Frequency – How frequently a customer purchased items
· Monetary Value – How much a customer spends on each purchase
· Three phases in the evolution of CRM
· Reporting: asking “what happened” E.g. what is the total revenue per customer? Where did we sell the most products?
· Analysis: asking “why it happened” E.g. who are our customers? Why did sales not meet forecasts?
· Predicting: asking “what will happen” E.g. what customers are at risk of leaving? What products will the customer buy?
· Operational CRM supports transactional processing for day – to – day front office operations. CRM systems that deal directly with customers 
· Analytical CRM supports back – office operations and strategic analysis. CRM systems that do not deal directly with customers 
· Operational CRM in marketing:
· List generator: compiles customer information from a variety of sources (websites, surveys) and organizes it for different marketing campaigns
· Campaign management system: guides marketers through marketing campaigns (designing the campaign, launching it, tracking it, evaluating its results, etc.)
· Operational CRM in sales: Historically, the sales department was the first to use CRM in the form of sales force automation. A system that automatically tracks all of the steps in the sales process
· sales management CRM system automates each phase of the sales process, helping sales representative coordinate and organize all of their accounts
· Contact management CRM system maintains contact information and identifies prospective customers for future sales
· Opportunity management CRM system targets sales opportunities by finding new customers or companies for future sales
· Operational CRM in customer service:
· contact centre (call centre): where customer service representative answer customer inquiries and respond to problems through different touch points 
· Web – based self service system: allows customers to use the web to find answers to their questions or solutions to their problems. For example click – to – talk/ chat
· Call scripting system: accesses organizational databases that track similar issues or questions and automatically generates the details to the customer service representative who can then relay them to the customer
· Click – to – Talk/ Chat: customers click on a button and talk/ chat with a customer service representative via the internet
· Analytical CRM digs deep into historical customer data and exposes patterns of behavior on which decision makers can act 
· CRM benefits:
· Increase in revenue per customer, average order size, revenue per sales rep, marketing driven revenue, CSR productivity, customer retention
· Decrease in sales cycle, customer acquisition costs, response time, service costs
· CRM best practices eight building blocs
1. CRM Vision
2. CRM strategy 
3. Understanding the customer
4. Organizational collaboration 
5. Improving customer process
6. CRM information 
7. CRM technology 
8. CRM metrics

Chapter 7 – Data Warehouse and Business Intelligence
· Transactional information 
· airline ticket 
· sales receipt 
· packing sip 
· Analytical information 
· product statistics 
· sales projection 
· future growth 
· trends
· Gi-go: Business decisios are only as good as the quality of the info used to make them. Good decisions can directly impact on organization’s bottom line 
· High quality information must be :
· accurate 
· complete
· consistent 
· unique 
· timely
· 4 primary sources of low – quality info:
· online customers intentionally enter inaccurate info to protect their privacy 
· data or info from different systems have different entry standard and format 
· call centre operators enter abbreviated or erroneous info by accident or to save time 
· third party and external info contains inconsistencies, inaccuracies
· Data warehouse is a logical collection of information – gathered from many different operational databases – that supports business analysis activities and decision – making tasks 
· The primary purpose of a data warehouse is to aggregate information throughout an organization into a single repository for decision – making purposes
· Databases store the information necessary for day to day transactions (operational level)
· Data warehouses store information for analysis and decision making (management and strategic levels)
· Data warehouse is subject oriented. Database is application oriented while data in the data warehouse is organized around major subjects such as customer, sales, etc.
· A data warehouse is non – volatile. Data does not change over time. 
· Information cleansing or scrubbing is the process that weeds out and fixes or discards inconsistent, incorrect, or incomplete information. It is the process of removing or correcting inaccurate information
· ETL (Extract, transform & Load) – set of processes by which data is extracted from numerous sources, transformed as appropriate and loaded in the data warehouse 
· Data mart is similar to data warehouse but provides summary and historical data for a single department rather than for an entire organization. For example sales data mart 
· After an organization builds a data warehouse and data marts, it uses them to gain insight into its operations, its customer’ behavior and buying habits, etc.
· For that, it therefore needs Business intelligence (BI) tools such as:
· multidimensional analysis 
· data mining tools 
· etc.
· Data mining is designed to find what queries and reports do not reveal. Uses algorithms to analyze data in a data warehouse to find patterns and infer rules that can be used to guide decision making 
· Example: mining data about purchases in a supermarket revealed that when potato chips are purchased, soda is purchased 65% of the time 
· Cluster analysis : technique used to divide info into mutually exclusive groups such that the members of each group are as close as possible to one another
· Association detection: technique used to determine the likelihood of events occurring together at a particular time or following each other. E.g. buying chips and soda, buying a house then new furniture
· Statistical analysis: technique to perform such functions as information correlations, distributions, calculations, and variance analysis
· Business intelligence (BI) – applications and technologies used to gather, provide access to, and analyze information to support decision – making. The challenge is to make decisions in an environment that is data rich and information poor
· The big potential for Business intelligence is using it at the operational level to improve business processes (e.g. sales, customer service, etc.). It is called process – oriented BI
**VIDEO: DATA MINING**

Chapter 8 – Helping Organizations Access, Share, and Use Information 
· Information becomes knowledge only when info can be acted upon
· To be knowledgeable, a person must understand the information, to make inferences between various tidbits of information, and, be able to apply that knowledge into action
· Helping employees access, share, and utilize information is perhaps the best way to convert information into knowledge
· Explicit knowledge: consists of anything that can be documented, achieved, and codified, often with the help of IS. For example, patents, marketing research, etc.
· Tacit knowledge: knowledge contained in people’s heads
· Knowledge management: involves capturing, classifying, evaluating, retrieving, and sharing information assets in a way that provides context for effective decision and action 
· Knowledge management is a business discipline for managing the cultural conditions necessary to ensure the effective capture, transfer and translation of knowledge from those who know to those who need to know in support of organizational goals, objectives and outcomes. 
· Companies are turning to IS to enable their employees to access, share, and utilize information in an efficient and effective way. There IS are usually referred to as Knowledge Management system (KMS). For example , an intranet, a corporate wiki, a corporate social network, etc.
· A collaboration system is an IT based set of tool that supports the work of teams by facilitating the sharing and flow of information
· Workflow defines all the steps or business rules, from beginning to end, required for a business process
· Workflow management system: facilitates the automation and management of business process and controls the movement f work through the business process. 
· Content management systems are tools to manage creating, storing, editing, and publishing of information in a collaborative environment
· A groupware is an IT based tool that supports team interaction
· Videoconferencing : interactive telecom technologies that allow 2 or more locations to interact via two-way video and radio 
· Web conferencing: blends audio, video and document sharing technologies to create virtual meeting room
· A web portal is a website that functions as an entry point to the internet, as by providing useful content and linking to various sites and features on the World Wide Web.  For example, Google. PS: A portal is not just a website. 
· An enterprise portal is a single point web browser interface used to promote the gathering, sharing, and dissemination of info throughout an enterprise. It typically has taxonomy, search engine and links (to internal and external info sources)
· To fulfill Knowledge Management system role, enterprise portals must comprise the following elements: content space, communication space, coordination space

**VIDEO: BASIC CONCEPT OF WORK FLOW MANAGEMENT, ARCELORMITTAL, HP HALO STUDIO**

Chapter 9 – Information Ethics, Privacy, and Security
· Spam an unsolicited email. It accounts for 40 – 60% for most organization emails and cost US Business over $14 billion
· Competitive pressure caused by our unwillingness to pay higher prices is driving the reengineering process and outsourcing which leads to job loss
· A white hat hacker is a computer specialist who breaks into protected systems and network to test and access their security. They are not illegal hackers as they have been employed by the organization to test their security 
· A hactivist is a hacker who hacks a computer network or a website in an effort to convey a social or political message.  
· Some but not all unethical activities are illegal, not all legal activities are ethical 
· Key logger: programs that records keystrokes and mouse clicks
· Hardware key logger: device that captures keystrokes on their journey from the keyboard to the motherboard 
· Cookie: file deposited on a hard drive by a website containing info about customers and their web activities
· Spyware: program hidden in free downloadable software which tracks online movements, mines the info stores on a computer 
· Opt – in model: prohibits an organization from collecting personal information unless the user agrees to it
· Opt – out model: permits the collection of personal info until the consumer request that it stops
· Personal Information Protection and Electronic Documents Act (PIPEDA) is a federal act that applies to all organizations. It is used in Canada
· PIPEDA’s 10 Guiding Principles:
· Accountability 
· Identifying purposes
· Consent 
· Limiting Collection
· Limiting use, disclosure and retention 
· Accuracy 
· Safeguards
· Openness
· Individual access
· Challenging compliance
· Authentication is a method for confirming users identities 
·  Denial of service (DoS) attack: flood of messages sent to a server in order to crash it. The intent is to deny access to legitimate users 
· Distributed denial of service (DDoS) attack: DoS attack that comes from numerous sites. It is harder to detect and protect against
· 
**VIDEO: SPYSURE NETWORK SOFTWARE, CAMPAIGN APP, GOOGLE PRIVATE INFORMATION COLLECTION, GOOGLE MAP**

Chapter 10 – Systems Development 
· Systems development means the activities that go into producing an information systems to address an organizational problem or to take advantage of an opportunity 
· The challenge of system development include: time, cost, changes, etc.
· System development lifecycle – the overall process for developing information systems. SDLC is the foundation for many systems development methodologies such as waterfall, RAD, etc.
· System Development lifecycle:
1. Planning – involves establishing a high level plan of the intended project and determining project goals 
2. Analysis – involves analyzing user requirements and refining projects goals into defined functions of the intended system
3. Design – involves describing the desired features and operations of the system including screen layouts, business rules, process diagrams, pseudo code, and the other documentation 
4. Development – involves taking all of the detailed design documents from the design phase and transforming them into the actual system. IT specialists perform the majority of tasks associated with this page 
5. Testing – involves bringing all the project pieces together into a special environment to test for errors, bugs, and interoperability, in order to verify that the system meets all the business requirements defined in the analysis phase 
6. Implementation – involves placing the system into production so users can begin to perform actual business operations with the system. 
7. Maintenance – involves performing changes, corrections, additions, and upgrades to ensure the system continues to meet the business goals. 
· A methodology is a set of policies, procedures, standards, processes, practices, tools, techniques and tasks that people apply to technical and management challenges. 
· System development methodologies include:
· waterfall
· agile 
· participatory design 
· The 3 primary project variables (Time, Cost, Scope)
· Project scope – defines the work that must be completed to deliver a system with the specified features and functions, and typically satisfies the SMART criteria: Specific, Measurable, Agreeable, Realistic, Time – framed 
· A project manager must focus on 3 primary areas: (peoples, communication, change) 
· Insourcing – using the professional expertise within an organization to develop and maintain the organization’s IS
· Outsourcing – one organization provides services for another organization that chooses not to perform them in – house 
· PERT (Program Evaluation and Review Technique) chart – a graphical network model that depicts a project’s tasks and the relationships between those tasks 

Chapter 11 – Enterprise Architectures
· Enterprise Architecture – includes the plans for how an organization will build, deploy, use, and share its data, processes, and IT assets
· Information architecture – identifies where and how important information, like customer records, is maintained and secured
· Infrastructure architecture – includes the hardware, software, and telecommunications equipment that, when combined, provide the underlying foundation to support the organization’s goal 
· Application architecture – determines how applications integrate and relate to each other 
· Fault tolerance – a company system designed such that in the event a component fails, a backup component or procedure can immediately take its place with no loss of service
· Disaster recovery plan – a detailed process for recovering information or an IT system in case of a disaster such as a fire a flood
· An open source – software whose source code is made available for use or modification. Produced for a community of programmers from around the world, usually can be modified
· Web service is not merely a piece of software but a business task that is part of a business process
· Interoperability – is a key characteristic of web services allowing them to be used across platforms and applications
· Loose coupling – means that applications are built from a number of web services that can be disconnected and replaced or reused elsewhere as needed 
· Grid computing connects remote computers to create a virtual super computer by combining the unused power of all computers on the grid. Advantages include cost savings and speed 
· Cloud computing: computing resources (hardware, software) accessible through the internet. You only need a browser that runs on a desktop, laptop, or a handheld device. Computing resources are offered, managed, and maintained by vendors. 


**VIDEO : AT&T, IBM Grid Computing, Surplus PC Power, Cloud computing**
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