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Defining Technology
“science of –practical or industrial art”
Pre-industrial era (McGuire)
Technology has moved to how we now punish people for their crimes. Throughout time executions have been guided by technology to decrease the harms done to those accused. 
Technology has also led to an easier world for us to navigate through. 
Contemporary emergence

Phrenology: determining criminality through genes based on the structure of ones skull. 

Pros and Cons of Technology
Both pros and cons of technology affect us as its users. Where technology aids us, it also harms and controls us. 
Pros - Identifying individuals, exonerating the innocent
Cons - Privacy concerns, inconsistent practices


Historical and Contemporary Applications
Hard Technologies vs. Soft Technologies (Byrne and Rebovich)

Soft Technology: 
Computer software information systems. 
Risk assessment tools
amber alerts

Hard Technology: Material forms of technology
Crime Prevention: Surveillance cameras, CCTV, weapons, mace
Policing: metal detectors, license plate scanners, traffic cameras

Contemporary Considerations
Globalization
Advent of World Wide Web
Social contexts and norms
Techno crimes and techno security 
Private 
public domains
Foucaultian Theory
- government imposed discipline through imprisonment
Delivery of Messages
Have different impacts depending on how it is presented. Ex, seeing something on television verses reading something. 

Link to prisons
Actuarial assessment tools
Observation and data
sense making 

Categoral Identity (Calhoun, 1995)
Drug users
Thieves

Virtuality (Hayles, 1999)
moving away from the physical body and having the information present in the virtual realm. 
[bookmark: _WNSectionTitle_2][bookmark: _WNTabType_1]Introducing Criminal Justice and Technology	13-01-09 4:11 PM

January 21, 2013
Tasers: A Less Lethal Force Option

Taser: Thomas A Swift Electric Rifle
Designed to incapacitate
50,000 volts
muscle contractions impair movement and freedom
Designed in 1920
Taser, pepper spray, chemical mace, teargas

Use of force permitted for purpose of officer and public safety

The benefit of a Taser is that it is an intermediary weapon.

Concerns:
littler research on efficiency
continuum of force
injury side effects: excited delirium (a state where the person displays extraordinary strength and gives officers serious trouble when trying to pacify them. This leads to cardiac arrest and death when pushed too far)
target populations
case in point: (2007 Robert Dziekanski)
Braidwood hired many people to research the Tasers to see if its existence and use was justified. He was a retired judge. 

Tasers in Corrections and Private Sphere
Institutional use and emergency response teams
Technology is increasing capacity and ways to punish prisoners and offenders. 

CBC Documentary Tasered (2010)
What were some controversies?
Perspectives of law enforcement and medical personnel?
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Section Staff
22 police officers
24 hour coverage
All Forensic Identification Officers are sworn police officers.
Candidates are selected through competition
Expected to serve at least 10 years in the section
Specialized science training not a necessity

FIS Training
All identification officers receive a 7-8 week course at either OPC or CPC
All receive training in fingerprint identification and forensic photography. 
Officers received additional training courses during their 10-12 year tenure in the Section. 
Recovery of Human Remains
Footwear comparison and identification

Specialized Training
Bloodstain Pattern Analysis
Post blast/ nuclear biological, chemical, radiological response team
Composite drawing

Forensic Identification Functions
Crime scene documentation (photo, video, scale drawings)
Collection preservation and examination of crime scenes and exhibits, and submission of certain exhibits to Forensics Laboratories. 

Crime Scene Triangle
Victim
Scene
Guilty

Using various methods they identify people/suspects/victims
Fingerprints
DNA
Dental
Anthropology – deals with origins, physical and cultural development, biological characteristics, and social customs and beliefs of humankind

Using various experts and techniques we can explain what transpired or what an item is
Blood stain pattern analysis
Firearms
Computer animations
Post blast
NBCR (nuclear, biological, chemical, radiological)

Using various resources we can identify where an incident occurred
Center of Forensic Science, RCMP Science labs, Museum of Civilization
Soil
Botany
Temperature

Using certain resources we can narrow the time frame in which and incident occurred
Entomology
Bugs
Pathology
Body Temperature

Our section does NOT conduct interviews or interrogate suspects. We supply information to the Investigator, Crown, Pathologist etc. that will allow them to confirm or contradict eye witness testimony.

Types of Physical Evidence
Fingerprints/Footwear
Photographs / Video / Scale Diagrams
Hair and Fiber
DNA (blood, saliva, semen, hair, tissue, bodily secretions)
Physical Matches (similar to puzzle pieces)

Edmond Locard: everything leaves a trace.

Crime Scene Preservation Enemies
Firefighters wash away lots of evidence 
Police Officers
EMS
Weather

Fingerprint Examinations
Latent fingerprint impressions: means hidden or invisible
The use of chemical and or physical processing techniques permit visualization of invisible latent print. 

Fingerprints
Chance Impressions
Visible
Latent: invisible
Deposit: grease/blood/dirt
Take Away: dust depression

DNA Databank
Upon conviction for a wide variety of offences ranging from assault, break and enter, and sexual assault, to homicide the judge may order that the accused provide a DNA sample. 
Everything is compared against the National Database. These are also compared to all existing unsolved cases to ensure that the guilty do not get away. 

CBRN (chemical, biological, radiological, nuclear) 
Go into dangerous toxic situations to eradicate harm. 

Sudden Deaths
Suicide
Accidental
Policy and procedure requires the Identification section attend all apparent suicides, homicides, suspicious deaths or found human remains
Scene is secured
No search until scene is documented

The Role of the Coroner
Are all normally practicing physicians
Must be notified of any death outside of a hospital
Establish
Deceased identity
Circumstances of the death


PART II

Ridgeology: the study of the uniqueness of ridges and patterns.

AIA 
Prior to August 1st 1973 the old identification was based on a minimum number of ridge characteristics somewhere between 10 and 12 characteristic marks

Friction Ridge
Develop prior to birth. Random growth aspect of friction ridge formation allows variables in size, shape and location of each ridge unit.
Persistent
Unique
Patterns vary within limit to allow classification.

3 Common patterns 
Whorl
Loop
Arch

16 weeks in, the finger prints are set in stone. 

Purpose of friction ridge skin is to be able to grasp things with minimum slippage. 

Each ridge is 5mm wide and has 10 ridges in it. 

Analysis
Substrate: surface it is on
[bookmark: _GoBack]Matrix: what was left behind, blood, dirt, smudge?
Development Medium: what is used to outline it, black, brown powder.
Deposition Pressure: how much pressure was put by the finger on the surface.
Clarity: hard to examine prints if clarity is low.
Tolerance: 
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Anatomical Aspect: 


Cyber crime
- Any criminal activity which uses network acess to commit criminal acts

Offences that are committed against individuals or groups of individuals with a criminal motive to intentionally harm the reputation of the victim or cause physical or mental harm

Computer crimes
- phishing
- credit card fraud
- bank robbery
- illegal downloading
-

Hackers –  Enjoy intellectual challenges of overcoming software limitations and how to increase capabilites of systems: discovery
Crackers – illegally break into other peoples secure systems and networks: malicious
Cyber terrorist – threten andbattack other peoples computers to further
Malware writers
 samurai

Cyber Victims
Companies
Individuals (victim blaming)
- naïve/newbies
- desperados
- pseudo victims
- wrong place wrong time
society
- cyber terrorism

Identity Theft
The theft misrepresentation or hijacking of another person or business’ identity

- provides an effective means to commit other crimes using your name

Five common types of indentity theft
 drivers licence
- name, address, date of birth
- can be used to apply for loans, credit crds, open bank accounts, buy cars, homes, boats,anything of value
social insurance
- Thieves use this info to btaina new SOC to obtain benefits you worked your adult life for:
- welfare benefits, housing vouchers, medical and dental care, and to obtain a fake passport
medical
- File false workers’ compensation claims
- have surgeries, including cosmetic surgery, often to alter their appearance to avoid being recognized for previous crimes
- phony disability claims, and or false medical liability claims, including insurance claims, and to have medical procedures done for legitimate health problems
character/ criminal
- ID thieves commit crimes, posing as you
- you could apply for a job or get pulled over by the cops for a burned out tail light on your car, and end up getting arrested
- it then becomes your job to try and convice the cops and courts that you are the victims
financial 
- most common
- This category involves a criminal posing as you to empty your bank account, financial holdings, remove any valuables you may have stored in bank vaults, steal any off shore assets and/or international financial assets or bankaccounts, and buy or sell expensive properties suchas homes, cars

How does it happen?
- Happens through computer use, email, snail mail, ransactions over the phone, even material from your trash
- Consumer is not aware of potential fraud

Phishing
- is the activity of fraudulently prrsenting oneself online as a legitimate enterprise in order to trick consumers into giving up personal financial information that will be sed for identity theft or other criminal activity (mass email distribution) 

Pharming
- Is the exploitation of the vulnerability in DNS server software that allows a hacker to redirect that websites traffic

identity theft victims know for mid term*
18-29 - 28%
30-39 – 23%
40-49 - 19%
50-59 – 13% 
60+ - 10%

sings you may be a victim
- bank or cell companies contact you about suspicious transactions
- suspicious calls
- collection agencies call about unknown debt
- unknown items appear on statement
- denied credit for unkown reasons
- bills not coming in the mail

The Prize Pitch
- get a call about free trip wanting information to book

Emergency or grandparent scam
- happens over phone
- asking for money to get out of a situation or for an emergency

Smartphone identity theft
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