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As accounting information systems grow more complex to meet our escalating needs for information, companies face a growing risk that their systems may be compromised. 

AIS Threats:

1. Natural and Political Disasters: fires, floods, earthquakes, hurricanes, tornadoes, blizzards, war and attacks by terrorists – can destroy an information system and cause many companies to fail. 
2. Software errors / Equipment malfunctions: power outages, hardware failure, undetected data transmission errors. 
Microsoft Windows has certain software vulnerabilities (30% of companies have moved off Windows to reduce security risks. 
3. Unintentional acts: accidents or innocent errors/omissions (greatest risk to information systems and cause the greatest $ loss. 
Human errors cause 80% of security problems. 
Caused by human carelessness, failure to follow procedures and poorly trained supervisor personnel. 
4. Intentional acts: Computer crime, a fraud or sabotage, which is deliberate destruction or harm to a system. Information systems are increasingly vulnerable to an attack. Hackers attack computers more than 8.6 million times per day. Costs victims more than $600 million per year. 

Fraud is gaining an unfair advantage over another person. Legally, for an act to be fraudulent there must be: 
1. A false statement, representation or disclosure 
2. A material fact (which is something that induces a person to act) 
3. An intent to deceive 
4. A justifiable reliance (person relies on misrepresentation to take action) 
5. An injury or loss suffered by the victim 

75%-90% of computer fraud perpetrators are knowledgeable insiders with the requisite access, skills & resources. Employees understand a company’s system and its weaknesses, they are better able to commit and conceal fraud. Fraud perpetrators are referred to White Collar Criminals. 



Misappropriation of Assets is the theft of company assets
The most significant contributing factor is the absence of internal controls and/or failure to enforce existing internal controls. 
Typical misappropriation of assets has the following characteristics: 
Gains the trust or confidence of entity being defrauded 
Uses trickery, cunning or false information 
Conceals fraud by falsifying records 
Rarely terminates the fraud voluntarily 
Greed impels the person to continue. Sometimes if stopped, actions will be caught. 
Perps tend to depend on the fraudulent income. Rarely do they save or invest the funds. 
Greedy perps take ever-larger amounts at more frequent intervals exposing perp to greater scrutiny and increasing the chances of discovery 

Fraudulent Financial Reporting – intentional or reckless conduct, whether by act or omission, that results in materially misleading financial statements. 
Falsified to deceive investors and creditors, increase a company’s stock price, meet cash flow needs, or hide company losses and problems. 
Lead to huge financial losses and a number of bankruptcies 
“Cook the books scheme” involve fictitiously inflating revenues, holding the books open (recognizing revenues early) closing the books early (delaying current expenses to later period), overstating inventory or fixed assets, concealing losses and liabilities. 

To reduce fraudulent financial reporting: 
1. Establish an organizational environment that contributes to the integrity of the financial reporting process 
2. Identify and understand the factors that lead to fraudulent financial reporting
3. Assess the risk of fraudulent financial reporting within the company 
4. Design and implement internal controls to provide reasonable assurance of preventing fraudulent financial reporting. 



Auditor’s Responsibility to Detect Fraud
1. Understand fraud: understand it and why it is committed 
2. Discuss the risk of material misstatement: discuss among team members how and where the company’s financial statements are susceptible to fraud. 
3. Obtain information: gather evidence by looking for fraud risk factors; testing company records; asking management
4. Identify, assess and respond to risks: verify the nature, timing and extent of audit procedures and by carefully evaluating the risk of management overriding internal controls. 
5. Evaluating the risks of their audit tests: evaluate whether identified misstatements indicate presence of fraud and determine its impact. 
6. Document & communicate findings: document & communicate to managers
7. Incorporate technological focus: impact of technology on fraud risks. Commentary and examples recognizing this impact 

Who Perpetrates Fraud & Why
Some are unhappy with their job and seek revenge against employer
Computer fraud perps are younger and have more computer skills

The Fraud Triangle

PRESSURES A person’s incentive or motivation for committing fraud. 
Financial (ex: Living beyond one’s means, high personal debt)
Emotional (greed, lack of recognition, job dissatisfaction …) 
Lifestyle (gambling habit, peer pressure, drug addiction). 

Three types of pressures that motivate managers to misrepresent financial statements: 
1. Management characteristics (questionable ethics, aggressive earnings forecast, compensation based on achieving unduly aggressive goals)
2. Industry conditions (declining industry, new regulations that impair profits, market saturation, significant tax changes, decline in demand)
3. Financial: intense pressure to meet or exceed expectations, cash flow problems, heavy losses, inventory obsolescence, impending business failure) 

OPPORTUNITIES Condition or situation that allows a person or organization to … 
1. Commit the fraud (theft of assets is most common – ex: overstate assets) 
2. Conceal the fraud (prevent detection when assets stolen or overstated, often takes more effort/time and leaves behind altering records)
Lapping – perp steals the cash/cheques customer A mails to pay A/R, funds from B are used to pay off A’s balance, funds from C used to pay B’s balance etc… 
Kiting – cash is created using the lag between time a cheque is deposited and the time it clears the bank. (Writing cheques and making deposits as needed to keep the cheques from bouncing) 
3. Convert theft to personal gain (converting theft to spendable form – ex: selling stolen inventory)

Companies who do not perform a background check on potential employees risk hiring a “phantom controller”. 

RATIONALIZATIONS Allows perpetrators to justify illegal behavior
“I am only borrowing it and I will repay my loan”
“What I did was not that serious”
“Everyone else is doing it” 
You would understand if you knew how badly I needed it” 

Fraud occurs when people have high pressures, an opportunity to commit, conceal and convert and ability to rationalize away their personal integrity. 

Computer Fraud

Any fraud that requires computer technology knowledge to perpetrate, investigate or prosecute it. Examples:
Unauthorized theft, use, access, modification, copying or destruction of software or data 
Theft of assets by altering computer records 
Theft of computer time 

Computer fraud can be difficult to detect than other types of fraud – millions of dollars can be stolen in less than a second leaving little or no evidence. 



Rise in Computer Fraud:
People who break into corporate databases can destroy, steal or alter massive amounts of data in very little time 

Number of incidents and total dollar losses, and the sophistication of the perpetrators and the schemes used to commit computer fraud are increasing rapidly for several reasons:
Not everyone agrees what constitutes computer fraud 
Many instances of computer fraud go undetected 
High percentage of fraud is not reported  
Many networks are unsecure 
Internet sites offer step-by-step instructions of how to commit computer fraud 
Calculating losses is difficult

Computer Fraud classifications
1. INPUT FRAUD: simplest and most common way to commit a computer fraud is to alter or falsify computer input. Requires little skill, perpetrators need only to understand how the system operates
Filed over $13,000 of federal and state income tax refunds for 10 fictitious people
2. PROCESSOR FRAUD: unauthorized system use, including theft of computer time & services 
EX: Employees using company computers to run and illegal gambling site
3. COMPUTER INSTRUCTIONS FRAUD: tampering with company software, copying software illegally, using software with an authorized manner and developing software to carry out and unauthorized activity. 
4. DATA FRAUD: Illegally using, copying, browsing, searching or harming company data. Data breaches cost companies more than $6.6 million (including lost business). Employees are most likely to commit data fraud. 59% of employees who lost their jobs admitted to stealing confidential information. With the absence of controls it is easy to steal data. NEGLIGENCE. 
Office manager of a Wall Street law firm sold information about prospective mergers and acquisitions found in Word files to friends and relatives who made several million dollars trading the securities. 
22-year old Kazakh man broke into Bloomberg’s network and stole account information. Demanded $200,000 in exchange for not using it or selling the information. Arrested in London when accepting the ransom. 

Data can also be changed, damaged, destroyed or defaced, especially by disgruntled employees and hackers. 

5. OUTPUT FRAUD: Unless properly safeguarded, displayed or printed output can be stolen, copied or misused. 
Forge authentic-looking outputs (ex: paychecks)

TO PREVENT FRAUD, ORGANIZATIONS MUST: 
1. CREATE A CLIMATE THAT MAKES FRAUD LESS LIKELY,
Organizational culture that stresses integrity and commitment to ethical values
Assign authority and responsibility for business objectives to specific departments and individuals, encourage them to use initiative to solve problems and hold them accountable for achieving those objectives. 
2. INCREASES THE DIFFICULTY OF COMMITING IT
Strong system of internal controls 
Segregate accounting functions of authorization, recording and custody 
3. IMPROVES DETECTION METHODS
Create an audit trail so individual transactions can be traced through the system to the financial statements
Periodic internal/external audits
Install fraud detection software
4. REDUCES THE AMOUNT LOST IF A FRAUD DOES OCCUR
Maintain adequate insurance 
Store backup copies of program and data files in a secure offsite location 
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Internal Control is the process implemented to provide reasonable assurance that the following control objectives are being met: 
Safeguard assets (prevent/detect unauthorized use)
Maintain records in sufficient detail to report assets fairly & accurate
Provide accurate & reliable information
Prepare financial reports in accordance with established criteria
Promote and improve operational efficiency

Internal control provides reasonable assurance – it is difficult to achieve compete assurance (and very expensive). 

Internal controls perform three important functions:
1. Preventive controls: deter problems before they arise. 
Hiring qualified personnel, segregating employee duties, controlling access to assets 
2. Detective controls: discover problems that are not prevented
Duplicate checking of calculations and preparing bank reconciliations and monthly trial balances 
3. Corrective Controls: identify and correct problems as well as correct and recover from the resulting errors. 
Maintaining backup copies of files, correcting data entry errors, resubmitting transactions for subsequent processing

Internal controls are often segregated into two categories:
1. General controls make sure an organization’s control environment is stable and well managed. 
2. Application controls make sure transactions are processed correctly. They are concerned with the accuracy, completeness, validity, and authorization of the data captured, entered, processed, stored, transmitted. 

In response to fraud, the Sarbanes-Oxley Act was passed in 2002. This law applies to public companies and their auditors and was designed to prevent financial statement fraud, make financial reports transparent, protect investors, strengthen internal controls and punish executives who commit fraud. 
Public Company Accounting Oversight Board was created to control the auditing profession. Enforces auditing, quality control, ethics, independence
New rules for auditors was created. Report specific information to audit committee (critical accounting policies and practices). 
Audit partners must rotate sporadically. 
Audit committee members must be on the company’s board of directors and be independent of the company. One member must be a financial expert. 
CEO and CFO to certify that financials are correct and fairly presented  and that auditors were informed of control weaknesses. If management knowingly violates they can be prosecuted and fined. 
Report attached to financials saying that management is responsible for establishing and maintaining internal controls. 

Control Frameworks 

COBIT Framework: Control Objectives for Information and Related Technology
Benchmark security and control practices of IT environments 
Users to be assured that adequate IT security and control exist.
Auditors to substantiate their internal control opinions and to advise on IT security and control matters

COSO Internal Control Framework: Committee Of Sponsoring Organizations. 
Issued Internal Control – Integrated Framework (IC) which is widely accepted as the authority on internal controls and is incorporated into policies, rules, and regulations used to control business activities 	

Components of COSO’s Internal Control Model (see handout) 
	Control Environment
	People in a business – integrity, ethics and competence and the environment in which they operate. 

	Control Activities 
	Policies & procedures that help ensure the actions identified by management as necessary to address risks and achieve objectives are effectively carried out 

	Risk Assessment 
	Identify, analyze and manage risks 

	Information/communication
	Capture & exchange the information needed to conduct, manage and control the organizations operations

	Monitoring 
	Entire process must be monitored and modifications made as needed so system can exchange as conditions warrant



Internal Environment: (company culture) influences how organizations establish strategies and objectives; structure business activities and identify, assess and respond to risk. A weak or deficient internal environment often results in breakdowns in risk management and control
Management’s philosophy, operating style and risk appetite
More responsible management’s philosophy  & operating style, more clearly they are communicated and more likely employees will behave responsibly.
“Does management take undue business risks to achieve its objectives? Or Does it assess potential risks and rewards prior to acting” 
“Does management manipulate performance measures (net income)?”
Board of directors
Independent review of management – check on their actions
Sarbanes-Oxley requires audit committee of outside independent directors
Approve company strategy & review security procedures
Commitment to integrity
Endorse integrity (teach & require, avoid unrealistic expectations, rewarding honesty, written code of conduct, report dishonest/illegal acts) 
Organizational structure 
Planning, executing, controlling and monitoring operations 
Centralization/decentralization of authority 
Direct/matrix reporting relationship
Complex/unclear organizational structure may indicate serious problems
ESM used multilayered organizational structure to hide $300,000,000
Management had stolen cash in F/S using fictitious receivables
Emphasis on continuous improvement
Methods of assigning authority and responsibility
Assigned and communicated using formal job descriptions, employee training, operating schedules, budgets, code of conduct and written policies
Policy & Procedure manual explains proper business practices, describes needed knowledge and experience, explains how to handle transactions etc… 
Human resource standards
Greatest control strength  honest employees 
Greatest control weakness  dishonest employees
HR policies and practices governing working conditions, job incentives and career advancement are powerful in enforcing honesty, efficiency & loyalty
Hiring: based on educational background, experience, achievements, honesty, integrity and meeting job requirements. All employees should be subject to hiring policy 
Background check: talking to references, criminal records, credit check, education and work verification
Training: teach new employees their responsibilities, expected performance levels and behavior; and the companies policies and procedures, culture and operating style. 
Fraud is unlikely to occur when employees believe security is everyone’s business, are proud of their company and protective of its assets and recognize the need to report fraud
Disgruntled Employees: disgruntled employees sometime seek revenge, perpetrate fraud or sabotage. Need procedures to identify disgruntled employees and help them resolve their feelings or remove them from sensitive jobs. 
Grievance channels and counseling 
Vacations/Rotation of Duties: Fraud schemes that require ongoing perpetrator attention are uncovered when the perpetrator takes time off. 
Periodically rotating employee duties and making employees take vacation can achieve the same results 
Prosecute and Incarcerate Perpetrators: Most fraud is not reported
Public relations disaster
Courts are busy with violent crimes and have less interest in computer crimes 
Costly, difficult and time-consuming to investigate fraud
Law enforcement lacks computer skills to investigate
Fraud sentences are often light
External influences
Requirements imposed by stock exchanges, FASB, PCAOB and the SEC
Requirements imposed by regulatory agencies such as those for banks, utilities, and insurance companies. 

EX – Enron , management engaged in risky and dubious business practice which board of directors never questioned, management misrepresented company’s financials, lost confidence of shareholders and finally went bankrupt 

Objective Setting: Management determines what the company hopes to achieve, often referred to as the corporate vision/mission. Management sets objectives at the corporate level and subdivides them into more specific objectives for company subunits. 
Strategic objectives: high level goals that are aligned with company’s mission 
Operations objectives: deal with the effectiveness and efficiency of company operations, determine how to allocate resources
Reporting objectives: help ensure the accuracy, completeness, and reliability of company reports; improve decision-making and monitor company activities. 
Compliance objectives: comply with applicable laws and regulations 

Event Identification: 
Event: “an incident or occurrence emanating from internal/external sources that affects implementation of strategy or achievement of objectives. 
Represents uncertainty 
Management tries to anticipate both positive and negative events

Risk Assessment and Risk Response 
Inherent Risk: exists before management takes any steps to control the likelihood or impact of an event. 
Residual Risk: what remains after management implements internal controls or some other response to risk. 
Companies should assess inherent risk, develop a response, then assess residual risk. 
Management’s response to risk:
i. Reduce the likelihood and impact by implementing effective internal controls
ii. Accept the likelihood and impact of risk
iii. Share risk or transfer it to someone else by buying insurance, outsourcing or entering into hedging transactions 
iv. Avoid risk by not engaging in the activity that produces risk. 

Control Activities: policies and procedures that provide reasonable assurance that control objectives are met and risk responses are carried out. 
Management’s responsibility to develop a secure and adequately controlled system
Procedures ensure control compliance and enforcement 
Controls are much more effective when placed in the system as it built, rather than as an afterthought. 
Proper authorization of transactions and activities 
Authorization – management can’t supervise each company activity. Authorizations are documented by signing, initializing, entering code.. 
Digital signature – signing of a document with data that cannot be forged
Segregation of duties 
No single employee be given too much responsibility over business transactions/processes. 
An employee should not be in the position to commit or conceal fraud
Segregation of accounting duties
Authorization (approving transactions/decisions) 
Recording (preparing docs, entering data, maintaining journals/ledger, preparing reconciliations)
Custody (handling cash, inventory, receiving/writing checks) 
Project development and acquisition controls 
Methodology that govern the development, acquisition, implementation and maintenance of information systems. Should contain appropriate controls for management approval, user involvement, analysis, design, testing, implementation and conversion. 
Change management controls
Modify existing systems to reflect new business practices and take advantage of IT advancements
Design and use of documents and records 
Ensure accurate and complete recording of all relevant transactions
Simple as possible,  minimize error. 
Safeguarding assets, records and data 
Protect cash, physical assets and information. 
Employees are much greater security risk than outsiders 
Able to hide illegal acts
Independent checks on performance 
Done by someone other than the person who performs the original operation. Helps ensure that transactions are processed accurately. 

Information and Communication: relates to the primary purpose of an AIS, which is to gather, record, process, store, summarize and communicate information to an organization. 

Monitoring: ERM processes must be continuously monitored and modified as needed and deficiencies be reported to management. 
Self assessment evaluations 
Supervision 
Responsibility accounting (budgets, quotas …) 
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1. Security is a MANAGEMENT issue, NOT a technology issue
SOX requires CEO/CFO to certify that the F/S fairly represent the company’s results
i. Create and foster a pro-active “security-aware” culture (importance of management’s operating philosophy and ethics) 
ii. Inventory and value the organization’s information resources (identify and place a value on information resources) 
iii. Assess risks and select a risk response (not possible to totally eliminate risk – important to develop a risk management program involving risk mitigation strategies that reduce residual risk to an acceptable level). 
iv. Develop and communicate security plans, policies and procedures (management to develop and communicate an enterprise-wide IT control framework – key component = security plan)
v. Acquire and deploy information security technologies and products (management must provide resources to protect information resources) 
vi. Monitor and evaluate effectiveness of information security program (advances in IT creates new threats and alters risks with existing threats. Effective control over IS is a continuous cycle of developing new policies for identified threats). 

2. Defense-in-Depth and Time-Based Model of Information Security
Employ multiple layers of controls in order to avoid having a single point of failure 
Example – Firewall + multiple authentication methods (password, token etc…)
Redundant controls increase effectiveness because if one control fails another may function as planned (extra caution) 
Involves a combination of preventative, detective and corrective controls 
Preventive – limit actions to specific individuals in accordance with security policy 
Detecting and correcting must be timely – once controls breached, it can be quickly destroyed, compromised or stealing of resources can be done.

PREVENTIVE CONTROLS
Training
Must understand and follow security policies 
Taught why security measures are important to long-run survival
Trained to follow safe computing policies
Important for senior management as many of them are targets
User access controls (that require authentication and authorization) 
Authentication is the process of verifying the identity of the person or device attempting to access the system 
To verify a persons identity 
Something they know (PINS)
Something they have (ID Cards) 
Some physical characteristic (fingerprint/voice) 
Passwords = most common and most controversial
Individual methods have limits (passwords can be guessed) 
Multifactor authorization uses 2 or all types in conjunction
Authorization is the process of restricting access of authenticated users to specific portions of the system and limiting what actions they are permitted to perform. 
Applied to people and devices. 
Physical access controls (locks, guards…) 
Essential to control physical access to information resources
One regular entry point that remains unlocked during normal office hours 
Emergency exits should not permit entry from the outside and should be connected to an alarm system that is triggered whenever the fire exit is opened. 
Rooms securely locked and all exit/entry is monitored by closed circuit TV
Physical access control must be cost effective. 
Network access controls (firewalls…) 
Most companies have remote access to their systems (ex: email)
Routers, Access control list, Secured dial-up connections, securing wireless access
Device and software hardening controls 
Additional controls (locked cabinets that have exterior door locks)

DETECTIVE CONTROLS
Log analysis 
Logging who accesses the system and what specific actions each user can perform. 
Important to log failed attempts 
Important to analyze changes
Analyzed regularly to detect problems in a timely manner
Intrusion detection systems (IDS)
Sensors and central monitoring unit that create logs of network traffic that was permitted to pass the firewall and then analyze those logs for signs of attempted or successful intrusions
Security testing and audits
Periodically test the effectiveness of existing security procedures
Managerial reports 
Monitor and evaluate system performance and controls 
# of incidents with business impact 
% of users who do not comply with password standards
% of cryptographic keys compromised

CORRECTIVE CONTROLS
Computer incident response teams (CIRT)
Responsible for dealing with major incidents quickly and promptly
Chief information security officer 
Responsibility for information security should be assigned to someone at senior level. 
Independent 
Report to COO / CEO / CFO 
Patch management 
Fix known vulnerabilities by installing latest updates to operating systems
In order to protect from virus
# of reported vulnerabilities rises each year 
Software becomes more and more complex each year 
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Data Modeling is the process of defining a database so that it faithfully represents all aspects of the organization, including its interactions with external environment 

Entity-Relationship Diagram (E-R-D) is a graphical technique for portraying a database schema. 
Shows the various entities being modeled and the important relationships among them. 
Entity: anything which the organization wants to collect and store info 
Each entity is a rectangle 
Can be used to represent the contents of any kinds of database

The REA Data Model was developed specifically for use in designing AIS. The REA data model focuses on the business semantics underlying an organizations value-chain activities 
Provides guidance for database design by identifying what entities should be included in the AIS database and by prescribing how to structure relationships among the entities in that database. 
Classifies entities into three distinct categories 
i. Resources are the things that have economic value to the organization (example: cash & inventory) 
ii. Events are the various business activities about which management wants to collect information for planning or control purposes (examples: sales & receive cash) 
iii. Agents are the people and organizations that participate in events about whom information is desired for planning, control and evaluation purposes. (examples: employees & customers) 
Each event is linked to at least one resource that it affects 
Each event is linked to at least one other event 
Each event is linked to at least two participating agents 

DEVELOPING A REA DIAGRAM
1. Identify events about which management wants to collect information 
At minimum every REA model must include the TWO events that represent the basic give-to-get economic exchange performed in that particular business cycle
The revenue cycle typically consists of four sequential activities 
Take customer’s orders
Fill customers orders 
Bill customers 
Collect payments from customers 

2. Identify resources affected by each event and the agents who participate in those events 
What economic resource is reduced by the “Give” Event 
What economic resource is acquired by the “Get” Event 
What economic resource is affected by a commitment event 
3. Determine the cardinalities of each relationship 
Cardinalities describe the nature of the relationship between two entities by indicating how many instances of one entity can be linked to specific instance of another entity. 
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Implementing a REA Diagram in a Relational Database: 

· Create tables for each DISTINCT entity and M:N Relationship 
· A properly designed relational database has a table for each distinct entity and for each many-to-many relationship in a REA diagram
· Suggested table names in Table 1 correspond to the names of entities in the REA diagram

· Assign ATTRIBUTES for each table 
· Which attributes should be included in each table 
· Interview and use management to identify which facts need to be included in the database
a. Identify primary keys: attribute (or combination) that UNIQUELY IDENTIFIES each row in that table (Example Customer #)
b. Assign other attributes to appropriate tables: additional attributes besides the primary key are included in each table to satisfy transaction processing requirements and management’s information needs. (Example = customer name & address is an atrribute that describes a primary key (customer #)

· Use Forign Keys to Implement 1:1 and 1:N relationships
· Usually more efficient to implement them by means of foreign keys 
· A  foreign key is an attribute of one entity that is itself the primary key for another entity (Example- Customer number might appear in both the customer and the sales table, it would be a primary key of the customer table but a foreign key for the sales table). 

Basic requirements for designing well-structured relational databases 
Every table must have a primary key 
Other attributes in each table must be either fact about the thing designated by the primary key or foreign keys used to link that table to another table
Every attribute in every table is single valued 
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Most organizations are improving or replacing their information systems: 
Changes in user/business needs: to remain responsive to increased competition, business growth/downsizing
Technological advances: as technology advances and becomes less costly, organizations adopt new technologies 
Improved business processes: change system to improve inefficient business processes. 
Competitive Advantage: Companies invest heavily in technology to increase the quality, quantity and speed of information; to improve products or services; to lower costs; and to provide other competitive advantage 
Productivity Gains: Information systems can automate clerical tasks, decrease task performance time, and provide employees with specialized knowledge. 
Systems Integration: Incompatible systems integrate them to remove incompatibilities and to consolidate databases. 
Age: As systems age and are updated numerous times, they become less stable and eventually need to be replaced

Developing quality, error free software is difficult, expensive and time consuming. 

THE SYSTEM DEVELOPMENT LIFECYCLE
1. System Analysis
· Initial investigation, Systems survey, Feasibility study, Determine needs and Deliver 
2. Conceptual Design
· Identify and evaluate design alternatives, Develop design specifications and Deliver
· “How to meet user needs”
3. Physical Design
· Design output, database, input, programs, procedures, controls etc… 
· Translates design into detailed specifications sed to code and test computer programs
4. Implementation and Conversion
· Develop an implementation plan. Train personnel, install hardware, Test system
5. Operations & Maintenance 
· Fine-tune ad review. Operate & Modify as needed. Ongoing maintenance (periodically)

A number of people must cooperate  to successfully develop and implement an AIS
· Management emphasize the importance of involving users in the process, to provide support and encouragement for development projects and to align systems with corporate strategies. Management also establishes system goals and objectives. 
· Accountants and Other Users: Communicate AIS needs with system developers. Accountants help design, test and audit the controls that ensure the accurate and complete processing of data 
· Information Systems Steering Committee: An executive level information systems level management (controller, systems and user-department management). Sets out AIS policies, ensures top management participation, guidance and control and facilitates the coordination and integration of systems activities 
· Project Development Team: Team of system analysts and specialists, managers and accountants and users that guide the project’s development. Plan each project, monitor it to ensure timely and cost effective completion. Communicate frequently with users and hold regular meetings to consider ideas and discuss progress (ex: Carmen & JMSB building)
· System Analysts and Programmers: 
· System Analysts: study existing systems, design new ones, and prepare the specifications used by computer programmers. Bridge the hap between the user and technology 
· Computer programmers write programs using the specifications developed by the analysts. They also modify and maintain existing computer programs. 
· External Players: customers, vendors, external auditors etc.. 

PLANNING SYSTEMS DEVELOPMENT
Planning performed during the Systems Development Life Cycle 

Advantages of Planning:
Goals and objectives of the systems correspond to the organization’s plan
Systems are  more efficient 
Subsystems are coordinated 
Sound basis for selecting new applications for development 
Avoids wasted effort, duplication, cost & time overrun 

TWO systems development plans are needed:
1. Project Development Plan: prepared by the project team contains a cost/benefit analysis, developmental and operational requirements and a schedule of activities required to develop and operate the new application 

2. Master Plan: prepared by the information systems steering committee, specifies what the system will consist of how it will be developed, who will develop it, how needed resources will be acquired, and where the AIS is headed. Describes status of project, prioritizes planned projects and provided development time tables. Highest priority are developed first. 

Planning Techniques: 
· Program Evaluation and Review Technique (PERT): all activities the precedent and subsequent relationships among them be identified. Network of arrows and nodes representing project activities that require an expenditure of time. 
· Critical path  the path requiring the greatest amount of time to complete 
· Gantt Chart: bar chart with project activities on the left hand size and unit of time across the top. For each activity a bar is drawn from the scheduled starting date to the ending date thereby defining project completion time. As activities are completed they are recorded by filling in the bar. We can therefore at anytime glance and determine which activities are on schedule and which are behind. 

FEASIBILITY ANALYSIS
1. Prepared during the system analysis and updated as needed. 
1. Prepared with input from managers, accountants, systems personnel and users. 
1. Five important aspects to be considered during a feasibility study: 
8. Economic feasibility (will the benefits justify the time, money and resources spent) 
8. Technical feasibility (can the system be developed and implemented using existing technology) 
8. Legal feasibility (does the system comply with federal and provincial law) 
8. Scheduling feasibility (can the system be developed in the allotted time)
8. Operational feasibility (does the organization have access to people who can design, implement and operate the proposed system?)

BEHAVIOURAL ASPECT TO CHANGE
An individual’s view of change (as either good/bad) usually depends on how that individual is personally affected by it. Management views change positively (if it increases productivity, profits etc..). Employees view the same change as bad if it reduces jobs. 

Why does resistance take place?
Fear, people fear the unknown, loosing their jobs, loosing respect or status
Lack of top management support
Bad experience with prior change 
Employees unlikely to support change unless they see the reason behind it 
Resistance is often a reaction to the methods of instituting change rather than change itself. 

How People Resist Change: 
1. Aggression: behavior that destroys, cripples, weakens system effectiveness or deliberate sabotage. (Ex: After an organization introduced an online AIS employees poured honey on the input devices) 

2. Projection: blaming the new system for everything that goes wrong. 

3. Avoidance: ignoring the new AIS in the hope that the problem (the system) will eventually go away. 

Preventing Behavioral Problems:
· Obtain management support – motivate others to assist and cooperate with system dev
· Meet user needs – essential that the system satisfy user needs 
· Involve users – those affected by the system should participate in its development (make suggestions, help make decisions) 
· Avoid emotionalism –
· Provide training – effective use and support is not possible if users do not understand the system. User training needs are often underestimated. 
· Open Communication – everyone affected by systems development should have an attitude of trust and cooperation. Difficult to change mind of hostile employees. Tell employees as soon as possible what changes are being made and WHY and be shown HOW the new system benefits them

SYSTEMS ANALYSIS
When a new/improved system is needed, a written request for systems development is prepared. The request describes current problems, reason for change, proposed system’s objectives and the anticipated costs/benefits. 

5 steps: 
1. Initial Investigation: screen the requests for systems development. Exact nature of problem determined. Determine scope of project (what it should/shouldn’t accomplish)

2. Systems Survey: study the present system to gain a thorough understanding of how it works

3. Feasibility Study: develop a more thorough feasibility analysis, especially with respect to economic costs and economic benefits. 

4. Information needs/system requirements: identify information needs of users and determine objectives and requirements of the new system 
6. Ask users what they need 
6. Analyze external systems
6. Examine existing systems
6. Create a prototype

5. System Analysis Report: provide management with the findings of the analysis phase 
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3 ways to obtain an information system 

1. PURCHASE SOFTWARE
2. DEVELOP IN-HOUSE
3. HIRE A COMPANY TO DEVELOP AND OPERATE THE SYSTEM
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