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MULTIPLE CHOICE.  Choose the one alternative that best completes the statement or answers the question. Each question is worth 2 marks for a total of 40 marks: (     /40). 

1) 


Computer fraud can be analyzed using the traditional data processing model. According to this model, the simplest and most common fraud is ________ fraud.  


1) 


_______ 

A) 


input  


B) 


output  

C) 


computer instructions  


D) 


processor  

2) 


Which of the following is not a violation of the Sarbanes-Oxley Act (SOX)? The management at Folding Squid Technologies 


2) 


_______ 

A) 


asked their auditors to make recommendations for the redesign of their information technology system and to aid in the implementation process. 

B) 


did not mention to auditors that the company had experienced significant losses due to fraud during the past year. 

C) 


hired the head of the external audit team as company CFO six months after completion of the previous audit. 

D) 


selected the company's Chief Financial Officer to chair the audit committee. 

3) 


The attribute that can uniquely identify a specific row in a table is the  


3) 


_______ 

A) 


secondary key 


B) 


logical key  

C) 


primary key 


D) 


foreign key 

4) 


The audit committee of the board of directors is composed of  


4) 


_______ 

A) 


outside directors of the company.  

B) 


officers of the company. 

C) 


inside directors of the company.  

D) 


all of the above  

5) 


The internal control model developed by COSO is comprised of five interrelated components. Among these components is the internal environment. Which attribute below is not part of the internal environment?  


5) 


_______ 

A) 


the ethical values of an organization's people  

B) 


the competence of an organization's people  

C) 


the integrity of an organization's people  

D) 


monitoring activities within the organization itself  

6) 


A business simulation game that is used by colleges and universities all over the world has students submit decisions over the Internet. Decisions are stored online, processed on the server, and then the results are stored online. They are then downloaded by students in preparation for the next round. Which one of the following diagrams represents this activity? 


6) 


_______ 

A) 
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B) 
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C) 
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D) 
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7) 


In a DFD, a square box represents  


7) 


_______ 

A) 


transformation processes.  

B) 


data stores.  

C) 


data flows.  

D) 


data sources and destinations.  

8) 


Reasons for committing a fraud include living beyond one's means, having heavy debts, or unusually high bills. Such a motivator for committing a fraud is commonly known as a  


8) 


_______ 

A) 


spark.  


B) 


flash-point.  

C) 


pressure.  


D) 


catalyst.  

9) 


Accountants must try to protect the AIS from threats. Which of the following would be a measure that should be taken?  


9) 


_______ 

A) 


detect threats that do occur  

B) 


take a proactive approach to eliminate threats  

C) 


correct and recover from threats that do occur  

D) 


All of the above are proper measures for the accountant to take.  

10) 


Data must be collected about three facets of each business activity. What are they? 


10) 


______ 

A) 


the inputs, outputs and processes used 

B) 


the business activity, the transactions it creates, the impact on the financial statements 

C) 


the business activity, the resources it affects, the people who participate 

D) 


who is involved, what was sold, how much was paid 

11) 


Many fraud cases go unreported and unprosecuted for several reasons. Why is this the case?  


11) 


______ 

A) 


Companies are reluctant to report computer crimes because a highly visible computer fraud is a public relations nightmare.  

B) 


Law enforcement and the courts are often too busy with violent crimes that little time is left for fraud cases.  

C) 


Such crimes are difficult, costly, and time-consuming to investigate and prosecute.  

D) 


all of the above  

12) 


A well-designed AIS can improve the decision-making function within the organization. Which statement below would describe a limitation, rather than a benefit, of an efficient AIS?  


12) 


______ 

A) 


An AIS reduces uncertainty, and therefore accounting information can provide a basis for choosing among alternative courses of action.  

B) 


An AIS identifies situations requiring management action.  

C) 


An AIS provides information about the results of previous decisions which provides decision makers with feedback that can be used in future decision making.  

D) 


An AIS provides to its users an abundance of information without any filtering or condensing of such information.  

13) 


What is the most prevalent opportunity within most companies to commit fraud?  


13) 


______ 

A) 


the failure to have any internal controls  

B) 


the failure to enforce the system of internal controls  

C) 


the failure to realize that fraud could occur  

D) 


the failure to have the correct controls  

14) 


Congress passed this federal law for the purpose of preventing financial statement fraud, to make financial reports more transparent and to strengthen the internal control of public companies.  


14) 


______ 

A) 


The Control Provision of 1998 

B) 


Foreign Corrupt Practices Act of 1977  

C) 


The Securities Exchange Act of 1934  

D) 


The Sarbanes-Oxley Act of 2002 

15) 


Good internal control demands that no single employee be given too much responsibility. The segregation of duties is key to fulfilling this demand. Which two functions, when not performed by different employees, will cause a potential internal control problem due to the lack of separation of duties?  


15) 


______ 

A) 


custody, recording  

B) 


digital signature, general authorization  

C) 


custody, digital signature  

D) 


digital signature, specific authorization  

16) 


Once data are entered into files, the files are processed. File processing includes all of the following except 


16) 


______ 

A) 


changing. 


B) 


deleting. 

C) 


verifying. 


D) 


updating. 

17) 


Which of the following would not be found in a data dictionary entry for a data item?  


17) 


______ 

A) 


the source of the data item  

B) 


the physical location of the data  

C) 


records containing a data item  

D) 


the field (data) type  

18) 


The passage of the Sarbanes Oxley Act  


18) 


______ 

A) 


Made documentation skills even more important. 

B) 


Means that auditors must be able to prepare, evaluate and read documentation tools such as flowcharts. 

C) 


Requires public companies to prepare an annual internal control report. 

D) 


All of the above. 

19) 


On Monday morning, Janet Pillsner, Chief Information Officer at International Securities Corporation (ISC), got some bad news. A tape used to store system data backups was lost while it was being transported to an offsite storage location. She called a meeting of her technical staff to discuss the implications of the loss. Which of the following is most likely to relieve her concerns over the potential cost of the loss? 


19) 


______ 

A) 


ISC has a copy of the tape onsite, so a new copy for storage offsite can easily be prepared. 

B) 


The shipper has insurance that will reimburse ISC for the cost of the tape. 

C) 


ISC has a comprehensive disaster recovery plan. 

D) 


The tape was encrypted and password protected. 

20) 


A simple method for catching or preventing many types of employee fraud is to 


20) 


______ 

A) 


require all employees to take annual vacations. 

B) 


monitor all employee behavior using video cameras. 

C) 


explain to employees that fraud is illegal and that it will be severely punished. 

D) 


monitor employee bank accounts and net worth. 

SHORT ANSWER.  Write your answer in the space provided. Each question is worth 10 marks for a total of 20 marks : (     / 20)
21) 


Identify and describe the five major components of control as defined in the COSO internal control model report?  


22) 


Describe the five various ways to document a system?  


ESSAY.  Write your answer in the space provided. Each question is worth 20 marks for a total of 40 marks : (     / 40)

23) 


What are five computer fraud techniques used by perpetrators? Describe and provide an example.  

24) 


List and discuss the seven characteristics of useful information.  

1) 


A 

2) 


C 

3) 


C 

4) 


A 

5) 


D 

6) 


B 

7) 


D 

8) 


C 

9) 


D 

10) 


C 

11) 


D 

12) 


D 

13) 


B 

14) 


D 

15) 


A 

16) 


C 

17) 


B 

18) 


D 

19) 


D 

20) 


A 

21) 


The major components of control are: the control environment; control activities; risk assessment; information and communication; monitoring of performance. 

22) 


Data flow diagrams, document flowcharts, system flowcharts, program flowcharts, and narrative documentation are the various ways to document a system. 

23) 


Various computer fraud techniques include: Trojan horse - unauthorized code hidden in a legitimate program. Round-down technique - rounded off amounts from calculations and the fraction deposited in perpetrator's account. Salami technique - small amounts sliced off and stolen from many projects over a period of time. Trap door - bypass of normal system controls. Superzapping - use of a special program to bypass regular controls. Software piracy - unauthorized copying of software, probably the most committed computer crime. Data diddling - changing data in an unauthorized way. Data leakage - unauthorized copying of data files. Piggybacking - latching onto a legitimate user in data communications. Masquerading or Impersonation - the perpetrator gains access to the system by pretending to be an authorized user. Social engineering - a perpetrator tricks an employee into giving him the information he needs to get into the system. Logic bomb - idle until some event or time triggers it. Hacking - unauthorized access and use of a computer system. Scavenging - gaining access to confidential data by searching corporate records in dumpsters or computer storage. Eavesdropping - observation of private communications by wiretapping or other surveillance techniques. E-mail threats - threatening legal action and asking for money via e-mail. E-mail forgery - removing message headers, using such anonymous e-mail for criminal activity. Denial of service attack - sending hundreds of e-mail messages from false addresses until the attacked server shuts down. Internet terrorism - crackers using the Internet to disrupt electronic commerce and communication lines. Internet misinformation - using the Internet to spread false or misleading information. War dialing - searching for idle modem by dialing thousands of telephones and intruding systems through idle modems. Spamming - e-mailing the same message to everyone on one or more Usenet groups. 
24) 


The seven characteristics of useful information are: relevant, reliable, complete, timely, understandable, verifiable and accessible. These characteristics are qualities that information should possess to be useful in a business environment. Briefly stated, in order for information to be useful it must be: 1) relevant, meaning that it reduces uncertainty and adds to the decision-making process; 2) reliable information is information that is free from error, and is accurate in its nature; 3) complete information is information that does not omit any important data, facts, or aspects about events or activities; 4) information is timely when it is fully available to enable the decision-making process to proceed; 5) understandable information must be both in an intelligible and useful format; 6) information is considered verifiable if two people, acting independently of each other, produce the same information or the same results. Information is accessible if it is available to users when they need it and in a format they can use.

