Chapter 8: Securing Information Systems
· Many users of facebook have been theft of identity and financial data due to malicious software attacks where a page similar to facebook (appears to be) will trick the user to reveal their passwords and names (other personal information).

8.1 System Vulnerability and Abuse
· Security is an important factor for an entity in order to protect financial data and information. 
· "The best defense is a strong offence" (It is better to be safe than sorry, so act fast and protect your information)
· Security: Policies, procedures, and technical measures used to prevent unauthorized access, alteration, theft, or physical damage to information system.
· Controls: Methods, policies, and organizational procedures that ensure the safety of the organization' s assets, accuracy and reliability of its records, and operational adherence to management standards.
Why System are Vulnerable
· Many threats can arise when large amounts of data are stored in electronic form rather than on a hardcopy (Manual). This can lead to many problems such as data being in the wrong hands (opposing business in competition with yours), or data being erased. Overall it violates personal privacy when an entity does not have a strong safeguard to protect their information
· Information systems in different locations are interconnected (Through communications networks). The potential for unauthorized access, abuse, or fraud is not limited to a single location but can occur at any access point in the network.
· Systems malfunctions for these reasons
· computer hardware breaks down
· the system is not configured property
· is damaged by improper use or criminal acts
· Causes for a computer software to fail
· Errors in programming
· improper installation 
· unauthorized changes 
· Other computer software disruptions
· Power failures
· Floods
· Fires
· Natural disasters
· Domestic or offshore partnering with another company adds to system vulnerability if valuable information resides on networks and computers outside the organization's control
· Another device that adds to theft of identity and problems of information theft/losses are handheld mobile devices for business computing. Being portable makes it easier for information stored in these devices to be easily lost or stolen.
· Smartphones share the same security weaknesses as other Internet devices that are vulnerable to malicious software and penetration from outsiders
· The apps that many mobile devices contain are also capable of turning into rogue software due to other entities such as Google that could gather their user's information to create their own observations of how well they are doing as a business themselves. These apps also contain information/graphs that can also be accessed.
Internet Vulnerabilities
· Large public networks (ex. Internet) are more vulnerable that internal networks, because they are open to virtually anyone.
· When the Internet becomes part of the corporate network, the organization's information systems are even more vulnerable to actions from outsiders
· Fixed Internet address (computers that are connected to the Internet by cable buildings or modems/digital subscriber line)creates a fixed target for hackers.
· Another service that is more vulnerable compared to the switched voice network is the telephone service based on Internet technology (if it does not run on a secure private network)
· Vulnerability has also increased due to widespread use of e-mail, instant messaging (IM), and peer-to-peer file-sharing programs
· E-mail may contain attachments that serve as springboards for malicious software or unauthorized access to internal corporate systems
· Employees may use e-mail messages to transmit valuable trade secrets, financial data, or confidential customer information to unauthorized recipients AND email systems such as Gmail&Hotmail not only are targets of sophisticated attacks but also do not carry the same level of security as corporate email systems do.
· Popular IM applications for consumers do not use a secure layer for text messages, so they can be intercepted and read by outsiders during transmission over the public Internet.
Wireless Security Challenges
· Wi-Fi  transmission technology was designed to make it easy for stations to find and hear one another.
· Wireless networks in many locations do not have basic protections against war driving
· War Driving: A technique in which eavesdroppers drive by buildings or park outside and try to intercept wireless network traffic
· Hackers use 802.11 standard (tool) to detect unprotected networks, monitor network traffic, and gain access to the Internet or to corporate networks
· 802.11 analysis tool can be used to identify the SSID (service set identifiers)
· An intruder who has associated with access point by using the correct SSID can access other resources on the network, using the Windows operating system to determine which other users are connected, access their computer hard drives, and open or copy their files.
· setting up rogue access points on a different radio channel in physical locations (close to users) are also another technique used by hackers in order to capture names and passwords. By doing so, they are able to force a user's radio NIC to associate with the rogue access point
· The initial security standard developed for Wi-Fi, called Wired Equivalent Privacy (WEP), is not very effective. 
· WEP is built into all standard 802.11 products, but its use is optional.
· The basic WEP specification calls for an access point and all of its users to share the same 40-bit encrypted password, which can be easily decrypted by hackers from a  small amount of traffic. 
Malicious Software: Viruses, Worms, Trojan Horses, and Spyware
· malware: Malicious software programs such as computer viruses, worms, and Trojan horses
· computer virus: Rogue software program that attaches itself to other software programs or data files in order to be executed, often causing hardware and software malfunctions
· Most computer viruses deliver a "payload." Payloads are usually in the form of instructions to display a message or image, or it may also be a warning sign that says highly destructive (destroying programs or data, clogging computer memory, reformatting a computer's hard drive, or causing programs to run improperly
· Overall Viruses typically spread from computer to computer when some action is taken, such as sending an e-mail attachment or copying an infected file
· Worms: independent computer programs that copy themselves from one computer to other computers over a network. 
· They are also the most recent attacks to hack systems due to their ability to spread much more rapidly than viruses. 
· Reason being to why they are much faster than viruses is that they can operate on their own without attaching to other computer program files and rely less on human behavior to spread from computer to computer.
· destroy data and programs as well as disrupt or even halt the operation of computer networks.
· Worms and viruses are often spread over the Internet from files of downloaded software, from files attached to e-mail transmissions, or from compromised e-mail messages or instant messaging. 
· Viruses have also invaded computerized information systems from "infected" disks or infected machines.
· E-mail worms are currently the most problematic
· Malware targeting mobile devices is not as extensive as that targeting computers, but is spreading nonetheless using e-mail, text messages, Bluetooth, and file downloads from the Web via Wi-Fi or cellular networks.
· viruses and worms targeting mobile phones
· Cabir
· Commwarrior
· Frontal.A; installs a corrupted file that causes phone failure and prevents the user from rebooting
· Ikee.B.: turns jailbroken Iphones (That have had their operating systems modified) into botnet-controlled devices
· Mobile device viruses pose a serious threat to enterprise computing because so many wireless devices are now linked to corporate information systems
· Trojan Horse: a software program that looks benign but then does something unexpected.
· often a way for viruses or other malicious codes to be introduced into a computer systems
· this term is based on the huge wooden horse used by the Greeks to trick the citizens of Troy into opening the gates to their fortified city during the Trojan War. (hid in wooden horses in order to capture the city) in other words the horse was a decoy.
· SQL injection attacks: Attacks against a Web site that take advantage of vulnerabilities in poorly coded SQL (a standard and common database query language) applications in order to introduce malicious program code into a company's systems and networks.
· the largest malware threat
· these vulnerabilities occur when a Web application fails to properly validate or filter data entered by a user on a Web page, which might occur when ordering something online.
· Spyware: Technology that aids in gathering information about a person or organization without their knowledge
· Keylogger: Spyware that records every keystroke made on a computer to steal personal information or passwords or to launch Internet attacks.
· Other spyware programs reset Web browser home pages, redirect search requests, or slow performance by taking up too much memory
Hackers and Computer Crime
· Hacker: an individual who intends to gain unauthorized access to a computer system
· cracker: a term used to denote a hacker with criminal intent although in the public press
· cybervandalism: Intentional disruption, defacement, or destruction of a Web site or corporate information system
Spoofing and Sniffing
· Spoofing: Attempts by hackers to hide their true identities by using fake e-mail addresses or masquerading as someone else; might involve redirecting a Web link to an address different from the intended one, with the site masquerading as the intended destination
· Sniffer: a type of eavesdropping program that monitors information travelling over a network
· When legitimately used: they help identify potential network trouble spots or criminal activity on networks
· When used for criminal purposes: can be damaging and very difficult to detect
· enable hackers to steal proprietary information from anywhere on a network, including e-mail messages, company files, and confidential reports
Denial-of-Service Attacks
· denial-of-service (DoS) attack: Flooding a network server or Web server with false communications or requests for services in order to crash the network.
· The network receives so many queries that it cannot keep up with them and is thus unavailable to service legitimate requests
· distributed denial-of-service (DDoS): Numerous computers inundating and overwhelming a network from numerous launch points
· do not destroy information or access restricted areas of company's informatioin systems
· often cause a Web site to shut down (making it impossible for legitimate users to access the site)
· These attacks are costly to e-commerce sites. (customers cannot make purchases due to the site being shut down)
· other businesses that are small or midsized can also be greatly affected due to their network being less protected compared to large corporations
· botnet: A group of computers that have been infected with bot malware without users' knowledge, enabling a hacker to use the amassed resources of the computers to launch distributed denial-of-service attacks, phishing campaigns, or spam
Computer Crime
· computer crime: the commission of illegal acts through the use of a computer or against a computer system
· Table 8.2
· Many companies are reluctant to report computer crimes because the crimes may involve employees, or the company fears that publicizing its vulnerability will hurt its reputation.
· The most economically damaging kinds of computer crime are DoS attacks, introducing viruses, theft of services, and disruption of computer systems
Identity Theft
· Identity theft: Theft of key pieces of personal information, such as credit card or social insurance numbers, in order to obtain merchandise and services in the name of the victim or to obtain false credentials.
· credit card files are known to be the major target
· e-commerce sites are rich sources of customer personal information - names, addresses, and phone numbers
· Phishing: Form of spoofing involving setting up fake Web sites or sending e-mail messages that resemble those of legitimate businesses that ask users for confidential personal data.
· The message instructs recipients to update or confirm records by providing social insurance numbers, bank and credit card information, and other confidential data either by responding to the e-mail message by entering the information at a bogus Web site, or by calling a telephone number
· Evil twins: wireless networks that pretend to offer trustworthy Wi-Fi connections to the Internet, in order to gain participants trust to log on and reveal passwords or credit card numbers
· Pharming: Phishing technique that redirects users to a bogus Web page, even when an individual enters the correct Web page address
· is possible if pharming perpetrators gain access to the Internet address information stored by Internet service providers to speed up Web browsing and the ISP ompanies have flawed software on their servers that allows the fraudsters to hack in and change those addresses.
Click Fraud
· Click Fraud: Fraudulently clicking on an online ad in pay-per-click advertising to generate an improper charge per click.
· can be perpetrated with software programs doing the clicking, and botnets are often used for this purpose
· Google attempts to monitor click fraud but have been reluctant to publicize their efforts to deal with the problem
Global Threats: Cyberterrorism and Cyberwarfare 
· The global nature of the Internet makes it possible for cybercriminals to operate - and to do harm- anywhere in the world.
· Concern is mounting that the vulnerabilities of the Internet or other networks make digital networks easy targets for digital attacks by terrorists, foreign intelligence services, or other groups seeking to create widespread disruption and harm
Internal Threats: Employees
· company insiders pose serious security problems rather than outsiders as we think are the real offenders
· Employees have access to privileged information, and are able to roam without a trace. Making them the ultimate offenders
· Social Engineering: When Employees are tricked by Malicious intruders to reveal their passwords. (these intruders pretend to  be part of the entity by disguising themselves as legitimate members in need of information)
· End users and information systems specialists are also a cause of major source of errors being introduced into information systems
· End users: introduce errors by entering faulty data or by not following the proper instructions for processing data and using computer equipment
· Information systems specialists: may create software errors as they design and develop new software or maintain existing programs
Software Vulnerability
· bugs: Software program code effects
· virtually impossible to eliminate all bugs from a large program
· main source -> the complexity of decision-making code
· patches: small pieces of software to repair the software flaws without disturbing the proper operation of the software
· Patch management is the process in which users of the software tracks these vulnerabilities, test, and apply all patches
· maintaining patches can be time consuming and costly
· Malware is being created so rapidly that companies have very little time to respond between the time a vulnerability and a patch are announced and the time malicious software appears to exploit the vulnerability
· errors cause untold loses in productivity (threat to information systems)
· Contributions to an increase in software flaws/vulnerabilities
· growing complexity & size of software programs (coupled with demand for timely delivery to markets)
· ex. Royal Bank of Canada
· zero defects cannot be achieved in larger programs
· Flaws in commercial software not only impede performance but also create security vulnerabilities open networks to intruders 
· Some vulnerabilities enables 
· viruses to be downloaded without user knowledge or permission
· computer to made of part of a botnet
· unauthorized users to access the computer's contents

Chapter 8.2 Business Value of Security and Control
· Inadequate security and control may result in serious legal liability (must protect their information, including customers, employees, and business partners)
· An organization can be held liable for needless risk and harm created if the organization fails to take appropriate protective action to prevent loss of confidential information, data corruption, or breach of privacy
· Strong security and control also increase employee productivity and lower operational costs
· when information assets are protected it can produce a high return on investment
Legal and Regulatory Requirements for Electronic Records Management
· Personal Information Protection and Electronic Documents Act (PIPEDA): Act of Parliament that governs the protection of personal information and electronic privacy and the use of electronic documents
· ex. health care industries use PIPEDA to protect patients information regarding health
· Almost all organizations must conform to PIPEDA
· C-SOX (Canadian SOX): Act passed by Parliament that imposes responsibility on companies and their managements to safeguard the accuracy and integrity of financial information that is used internally and released externally
· imposes responsibility on companies and their management to safeguard the accuracy and integrity of financial information that is used internally and released externally
· fundamentally about ensuring that internal controls are in place to govern the creation and documentation of information in financial statements
· Canadian government regulations have forced companies to take security and control more seriously by mandating the protection of data from abuse, exposure, and unauthorized access
· Both PIPEDA and C-SOX were designed to protect investors after the financial scandals at Nortel, Enron, WorldCom, and other public companies
· Controls to secure corporate networks, prevent unauthorized access to systems and data, and ensure data integrity and availability in the event of disaster or other disruption of service are essential as well
· Because information systems are used to generate, store, and transport such data, the legislation requires firms to consider information systems security and other controls required to ensure the integrity, confidentiality, and accuracy of their data.
Electronic Evidence and Computer Forensics
· computer forensics: The scientific collection, examination, authentication, preservation, and analysis of data held on or retrieved from computer storage media in such a way that the information can be used as evidence in a court of law
· deals with the following problems
· Recovering data from computers while preserving evidential integrity
· Securely storing and handling recovered electronic data
· Finding significant information in a large volume of electronic data
· Finding significant information in a large volume of electronic data
· Presenting the information to a court of law
· Evidence can be stored on electronic devices such as portable floppy discs, CDS, USBs, and etc over the Internet
· e-mail is also considered be commonly used to store electronic evidence
· crimes such as stock fraud, embezzlements, theft of a company trade secrets, computer crime, and many civil cases is in digital form
· An effective electronic document retention policy ensures that electronic documents, e-mail, and other records are well organized, accessible and neither retained too long nor discarded too soon
· In a legal action, a firm is obligated to respond to a discovery request for access to information that may be used as evidence, and the company is required by law to produce those data
· ambient data are not visible to the average user, it is another form (next to computer files) that electronic evidence may reside on computer storage media
· Data can be recovered through various techniques 

8.3 Establishing a Framework of Security and Control
· You should be aware of how your security system works and where they should be installed.
· It is important to recognize flaws and risks that can arise 
Information Systems Control
· General controls: Overall control environment governing the design, security, and use of computer programs and the security of data files in general throughout the organization's information technology infrastructure
· apply to all computerized applications and consist of a combination of hardware, software, and manual procedures that create an overall control environment
· Figure 8-3 (General Controls)
· Application controls: specific controls unique to each computerized application that ensure that only authorized data are completely and accurately processed by that application (such as payroll or order processing)
· include both automated & manual procedures that ensure that only authorized data are completely and accurately processed by that application
· can be classified as
· input controls: check data for accuracy and completeness when they enter the system. (There are specific input controls for input authorization, data conversion, data editing, and error handling 
· processing controls: establish that data are complete and accurate during updating
· output controls: ensure that the results of computer processing are accurate, complete, and properly distributed
Risk Assessment
· definition -> determining the potential frequency of the occurrence of a problem and the potential damage if the problem were to occur
· helps answer which assets require protection and the extent to which these assets are vulnerable + determine the most cost-effective set of controls for protecting assets
· Table 8-4 Online order processing risk assessment
· Once the risks have been assessed, system developers will concentrate on the control points with the greatest vulnerability and potential for loss. (should focus on ways to minimize the risk of power failures and user errors because anticipated annual losses are highest for these areas)
Security Policy
· definition -> consists of statements ranking information risks, identifying acceptable security goals, and identifying the mechanisms for achieving these goals
· drives policies determining acceptable use of the firm's information resources and which members of the company have access to its information assets
· includes provisions for identity management 
· acceptable use policy (AUP): Defines acceptable uses of the firm's information resources and computing equipment, including desktop and laptop computers, wireless devices, telephones, and the Internet, and specifies consequences for noncompliance
· should clarify company policy regarding privacy, user responsibility, and personal use of company equipment and networks
· a good AUP defines unacceptable and acceptable actions for every user and specifies consequences for noncompliance
· Identity management: business processes and software tools for identifying the valid users of a system and controlling their access to system resources
· includes policies for identifying and authorizing different categories of system users, specifying what systems or portions of systems each user is allowed to access
· includes the processes and technologies for authenticating users and protectiing their identities
· COBIT: a complete, internationally accepted process framework for IT that supports business, IT executives, and management in the definition and achievement of business and related IT goals by providing a comprehensive IT governance, management, control, and assurance model
· mapped to other frameworks and standards to ensure complete coverage of the IT management life cycle and to support its use in enterprises using multiple IT-related frameworks and standards
· issued by the nonprofit, independent ISACA 
· ISACA -> a leading global provider of knowledge, certifications, community, advocacy, and education on information systems assurance and security, enterprise governance of IT, and IT-related risk and compliance
Disaster Recovery Planning and Business Continuity Planning (pg.262)
· Disaster recovery planning: Planning for the restoration of computing and communications services after they have been disrupted
· focus primarily on the technical issues involved in keeping systems up and running, such as files to back up and the maintenance of backup computer systems or disaster recovery services
· Business continuity planning: planning that focuses on how the company can restore business operations after a disaster strikes
· identifies critical business processes and determines action plans for handling mission-critical functions if systems go down
· Business managers and information technology specialists need to work together on both types of plans to determine which systems and business processes are most critical to the company
· Must conduct a business impact analysis to identify the firm's most critical systems and the impact a systems outage would have on the business
· Management must determine the maximum amount of time the business can survive with its systems down and which parts of the business must be restored first
The Role of Auditing (pg. 262)
· organizations must conduct comprehensive and systematic audits in order to know that information systems security and controls are effective
· MIS audit: Identifies all the controls that govern individual information systems and assesses their effectiveness
· may also examine data quality
· should trace the flow of sample transactions through the system and perform tests, using automated audit software, if appropriate
· Roles of Audits
· Security audits -> reviews technologies, procedures, documentation, training, and personnel 
· lists and ranks all control weaknesses and estimates the probability of their occurrence
· assess the financial and organizational impact of each threat
· Figure 8-4 sample auditor's list of control weakness (pg. 263)
8.4 Technologies and Tools for Protecting Information Resources
Identity Management and Authentication
· Identity management software automates the process of keeping track of all these users and their system privileges, assigning each user a unique digital identity for accessing each system
· includes tools for authenticating users, protecting users identities, and controlling access to system resources
· Authentication: the ability to know that a person is who he/she claims to be
· often established by using passwords known only to authorized users 
· passwords: A group of characters that are used to log on to a computer system and may also be used to access specific systems and files
· An end user uses a password to log on to a computer system and may also use passwords for accessing specific systems and files.
· Security can be less efficient due to the users sharing passwords or having and easy to guess password.
· Passwords should be carefully chosen, and should be something that is easily remembered (without changing it frequently causing the user to forget)
· technologies that overcome some problems faced with security
· token: a physical device, similar to an identification card, designed to prove the identity of a single user
· small gadgets that typically fit on key rings and display pass codes that change frequently
· smart card: a device about the size of a credit card that contains a chip formatted with access permission and other data
· also used in electronic payment systems
· a reader device interprets the data on the smart card and allows or denies access
· biometric authentication: Technology for authenticating system user that compares a person's unique characteristics such as fingerprints, face, or retinal image, against a stored set profile of these characteristics.
· based on the measurement of a physical or behavioral trait that makes each individual unique
· compares a person's unique characteristics, such as the fingerprints, face, or retinal image, against a stored profile of these characteristics and differences between these characteristics and the stored profile
Firewalls, Intrusion Detection Systems, and Antivirus Software
· Firewalls: Hardware and software placed between an organization's internal network and an external network to prevent outsiders from invading private networks
· also be used to protect one part of a company's network from the rest of the network
· Figure 8-5 A corporate firewall (pg 265)
· identifies names, IP addresses, applications, and other characteristics of incoming traffic (checks this info against the access rules programmed into the system by the network administrator, preventing unauthorized communication into and out of the network
· pocket filtering -> examines selected fields in the headers of data packets flowing back and forth between the trusted network and the Internet, looking at individual packets in isolation
· can miss many types of attacks
· Stateful inspection - >provides additional security by determining whether packets are part of an ongoing dialogue between a sender and a retriever 
· sets up state tables to track information over multiple packets
· packets are accepted or rejected according to whether they are part of an approved conversation or are attempting to establish a legitimate connection
· Network Address Translation (NAT) -> can provide another layer of protection when static packet filtering and stateful inspection are employed
· NAT conceals the IP addresses of the organization's internal host computer(s) to prevent sniffer programs outside the firewall from ascertaining them and using that information to penetrate internal systems
· Application proxy filtering -> examines the application content of packets
· stops data packets originating outside the organization, inspects them, and passes a proxy to the other side of the firewall
· if a user outside the company wants to communicate with a user inside the organization
