Legal Issues in E-Commerce: January 12, 2010

I: The New Age
Introduction
-The mode of affecting the transaction is changing and different. 
-origins of the internet traced back to ARPANET, Advanced research project agency network
-NSFNET, national science foundation network, established in the late 70s to link technical and scientific research communities in government and academia
-1986; state and regional computer networks were linked in the U.S to NSFNET, and then NSFNET grew into FARNET, developed to enhance links to education, research and library facilities, in other words when universities came on board, provided enormous contributions to the development of the internet
-systems relied heavily on consensus to resolve problems, in order to overcome any political problems, the US government made a conscience decision to not be involved in the development. Therefore sponsored two...

a) A National Network in the Global Village: U.S Policy Goals for an International Network- Ann Hollifield and Thomas A. McCain
- He talks about the connectivity – agreements between countries to permit the connection to occur 
US leads this advance because it is the most technologically advanced country and in policy as well. Therefore it is very important for other countries because they have to know what the US expectations are and what direction they are going and what direction they may want to go
-US govt sponsored conference in 1994, there Vice president gave key address which gives many hints as to what the expectations of the policy of the US may be
-what must there be to enhance this communication? Free flow of information because information is necessary for the political and social well being and the understanding of peace between nations
-at the beginning emphasis put on political value of the information, but domestically US policy veered away from that
-result of all that would be development of all technologies
-these new developments would not be caught by regulation, CRTC said time and time again they would not regulate the internet, stepped back from regulatory aspects
-What was the expectation of the US of other countries? 
- Gore noted that the GII would allow for global access, and aid the economic developing countries. The US the construction of the GII could not take place in isolation. Therefore the rational focus shifted from political social to the economic development of the system. They realized if they did not adopted this free flow of information you would have been left behind. 
The only country which did not agree to this was China and they changed because of China. The restricted the flow of communication out of China. The Chinese government did not expect the backlash they got from outside. The Chinese government had to shift its policy a general but persistent challenges being opened up. 

-Gore statement, pg 3, “From a global information infrastructure constructed on such a basis would come such benefits as information sharing, global community, improved education, and “robust and sustainable economic progress, strong democracies, better solutions to global and local environment challenges, improved health care, and— ultimately— a greater sense of shared stewardship of our small planet”
· -pg 4, GII should be constructed based on the same principles that are guiding the U.S development of the NII: private investment, competition, a flexible regulatory framework , open access for information providers, and universal service
· The GII should be a network of local, national and regional networks.
· The process of constructing the GII should be both cooperative and democratic
· Development of a GII would require concurrent development of new forms of international copyright and intellectual property protection, new international telecommunications standards, and new international regulatory structures.
· The process of constructing the GII should include new opportunities and protection for private investment in telecommunications industries.
· Open access to information providers should mean the reduction or removal of government limitations on information providers and thus allow the free flow of information across the international borders.
· The GII should reach even the smallest villages of world and should be an information superhighway “on which all people can travel”
-notes the emphasis and the shift from the well being of service to users to the internet process servers, rationale focus shifted...
-pg 8, “Finally while still supporting...by many”
-China held out as long as it could, china now has opened up a great deal. What triggered a change the Chinese policy? -The Olympics changed this, broadcasters wanted to send feeds home. Chinese attempted to restrict the flow of communication out of China, huge cry from everyone in the world. Received huge backlash from the attempt to restrict the free flow of information. Very quickly had to shift their policy, since then opening up of channels with China

b) Cyberspace: A New Frontier For Fighting Words: Sandi N. Singh
-Talks about the four impacts of cyber space
Four impacts of cyberspace:
· Impact on business
· Impact on social interactions
· Impact on the workplace
· Impact of the classroom
lot of hype of how the business would be revolutionized, but slowly internet has become a very dominant force in the market place. Every retailer has a website.
-Social aspects: like e-mail, facebook, myspace..etc
-Workplace: possible issues of loss of privacy for workers, breach of privacy policy grounds for dismissal
-Classroom
- All occupations seem to have adopted the internet, thus allowing more work to be done from home – which results in higher productivity 


c) Virtual Exit in the Global Information Economy: Dan L. Burk
-Information is transmitted over the network. What goes through one computer pulse of energy known as electrons. A collection of electrons have bits and this bit is labelled with a final destination, it will flow through to find its ultimate destination, these bits are resembled so that we can recognize. The information travels over a path known as smart communication. Because the internet, it a network of computers, this networks is devised it know Noeds. Which is similar to a traffic light. The Noed has the capacity to hold these packets when its less conjected.  No central coordination. No point to monitor or restrict or censor the information flow.  What this means is that: physical distance and geographic location become less important. 
For traditional consumer transaction, the goods have to be delivered. The traditional business you can get that product. The type of commerce that has changed is the information. And information based services. 
Examples noted page 12: such as music 
-the internet is relatively transparent to physical distance. Originally designed to promote sharing of scientific equipment and information resources, the networks hosts a variety of features that permit remote access to such facilities. Internet users can access computers and information across a continent or around the world as easily as the can access resources in the next room – indeed, depending upon local network traffic, accessing the distant facility may prove to be faster and more responsive. So insensitive is the network to geography that t is frequently impossible to determine the physical location of a resource or user. Such information is unimportant to the network’s function or to the purposes of its creators, and the network’s design thus makes little provision for geographic discernment. 
Canada has become a third world country in terms of copyright legislation. Canada is dealing with the 1800’s version of copyright act. The reason why Canada does not have a copyright act: minority governments have an election, everything on the order paper censes to exist. 
-virtual marketplace, traditional consumer transactions of physical goods, type of commerce that has changed with the internet is the information and information based services that require no shipment of physical goods
-Canada is unique because it is not illegal to download material that is copyrightable in other countries, it is illegal in other countries. Canada is still dealing with 1800 version of the copyright act. Industry Canada trying to get through new copyright Act, but can’t because every time it’s about to happen, there is election or government changes. So when election is called, the slate of everything on the order is wiped clean 
-Lush in model, economic term, most efficient place to manufacture product is the intersection...and distance to consumers
-location of production of informational services becomes unimportant, no traditional constraints
-local conditions then become very important, Ottawa does have a critical mass, has a huge pool of people who have a skill set in this technology area
-Pg 14, bottom of first column

D) The Internet is changing international law: Henry H. Perrit
-this article deals with how the internet has changed or even transformed the law, also referring to its development and monitoring from a global perspective.
-internet has changed application of domestic law 
-impact of internet on international law, comes in to existence primarily by bilateral treaty, or multilateral treaty (several states sign on to treaty), or near gov’t organization 
-pg 15, “The internet is not simply a technology that proves the efficiencies of international institutions through automation; it has transformative potential. The Internet’s World Wide Web makes it easier to access international norms, thereby promoting compliance. It facilitates harmonization of substantive law among states by improving access to models. It improves the operations of enforcement and application institutions. It potentially improves the operations and, therefore, the strength of NGOs as a part of the political dynamics of international rule making and enforcement. ”
-there will be more harmonization between state laws and much more uniformed decisions
-pg 16, second column, “My point is not that more information...”
2) More harmonization.  Judges can communicate with other judges in the same type of case and law, which then comes to better judgements.
3) Internet access one can develop additional rules by using existing models in terms of reform, that can be trailer to overcome problems. Any sort of legislative. How existing legislation is working. The same is contract and drafting. These databases allow you to extract the raw information.
4)Enforcement is made a lot easier because the internet has developed alternate dispute resolution modes, arbitration today is the mode of settling disputes, would have domain name disputes between 
-It was very clear that the court would not be able to settle these disputes. Where in when you obtain a domain name you submit to a dispute resolution agreement. A lot of non-legal measures which are influential by way of with drawl of human rights, war crimes, and so forth
- a lot of non legal measures that can be influential 
5) greater awareness of the rule system by way of the internet, the internet can be used in various ways, tremendous fundraising tool..ex, Obama campaign
-rule making, or taking action in non traditional areas is becoming the norm, pg 20 “no longer is the problem...different political actors”

E) “Chaos Prevailing on Every Continent”: Towards a New Theory of Decentralized Decision-Making in Complex Systems: David G. Post and David R. Johnson
-deals with fundamental issue, what model are laws to follow, its difficult because all existing models have two assumptions that apply to this challenge: geographical strength and exercise of physical power
-Post and Johnson, what can be done about this? What is required is a whole new way of thinking about this process and that’s where they come into this notion of a gardener’s dilemma
-they develop a notion of control or regulation by way of patch work, it means each state is like a patch and must regulate within its area, the problem is that some patches in the garden, thus there is a spill over affect, that impacts on other states ability to have different law than yours
-both approaches have limitations, pg 23, “As for the implications of this work....spillovers”
-challenge is to find the best model for more acceptable configuration rules
-The major patch in the US is California. Becomes the model, and is copied in other jurisdictions. Indeed there has to be all sorts of technical conferees to get the actual model developed. 
-it seems to be whatever California enacts seems to be the model for other states

F) E-Commerce and the Problem of Projection: Gordon Graham
-one can project traditional legal supports that have sustained traditional commerce. 
-there is a human limitation, traditional support for commercial systems in general stem from human trait; trust. To support that trust society has supported recourse to the courts. 
The limitation is a human limitation. However, because accessing the courts is costly, hard, and not always fair.
-pg 26, “The reliance on law is a source of assurance...possibility”
- To better go around this costliness such as insurance, all of this is necciatiyed our trust and reliance in other is distinguished. This type of deception will apply to the internet and electronic commerce. Also source of discomfort is the notion of jurisdiction. 
Humans don’t always conduct themselves with that trait. Insurance can play a role in ordinary commerce. Security software to make transactions secure. There has been a huge industry developing security on the internet. The greater questions other than the human short comings  
-other means of security have been developed, namely insurance
Pg 27, “the undoubted ability of law and the courts...”
-therefore there has been huge industry developing security on the internet
-notes there are greater questions to ask, pg 29 “the more interesting question to me...”

g) Democracy, Social Space, and the Internet: Andrea Slane
-discusses the tension between traditional notions and their application to the internet; democracy and legal principle
-Democracy: The internet should inspire a greater democratic future because faster exchange of ideas universally should herald enlightenment
- The consequences of democratic internet purposes are as follows on pg 30, “The union of democracy and the internet...”
-a key legal question is whether the internet is part of the traditional virtual space for jurisdictional purposes, or do property and regulatory principles have to be reformulated? (In internet and cyberspace)— central to state control must be addressed
-actions in cyber space do have consequences in the physical world, and when that happens who’s law should govern. The applicability of municipal zoning
-Actions in cyberspace do have consequences in the physical world, and when that happens, who should have jurisdiction 
-The application of anti-discrimination laws, the applicability to internet zoning (i.e. house of ill repute) 
-By using someone else’s computer to access illegal information, is this trespass to a chattel? 

h) New Frontiers: Vawn Himmelsbach
-The second life website is very much favoured by savvy lawyers, which is used to communicate with one another
-How do they do this? – it is done by adopting an avatar – which is a digital person that you can create and customize – it is you and one can create an avatar which resembles your own life, which is left up to one’s imagination 
-This is connecting with real life clients 
-Second life is used to mimic real life, where you can chat with your client in a locked chat and has also created a second life bar association 
-Second life is changing traditional practices as it is a social and marketing practice 
-It essentially is getting your name out there and promoting yourself 
-However there are implications involved, as some lawyers may be working outside of their jurisdiction, thus the lawyer may be exposed to uncovered liability 
-pg 37, “There’s a shift happening...are now going on line”
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INTERDISCIPLINARY PERSPECTIVES
-older people do not think the way we do
-modern approach; modern people are specialists and can easily classify all the information they get. People today are bombarded with information of all kinds. But we can handle it, for example, like e-mail. We categorize into 3 categories...trash, want to keep and read, and junk (the ones you discard without opening)
-we classify our knowledge into existing areas for quick identification and retrieval, therefore we have packets of knowledge that we refer to as disciplines
-interdisciplinary can have many meanings, it’s a fluid concept and carefully perceived. What we have to recognize is that each discipline has its own tools/words, and each disciplines have its own assumptions implicit in these terms or words

Chapter 3: Economic
Economists: interested in measurement, to determine the difference between alternatives so that we know what the cost is between each alternative and select the least expensive. 
What makes economics hard to understand? –articulation in alternatives, each alternative has a normative value attached to it
-the process can be somewhat more complex than one first imagined 

a) Lochner in Cyberspace Julie E. Cohen
-deals with challenges when two disciplines interface and collide. In law there is a fundamental doctrine 
-without interference by the state, two parties are free to contract and set up their own regime 
-equal bargaining position or power of each party, but that is seldom the case. Monopoly will result wherein one party can dictate all the terms. The market is not price responsive due to the lack of competition.
-standard form contracts can take you down that path
-in the realm of legislation, legislatures had to intervene to preserve market integrity: happened in the Lochner case. Bakers were required to work 60 hours per week and was valid because the contract said so, very efficient for employer, but oppressive for employee. It was abusive of the employees. The court held that the contract was valid because one fundamental liberty of the person is the freedom to bind yourself. So indeed, the contract stood. Took nearly a life time to change this
 -According to Cohen, Lochner still alive in digital frontier (Pg 43)
-there has to be a discussion about the explicit choices of control and freedom of a digital work that society finds desirable. 
-cyber economists argue that cyber space very close to what’s called the perfect market.
-Cohen, (44)
-Problem for economists that law as discipline keeps changing
-what is required is a new way of thinking in terms of the social priorities before the economic model can be set down 
-Cohen concludes, existing models are too narrow
-Cohen suggests model (47)
-the hurdle that has to be addressed, (47 “it is clear..”)
-Property rights will not maximize the digital works of society which is necessary for a digital rights regime 
-A discussion of two discipline is inefficient, must look at outside social impacts, and can do this through the legislation 
-Cohen suggests that maybe artists should put their work on the internet and people can download them per song 
-Technology tends to proceed the law 
-The legal principles of property in cyberspace has to be conceptualized 
-There is a lot of work to do and many interdisciplinary issues comes

b) Economic effects of e-commerce Frans Suijker
-Electronic commerce is the exchange of information across electronic networks...(48)
-in terms of the micro economic effects, the type of goods that the consumer wants is important. If the consumer knows what they want, then the prices will fall as indicated on the chart on 49 because there will be a larger market. For other goods the prices may be less elastic, if the consumer needs to actually see, touch or try the object. But goods that are ordered in digital form will have lower prices because of distribution costs will be lower
-this is the same for business to business 
-the macro effects are much more difficult to determine (50), therefore that is the typical economic dilemma that applies to all measurements whether you use technology or not. Not enough time has passed to make an accurate measurement.

C) Economics and electronic commerce Severin Borenstein and Garth Saloner
-illustrates the economic benefits of the internet, because the traditional dealings of commerce are entrenched...
-for services, internet allows for better match capability
-on the cost side, the savings are legion. Articles and consumables can be sold directly to the consumer
-internet can bring direct changes in production, you have contracting out to cheaper pools of talent for processing data
-on the demand side (53)
-problems may arise with buyer familiarity, some hybrid approach may occur
-firms involved in production in retail may have to change the way they do business, no commission over the internet, personnel responsibilities will no doubt change
-article tells us that internet and technology will revolutionize not only traditional economic models but how we think as consumers and how we go about our dealings in the marketplace. There is more sophistication and knowledge required. The consumer should have more spare time to develop this knowledge and spare time for new markets and...


d) Shopping mode choice Ming-Hsuing Hsiaso
-article is good example of the articulation of the alternatives that we spoke about in the beginning of this section and the assumptions that are made about each alternative
-shopping online vs. Store shopping: time and cost, information gathering, travel time vs. Waiting time
-weighs the benefits and disadvantages of each 
Store shopping; restricted to store hours, but can physically examine, get product immediately, product may be a little more expensive
-there are other variables from other disciplines that must be considered as well
-physiological; people have a desire for movement, the outside is always considered superior as opposed to the sedentary life of computer shopping
-all sorts of disciplinary inputs even into what would otherwise be an economic realm

Chapter 4: Geographic
-from a legal perspective, jurisdiction has been in sync with geography
For jurisdictional issues, geography has been very friendly with the law. Geography which measures spatial determination, seldom changes. 
- what does geography have to do with the internet in e-commerce?
A) Towards Geographies of Cyberspace Robert M. Kitchin
-the existence of cyberspace is changing the relationship between it and geography
-the main focus of cyberspace discussions have been between...
-discussion of role of space in cyberspace, now cyberspace and space is virtually irrelevant, huge impact on employment structures
-Geography is important because it recognizes the unequal distribution of space
-He notes the main focus of cyberspace discussion has been between economic and efficiency applications 
- The main part of the article is the discussion of the role of space in cyberspace as this has been traditionally defined in constant terms
-66-67: dealings with lots of questions...
-social and political issues (67)
-go back to basics and wipe out all preconceived notions of spatiality and replace with interdisciplinary
-advocating that you have to wipe out all notions of any of the disciplines and reconfigure them as they would apply to cyberspace and take one step further and reconfigure them again because you will never get any meaningful definition until you rationalize they multidisciplinary inputs (68)
- Conclusion: geographers have a huge role to play in promoting and better understanding cyberspace as it pertains to e-commerce

B) Globalization, the Internet Economy, and Canada Donald G. Janelle
-author notes the internet will project itself on a much broader scale, internet not only undermines existing technology, but disenfranchising people of used to customs
-radical type of technology because local services may be displaces
-will be a greater distinction between rural and urban, cyberspace connectivity will constitute social capital
-rural areas will be adversely affected
-(72) therefore the urban centres will dominate, the concern is whether the rural areas will be able to attract business and what will happen to budgets of services. These impacts are currently being measured
-capital may well fly out of Canada to external markets that would otherwise exist in small towns in Canada (on global perspective)
-governments have attempted to foster life in the rural areas through grants, etc.

C) E-Commerce, Transportation and Economic Geography William P. Anderson, Lata Chatterjee and T.R. Lakshmanan
-this article deals with the impact e-commerce has on the retail of goods that must be delivered by business to consumer.
-distance and geography are very relevant 
-impact of growth in 3 areas, 1) retail industry 2) Transportation 3) Pervasive/Incidental
-Industrial impacts: location of these facilities will shift as electronic retailing expands which will affect employment. Authors suggest there will be a greater impact on urban areas, areas that directly compete with e-retailing will be most affected
-there are certain transportation impacts, normally a consumer uses an automobile to pick up commerce, now the freight has replaces the care
-Pervasive or incident – e-commerce goods have pricing set and rural customers will receive a subsidiary
-E-retail will give greater access to a variety of goods for both urban and rural customers
-they have offered quick and relatively inexpensive transport
-consumers will replace existing goods with more preferred goods
-at the end of the day, e-commerce has the capacity to question many geographic assumptions that have been assumed

D) E-Shopping in the Netherlands Sendy Farag, Jesse Weltevreden, Ton van Rietbergen….
-another new phase here, they suggest this phase of e-retail will be much greater than changes in the past 
-innovation diffusion: consumers in urban areas more likely to shop online
-efficiency hypothesis: 
-Four categories:
	-shopping motive: 
	-product characteristics: books and tickets as opposed to perishable items
	-shopping mode characteristics; payment factor on the internet..
	-individual characteristics: young person vs. old, make vs. female
-internet can be used as a shopping stage 
-both of these hypothesis are true says Farag
-the consequences of all this is over time physical stores will lose revenue. That can explain why larger stores have their own websites
-the small retailers are the ones who will suffer and go out of business over time
-travel patterns of the consumers will change over time 
-three areas where more research has to occur (83)

CHAPTER 5: SOCIOLOGICAL
-study of history of society 
-sociologist studies different type of measurements, different phenomena that impact society 
-From this measurement the sociologist will be able to determine why a certain group acts in the way it does or why is responds in a particular way to a certain stimulus 
-Sociologist can also predict how groups or society will respond to new or different stimuli
-We are interested in the corporate delivery of products, marketing departments of lager corporations etc. 
-This framework is germane to cyberspace and e-commerce as societies are not homogenous and are comprised on people from all over the world, and the reach of the internet is global, thus one must talk in terms of how large or broad based society is 

a) Technological Diffusion or Cultural Imperialism? R. Alan Hedley
-starts out by noting that we don’t really know the impact of the internet yet because not much time has passed, but 10 years passed since this article..
-not enough empirical data to make concrete determinations, but does not stop from predicting what might happen 
-Will the society that founded and developed the technology running the internet impact or dominate the other societies?
-may result in cultural convergence, a world culture. Indeed there will be certain technological barriers to this, points to the Japanese who are leaders in producing material goods but have not been high in the uptake of technology, but now they have caught up
-(85) different values at stake
- There is this potential for cultural domination as the powerful nations who choose can affect the minds of the receivers 

 Lecture 3
January 26, 2010

Chapter 5 cont’d
C) The Income Digital Divide: Trends and Predictions for Levels of Internet Use Steven P. Martin and John P. Robinson
-Notes relationship between internet access and income
-The sociologist is concerned with the inequality of internet access could further polarize the individual economically
-Martin notes how difficult it is to measure these variables, different methodologies are noted
-they more accurately measure what has been asked, therefore real science quality to them
-the US has differing results from other western countries, may not be best predictor of internet access
-The Western European countries are more socialist in nature and thus they provide for more internet access
-the inequality in odds in internet use, inequality of internet use by income is not universal phenomenon
-diffusion to lower income groups may be slower, points out diffusion will slow to all groups...
-(99)
- One possibility that the diffusion of the Internet use among low income groups have been proceeding slowly can be perhaps the high costs of broadband internet thus not everyone is able to purchase 

D) Societal Impact and Legal Issues George Takach
-two previous events in history had impact, agriculture evolution and industrial revolution
-change to protect land owners in agricultural revolution
-now, we’re into the information age, where prime asset is information and its rapid retrieval. This has had great impact on society and economy. Innovation of information today is becoming the key to corporate success. There has been phenomenal growth in the economy industries
-the pervasiveness of the computer is widespread, particularly in our daily activities. We could not function today without it
-Is the law going to tune in into this information age? And how quickly will the law change?
-In order to regulate its operation we have to understand its concepts...examine its interdisciplinary impact and the changes it requires
-there has to be regulation developed from this multidisciplinary perspective
-notes this change will be rapid particularly because this technology that heralds this information can change very rapidly as well, frustrating any legal imposition that may be imposed
-defects in Canada, lack of updated Copyright

E) Internet Use and Well-Being Among College Students: Beyond Frequency of Use Cheryl F. Gordon, Linda P. Juang, and Moin Syed
-notes that university students are a good group to study, first generation that has grown up with computers and internet, they are a commodifiable group to study
-the internet is an important component of university student lives, avenue of social support that was not available to previous university groups
-institutions promote this phenomenon
-Four types of use: researching, communicating and shopping, 
-the use of the internet and the high use can be partly explained by the gratification theory that says that escapism and instant communication are magnets for young people from a psychological perspective. You have a question and they expect an answer right away.
-article studies how use of the internet affects well being measured in those 4 areas, depression, social anxiety, family cohesion, loneliness...
-relationship between internet use and well being is very complex, what matters is not how long students are online but what they are doing online
-students who use internet as a way of coping with stress had personal problems and more mental health, prone to depression and spent more time on the internet

CHAPTER 6: PSYCHOLOGICAL

-The science of the nature, functions and phenomena which includes the mind 
-Psychology deals with the impulses and stimuli as well as the action our minds have in fixed circumstances 
-Its through the study of this that we figure out how people can think and why they react the way that they do 
-Why is psychology important to e-commerce? If we know how people think then we may be able to predict how certain products will be received on an open market – the trick to this would be marketing, and how we can maximize sales 
-The internet can be very useful as a resource in accomplishing this task
-It can be a potent weapon if we talk in terms of global culture 
-It is the possibility of one culture dominating over the other 
-Coca Cola has a very effective way of advertising and McDonald’s 


A) The Self-Organization of the Internet and Changing Modes of Thought Isabela Granic and Alex V. Lamey
-Certainly one of the most important areas of inquiry for psychologists is the potential change in participants’ beliefs, values, and cognitive styles- in short individuals’ modes of thought. In the following discussion we suggest that these changes may be due to the reciprocal, self-organizing relationship between the interactive medium of literacy in our age and the minds of individuals who are embedded within it(108).
-When we use the terms modern and postmodern we are simply referring to a broad class of ideas often characterized by the pursuit of universal principles through linear, hierarchal and logical means. In contrast, postmodernism spouses the subjectivity of truth, the decentralized, non-hierarchal context in which meaning is fashioned, and the multiplicity of perspectives that emerges as a result.
-Psychologists have developed two notions of thought: 1. perspectives: one views something from various levels also,  personal perspective: subjective level 
-One the internet one can see and emit daily mutations – search engines can bring up various links which will emit various answers. We must sift through all of this and this will develop our critical thinking skills as this will develop ones accuracy
-2. Non-essential critical thinking: this is a shift from representation of knowledge to representation of the self. This can be made easier by the internet. What one is trying to do is find one’s own identity by exploring – i.e.
-possibility of one culture dominating over the other, without the other even realizing it
-note off the bat, the framework within which our thinking and thought take place. Traditionally, back in medieval England, one learned through apprenticeship, you observed
-today, we learn from print or text, thus the printing press was revolutionary in developing our thoughts and knowledge
-written word promoted thought, thought developed into single world views, then thought developed into interdisciplinary views called post-modernism
-Second mode: Non essential critical thinking- that is a great shift from traditional thought. This is a shift from representation of knowledge from representation of self, can be made easier by the internet. One is trying to do is find one’s identity by experimenting. 
-Mud’s help the user clarify his/her identity in real life.
-shift away from conventional hierarchal authority,

B) E-(Embodied) Knowledge and E-Commerce: How Physiological Factors Affect On-line Sales of Experiential Products Jose Antonio Rosa and Alan J. Malter
-delves into what thought process consumers use to purchase products, some require little processing because we already know the product, but for other products such as clothes, shoes...we want to touch the product or feel the product
-these sensory motor inputs require higher level mechanism...difficult to achieve over the internet
-By embodied knowledge, we mean knowledge that is generated and maintained by processes outside the brain cavity and that is combined with memory-stored knowledge to conceptually simulate the consumption of products and services. Encouraging the field’s consideration of such a model is the primary purpose of this article. (112)
-permeability measured by the bodies resistance
-Body boundaries seem to vary along two related dimensions: location and permeability. Adults vary as to where they naturally locate their body boundaries and in how far they relocate their boundaries in response to environmental factors. For most people, body boundaries are equated with the skin and edges of the extremities. 
-the natural state and environmental sensitivity of body boundary location and permeability can influence the effectiveness of e-commerce. For example, consumer choices of color and fabric may be at least partially determined by a desire to reinforce weak body boundaries. Dark colors and heavy fabrics are visually and haptically reinforcing to body boundaries, whereas sheer lightweight materials are less so. Important knowledge about the boundary-enhancing capabilities of different types of apparel comes from “trying them on,” for which the Internet is poorly suited. The lack of this type of embodied information, couple with the impoverished visual representations of apparel due to poor web site design or outdated computer hardware, place e-commerce Web sites at a considerable disadvantage relative to brick-and-mortar retailers. (113)
-authors point out that embodied knowledge has never been properly analyzed from a psychological perspective, we do it unconsciously. Challenge for e-commerce is clear from this perspective 
- By attempting to market products outside the physical environments in which transactions have been traditionally taken place, e-commerce has repositioned subconsciously processed and heretofore taken-for-granted embodied knowledge front and center. E-commerce applications must sell products that are not physically present, while delivering all of the information that is consciously and subconsciously used in more traditional environments, if they are to achieve consumer satisfaction rates that, meet or exceed those of traditional physical shopping venues. At a more general level, it is also necessary for traditional marketers to understand the role of embodied knowledge, to better serve customers and differentiate themselves from the competition. Thus the larger field of marketing could benefit from an enhanced understanding of the role of embodied knowledge in purchase and consumption processes, even if the burden falls heaviest on those who seek to replicate and manage embodied knowledge digitally. (114)
-the goal is to mentally simulate and stimulate the consumer to purchase, so the models have to be developed to do so
-It is unlikely that consumers will respond in the same way to a computer screen representation of themselves wearing a business suit while feeling the material through a virtual touch device as they would respond to actually wearing the suit. But how different will the reactions be? Will consumers be able to reconcile the different experiences and arrive at similar decisions? Most important, can e-commerce developers instruct and lead consumers into information integration that achieves the same or even superior outcomes as those of brick-and-mortar stores? (115)
-“Feel” Factors include associations that are closely tied to embodied knowledge such as feeling superior to other drivers because the vehicle’s raised driving position, or a sense of invulnerability stemming from the inferred solidity of the vehicle based on the sound of the doors closing. Observational, verbal protocol and Q-sort results can be carefully analyzed and compared to the dispositional and attitudinal data for each participant, which should yield a more complex and complete picture of how embodied knowledge influences consumer assessments of various car models. Such insights can in turn be applied to the design of second-generation e-commerce sites that can market vehicles without their being physically present.
Conclusion: For many products the effects may be [miniscule], but for others the embodied knowledge generated at consumption may very well be the essence of what differentiates good products from bad ones. By violating tactic rules of information processing, second-generation e-commerce applicants simply bring to light the importance of the understudied effects of embodied knowledge on consumer behaviour. Managers working in e-commerce have a strong economic incentive to better understand the effects of embodied knowledge and may therefore lead the way in studying these phenomena, at least in the short term. 

C) College students’ social networking experiences on Facebook Tiffany A. Pempek Yevdokiya A. Yermolayeva, and Sandra L. Calvert
-Study group at a Private University in US, 91% use some form of social network, 
-authors point out that social networking is part of daily routine, why do people our age spend time social networking on the internet
-assists in process of forming identity, one may resolve conflicts that arise during this time, self-development
-psychologists theorize that this process helps in defining and formulating identity, through facebook one can address these identity challenges from self disclosure
-sometimes is trying with a posting to self validate certain aspects of their self identity
-authors point out that facebook ideal because it attracts a group that provides instantaneous feedback, fosters the development of your identity, will reinforce positive or negative self esteem
-down side to this is that some users may be just lurking
- Facebook can also be used by manufacturers

CHAPTER 7: POLITICAL
-the power to govern, today the most powerful states are democracies, thus the head of state is accountable to the people who elected that individual into office.
- Political: The science of government concerned or dealing with politics, its government and policy 
-leaders are ever watchful for trends that may put them in disfavour
-internet has changed a lot in politics, internet another way to question government policy 
-Obama used the internet very extensively for fundraising; his positions articulated on the internet on the website...advisors used the response to these positions to determine if any of this would fly

A) From the Streets to the Internet: The Cyber-Diffusion of Contention Jeffrey M. Ayres
-freedom of speech in democratic areas, right to peacefully protest
-The real right is the protection that state gives to dissent, that is the right of freedom of speech and the right to protest
-The goal is to spread the information and knowledge so that others that have an opinion might share your views and possibly join you
-social movements which are non institutional and usually start with people without power, can be..
-Diffusion: the mechanism of spreading ideas to others in a population, without this effective diffusion neither this social movement or political force will have an impact
-When G8 get together their prime use is the internet, which crosses over borders, with respect to global rights the internet has been central to political rights and its accessibility provides a collectivity for new global schemes of opposition 
-The internet can greatly impact representatives in countries at the negotiating table itself – it can enlighten weakening members 
-internet is changing traditional political diffusion, reduction in a cultural difference
-internet has become potent tool for application of human rights, internet can greatly impact representatives of countries at the negotiating table itself...tool to lighten weaker members
-invaluable tool for information dispensing 
-consumers and the public can become aware very quickly...
-sites now can be used for sending out policies but for protesting as well

B) Globalization: The Product of a Knowledge-Based Economy Lester C. Thurow
-political consequences of knowledge based economies
-Multinational corporations are significant players because they search out for the cheapest location to produce,
-therefore a lot of national economies as they exist may not be independent
-loss of traditional control, huge roaming funds today that float around from country to country, you see sometimes where they dwell
-today countries need corporations more than corporations need countries, reversal of traditional thought, through internet corporations contract out services to a cheaper jurisdiction
-with respect to the automotive industry, Ontario used to be a favoured location, because government supported the location and gave them tax breaks, but healthcare costs GM billions and billions of dollars in the US
- the impact of all this is noted, globalization undercuts the role of the government which can lose control over its economies, second impact is that superpowers will be less inclined to get involved in regional or distant conflict
-also, knowledge based economies can survive very well regardless of sufferance and there are two examples of this, Singapore and Hong Kong has thrived on internet based business
-so the importance of the article is changes in knowledge based economies will result in dramatic changes to politics, equalities in knowledge based economies will reverse with the result of widening gaps between the rich and the poor
-one of the great concerns of Canada, little option but to follow the US. Two policies Canadians not willing to surrender are health care and unique cultural identity

C) Electronic Commerce: Issues for the South A. Didar Singh
-how the internet is going to be used as a tool for development, as noted before that will require a lot of capital intensive infrastructure, new regulation
-first, international issues, global electronic market will need regulation but specific technological standards will already have been set, the south feels very excluded because all these technological standards are set in the north, they just simply take what is given 
-WTO compels south to follow the new standards of the north
-E-commerce policy and strategy, there has to be an infrastructure and has to be administrative framework in place, have to have adoption of internet by the government
-third, business community issues...access, trust, fraud, digital contracts, which Canada has had considerable experience
- With respect to less developing structures, global infrastructure must be dealt with, clearly the south has to harmonize its position to laws and to conform – the north has already had this in place 
-south has to harmonize its position and conform, the north has already had this in place and there also is a consensus that government should not be involved in decision making capacity but as a support capacity as in North America
-less developed countries have to accept necessary international agreements
-the result, less developed countries are trying to cope with such issues as access and keep abreast the technology
-transfer and acceptance of technology in the public good of the less developed countries, or economic good of the north

D) FOREWARD: The rise of Internet Interest Group Politics Aaron Burstein, Will Thomas DeVries, and Peter S. Menell
-internet is a marvellous tool for interests groups because it’s fast and inexpensive and great for campaigning. It is really well positioned to enhance democracy because it’s the type of take it or leave it proposition for interest group...call the public choice theory
-no regulation either by legislation or by the internet itself

E) Weblogs, traditional sources online and political participation: Homero Gil de Zuriga, Eulalia Puig-I-Abril and Hernando Rojas
-today, about 900 million blogs posted daily, blogs has great political attention as well ,mainly the engagement in an issue, further several newsclips today promote online discussion
-relationship between blog use and political behaviour, promotes greater discussion
-bog compliment traditional media
-blogs on the internet invaluable, the message gets out there and feedback provides barometer as to how voters are receiving this issue...could be that the voters are misunderstanding the position of an issue
-blogs can snowball into a wave of support for a potential candidate

CHAPTER 8: STATISTICAL
-statistics by themselves mean nothing, measurement at particular point in given time
-one has to make sure measurement and all assumptions are the same, this is seldom the case because as time goes on the measuring becomes more accurate and the base of the measurement may change over time
-ex.; connectivity, therefore to measure overall connectivity the measurement has to change to make those comparisons more accurate
-technology is constantly changing, therefore the measurements can be more refined 
-as that measurement matures, more detailed measures may be taken that will help the understanding about how we use the internet
-As soon as statistics are released they are already dated.

B) E-Commerce statistics and Sources 
-concerns about privacy and security, particular to credit card use still exists but is decreasing 
-Canadian E-business roundtable was created to promote a higher quality of life through several aspects 
-Any data collected will be directed towards the measurement of those goals 
-Data indicted double digit increase of online sales which is just a small fraction of total electronic use 
-Concerns with e-commerce with respect to privacy is still in use

III REGULATION
-to control, govern or direct by rule to subject by guidance or restrictions, or to adapt circumstances around surrounding, to direct by control; to prescribe rules for management
-one wants to change some aspect of the field over what one is concerned, what you’re really trying to do is deal with that change, challenge of regulation as to what tool to use to implement this change
-how can we regulate? Maybe the key to change is to shift our traditional legal thought or legal concepts and assumptions that law makers have held with respect to property and jurisdiction, in other words the change has to come from our current set up
-Technology can change quickly and be altered, thus laws must change to adapt
-therefore, all sorts of challenges to regulation

CHAPTER 9: BACKGROUND
(a)America’s Adventures in Cyberland B.S. Schweiger
-sketches the framework through which the internet grew
-According to the article, what is the main value that has to be protected in terms of regulation? –the equal access to the internet, because that will foster an open market
-(152) In an increasingly information-based political economy, it can be argued that access to the Internet takes on similar importance to access to private productive property in an agricultural political economy, access to employment opportunities in an industrialized political economy, and equitable bargaining power in a corporate political economy. 
-Recognition of the importance of universal access by the executive and legislative branches of the federal government should instill confidence in the citizenry that every man, woman and child will one day have an equal opportunity to become both a consumer and provider of the vast body of information accessible through the Internet. 
-therefore, accessibility and openness are all very cherished norms of any democracy, and also he deals with the states, the problem there may be at any attempt at regulation. Probably the court system in that state, because they have to apply any existing law with constitutional protections
-legislatures intervened in any attempt to bring economic or social control...

(b)Personal Jurisdiction and the World Wide Web: D. Thatch
-notes there are no rules that exist for courts to exert personal jurisdiction over litigants
-the common law rules dictated that the court would have jurisdiction by way of geographic 
-questionable in cyberspace because you cannot exhume jurisdiction over another geographical space, let alone cyberspace
-courts have traditionally looked at such legal terms
-transactions in cyberspace present great challenges, because in certain cases nothing is delivered that is tangible, author gives three examples
-(154) “The question that must ultimately be answered in order to solve this personal jurisdiction quagmire is: Who is reaching out to whom in a typical Web transation? A blanket rule subjecting an unaware consumer or business to personal jurisdiction in an unforeseen forum presumably would not comport with the due process analysis of personal jurisdiction articulate by the Supreme Court in International Shoe  and in subsequent cases.”
-this is primarily an interdisciplinary exercise
-(154) “Such a defendant cannot be said to have purposefully availed herself of the benefits of a jurisdiction which she unknowingly entered.”

(c) Cyberspace as/and Space Julie E. Cohen
-cyber space is a science fiction term
-(155) “Scholarly criticism of the foundational cyberspace metaphor has two predominant strains. Some scholars argue that the cyberspace metaphor and its pace- and space-based entailments are the product of a mass delusion fostered, in equal measure, by judicial incomprehension, and academic romanticism. On this view, the Internet is simply a communications network, and the cyberspace metaphor distracts from doctrinally faithful and/or economically rational policymaking. Other scholars invoke the tradition of postmodernist cultural studies, and contend that uncritical adoption of the cyberspace metaphor produces undesirable “political and ideological consequences.”
-Tried to distinguish cyberspace from real space. Not all courts bought into this play on words, particularly when property is at issue 
-Cohen explores the implications of real space and space based theories of cyber space and has three concluding comments
-really on the users that experience cyberspace and there really is a continuation of the social ordering from one space back to other
-humans can comprehend spatiality in real and cyber forms as they present themselves, spaces are compatible
-cyberspace is really part of lived space or space that we customarily know and what joins the two is networking, this is where the focus should be in terms in regulation, cyberspace is extension of real space
(156)- “If there is something unique about “cyberspace” as space, it is that to a far greater degree than is ordinarily the case, we must simultaneously consider both legal regulation and technical design, and must constantly reconsider the interactions between the two. Struggles over the design and regulation of network protocols and technologies will be a flashpoint for struggles about the shaping of networked space more generally. Is so, however, it becomes especially important to recognize that the design/regulation choices that we make are not just choices about “cyberspace” in isolation from “real space”. They are choices about the shape of the new “space of flows: about the nature and visibility of the boundaries and permissions that operate at the interface(s) between networked space and embodied space, and about the visibility and scale of the power relations manifested through technical protocols and standards. Translating these considerations into law and policy in a principled yet pragmatic way is cyberlaw’s ongoing project.”
-therefore, a lot of work and there will be a lot of trial and error to find regulation that is feasible and workable

CHAPTER 10: REGULATORY ISSUES
(a) Law and Borders- The rise of Law in Cyberspace David R. Johnson and David G. Post
-firm believers in self regulation, internet should set up its own legal regime or rules and procedures, independent of any state governance
-they point out for circumstance that must be present
	-power, under assumption the state has control over persons within a defined territory, easy to talk in terms of enforcement because courts can..
-effect: law should only impact on persons within a distinctive territory and citizens can readily identify with these laws
-legitimacy: persons accept control of the state and its law because it’s the citizens that are responsible for the development of those laws
-notice: once one crosses physical boundaries, either there is an assumptions that that the laws may not necessarily be the same, notices posted at boundary lines to point out of the differences
-Why internet won’t fit into this concept 
-(158) “Cyberspace radically undermines the relationship between legally significant (online) phenomena and physical location. The rise of the global computer network is destroying the link between geographical location and: 
	(1) The power of local governments to assert control over online behaviour;
	(2) the effects of online behaviour on individuals or things.;
	(3) the legitimacy of a local sovereign’s efforts to regulate global phenomena; and
	(4) the ability of physical location to give notice of which sets of rules apply. 
The Net thus radically subverts the system of rule-making based on borders between physical spaces, at least with respect to the claim that Cyberspace should naturally be governed by territorially defined rules. 
-why the internet is not well suited to be governed by state law, location and source may also be unknown and hence irrelevant, and there is no connection between identity and internet address. The power to control cross border flow of data is unconnected to any physical location
-internet can allow reconfiguration so that user can appear to be outside of the jurisdiction
-with respect to effects, there is no connection here
-Filtering systems and banning, are doomed to failure as internet can reconfigure data
-respect to legitimacy, no single group should lay a claim to regulation of the internet, only the participants should
-(160) “Because events on the Net occur everywhere but nowhere in particular, are engaged in by online personae who are both “real” and “intangible” and concern “things” that are not necessarily separated from one another by any physical boundaries, no physical jurisdiction has a more compelling claim than any other to subject these events exclusively to its laws.”
-internet should be able to develop its own rules, but questions have to be asked 
-(160) “Many questions that arise in setting up this system will need answers: Should a new top level domain be created? Do online addresses belong to users or service providers. Does one name impermissibly interfere with another, thus confusing the public and diluting the value of the pre-existing name? The new system must also include procedures to give notice in conflicting claims, to resolve these claims, and to assess appropriate remedies in cases of wrongful use”
-Domain name dispute procedure is self-regulated (ICAN)
- Users and service providers can develop a self-governing system
- Points to history where this procedure has taken place before (merchant law) – developed rules which eventually became part of common law or the Maritimes (most of which is still applicable) 
-States are unlikely to surrender any perceived rights to
- The nature of persons controlled (identity) will differ from the real world, where the state has the power to incarcerate, however in the internet your identity is attached to a username, domain name, or net ID 
(161)
-definitions of property will have to be reconfigured...
(162), very articulate approach for a new alternative, despite some of these other articles, the self regulation has been one option that has kicked in many issues

(b) The Zone of Cyberspace Lawrence Lessig
-doesn’t buy into cyberspace as a separate space (163, top)
-does not accept that local state regulation is futile, refers to CompuServe
-regulation does not have to be absolutely effective to be sufficiently effective to justify regulatory existence, points out regulation is rarely 100% effective
-notes that regulation stems from market power so therefore regulation in one country could possibly force a server in another country to capitulate
-also feels there will be cyberspace law and regulation and it should be determined by the real world, in other words existing space
-what basis will the real world decide to regulate? Difficult to answer because it base on values (164)
-best way to regulate internet is through zoning, technique of software that will minimize access to any sort of offensive material (165)
-All regulation must be normative from the real world, even if we have rules, regulating behavior is up to the individual on whether or not they will abide by them 
-Regulation of the internet can be quite simple (use password or inscription) – however this will be an open-ended and uncontrolled system otherwise 
-Thinks the best way to regulate is zoning (which is a technique of software that will minimize access) i.e. v-chip
-1) Still problems with this type of method, who designs these zones?
-2) How will the cyberspace world impact on their real life world if users get to see the entire internet
- No regulation should be undertaken in cyberspace until the regulators study and make sure that on the process you don’t offend any fundamental principles or the constitution
(166)

(c) The Advantages of Consistent Standards in Internet Regulations Steven R. Salbu
-state is the one to regulate the internet, the virtual world conduct does effect the real world thus it should be the state that regulates
(168, contrary to...”)
- Virtual world has impact and affects the real world thus it should be the government which regulates 

-if a state is a federation then the federal level should be the body that regulates the internet, there is a practical challenge because different levels of government have separate and exclusive areas of jurisdiction
(168, bottom of 2nd column)
-In new areas as the internet, there is a force of the provincial and federal governments to convene to regulate as there is an overlap of jurisdiction 
-The growth of an area may be slow and no one knows what it will develop into etc. 
-Governments don’t want to be an obstacle in this ever expanding technology 
-Privacy laws – federal laws were passed, and provincial laws were expected to come about
-rest of article spells out the reasons as to why local regulation should give way to federal 

(d) Developing a Model for Understanding the Internet’s Effect on Economic Regulation Michael A. Geist
-takes a realistic look at the impact of the internet, impact on the economy in terms of regulation
-breaks down into 4 different types:
1) Internet as medium: no need of any change in the current regulation, our economic sectors where internet has no impact or no change from regulatory perspective
2) internet is catalysts to increase economic activity but there is no real impact on the existing regulatory framework, points out retail shopping has increased and certain retail merchants have developed very exquisite websites to sell more, but regulation of this sector need not be changed, just creates more opportunities 
3) Internet as a change category: there are provisions of services which includes existing regulatory framework but there is a real impact by of the internet and the regulatory system that exists may not be adequate for the internet.
-sale of intangible goods over the internet
4) Regulation by the internet itself; 

(e) Controlling Illicit Behaviour in Cyberspace B.S. Schweiger
-article notes the role of contract as a model for dealing with undesirable conduct on the internet, but the contract model will not stop all undesirable conduct
-the systems administrator takes on policing role, normally codes of conduct spelled out by server and subscriber must read and agree to...
-only two remedies, 1) give warming, 2) withdraw users privileges, but there are a lot of practical difficulties to over come
(177)
-there are problems from every angle that must be addressed

(f)Can Self-Regulation Satisfy the Transnational Requisite of Successful Internet Regulation Joseph A. Cannataci and Jeanne Pia Mifsud Bonnici
-occurs when those regulated, design and enforce themselves
-This does not preclude the state from having a role in regulation
-there are basically 3 levels, national legislation, international agreement, and regulation through technology
-no one form by itself can be a successful regulator, because cyber space presents its own challenges, technology itself is constantly changing
-national regulation is difficult to apply outside of one’s jurisdiction, copyright or defamation is affected within state borders but extremely difficult to apply outside
-(180) “Different..”
-There is an articulation of transnational regulation – as national is difficult to apply outside of one’s jurisdiction 
-There will be no consensus as to whether this should apply or not 
-Internet Service Providers – great powers and resource, they are sectioned regionally and are all private industries 
-there is a financial incentive to self regulate because any government intrusion  usually adds more cost, sometimes results in excessive regulation and also self-regulation because its constructed by the users can be a little more flexible
-internet service providers can fill in the voids of where state legislation has not gone, therefore the ISP and there logical bodies to regulate the internet because they are the physical connection to the net and the users,
-ISP’s have developed their own codes and have reason for acting collectively
(181) “The coming together..”
(182)

(g) E-Commerce Regulation: New Game, New Rules? Carlos A. Primo Braga
-notes there are 3 layers of communication system to computer networks and they spelled out on 183, 
-content, 
-code, and 
-physical infrastructure
-all these layers have to be in sync (184, second column)
-regulation by way of policy director basically only affects the content layer, the other 2 layers are left to technology
-the other 2 layers tend to self regulate themselves and only when extreme issue comes up will governance intervene
-how best to regulate? Depends on the issue, the best and most efficient for content layer would be international cooperation and this is true for code and infrastructure layers
-the content layer that is difficult because each state or jurisdiction has different values (186, table 2)
-for certain issues, international agreement...
-regulatory convergence on international basis would be most efficient but is very difficult because each state has its own entrenched models and the danger is poor regulation will stifle the development of internet, you want regulation to foster its growth

(h) The Role of Law in the Governance of the Internet Christoph Engel
-Three types of regulatory basis. 1: Self-regulation. 2. Governments By-Law. 3. Self-Help
-governance by law has its positive and negative effects (188)
-users can avoid local law by use of pseudonyms, the internet has no central exchange for regulation

(i) Minnesota Mom Owes $1.92 Million for Downloading Songs Joe Bosso

-One of Mom’s kids downloaded illegal songs 
-This case has a negative effect 
-Using legal system is not the right way to regulate this type of conduct
-putting regulation into practice is another matter

CHAPTER 11: PRACTICAL APPLICATION

Note – Articulation of regulator forms and principles is much easier than applying regulation to real world issues 
· Putting regulation into practice 
Particularly so in a legal system with all its rules

(b) BMG Canada Inc. v. John Doe
-this case involves music downloading from KaZaa, file share from peer to peer
-good description of mechanics
- Plaintiffs were members of CRIA
-argued that file sharing system constituted breach of their copyright in certain songs and targeted 29 internet users who had done this at a large scale
-what was not available to CRIA? They didn’t have their names and addresses in order to get the writ registered
-They only had pseudo names, ISP had access to the required information
-tactic that CRIA is using is to take few and make example of what they’re not supposed to be doing, also though these users are no dummies either and they aren’t going to put down users names they use pseudonyms
-who had this information? The ISP’s
-they wanted to get ahold of these names, ISP position was saying that they would not give it out without a court order because of privacy issues
-192 explains..
Point of Law: PIPEDA
-Issue: Should the court exercise..? No the court would not
-The court found against the plaintiffs on this basis 
-Issues: What legal test should this Court apply? Have the plaintiffs met the test? If an order is issued, what should be the scope and terms of such order?
-court had to consider 5 principles in order to..(193)
1. The applicant must establish a prima facie case against the unknown alleged wrongdoer;
2. The person from whom discovery is sought must be in some way involved in the matter under dispute, he must be more than an innocent bystander;
3. The person from whom discovery is sought must be the only practical source of information available to the applicants;
4. The person from whom discovery is sought must be reasonably compensated for his expenses arising out of compliance with the discovery order in addition to his legal costs;
5. The public interests in favour of disclosure must outweigh the legitimate privacy concerns
-no evidence that the files uploading infringed the plaintiffs rights, evidence connecting the pseudonyms and address were lacking, lack of copyright infringement
-what is asked for here is a protective right not found in the Canadian copyright act 
-The mere face of placing a copy on a shared directory in a computer where that copy can be accessed via a P2P service does not amount to distribution. Before it constitutes distribution, there must be a positive act by the owner of the shared directory, such as sending out the copies or advertising that they are available for copying. No such evidence was presented by the plaintiffs in this case. They merely presented evidence that the alleged infringers made copies available on their shared drives. The exclusive right to make available in the WIPO performances and Phonograms Treaty, however that treaty has not yet been implemented in Canada and therefore does not form part of Canadian copyright law. (195)
-what they are asking for is not part of Canadian law
-court had difficulty with public interest in this case

(c) Society of Composers, Authors and Music Publishers of Canada v. Canada Association of Internet Providers 
-plaintiff is a collective society that administers in Canada the copyright of music
-Plaintiff wants to collect royalties from ISPs located in Canada as they allegedly infringed the copyrighters interests to communicate the protective work
-they were not passive conduits like the backbone service providers, but active participants. Plaintiff applied to copyright board, held that copyright liability attaches to content providers but not to ISP’s because they do not communicate and further parliament added protection for persons who supplied only the means of telecommunication
-technically content not regulated by ISPs
-federal court of appeal held that copyright could be imposed...
-ISP that created a cache was no longer simply an intermediary and was liable for breach of copyright
-the cache took the ISP out of the realm of necessary communication
-issue: are ISPs liable for breach of copyright? No
-notes values at stake, however the internet brought new challenges to this new era 
-(203) “The issue of the proper balance in matters of copyright plays out against the much larger conundrum of trying to apply national laws to a fast-evolving technology that in essence respects no nation boundaries....cont’d on to 204
(204, bottom)
-court notes that the Tribunal has already decided this question, standard of review has to be curativeness standard
-court notes the policy of parliament, there is a public interest in encouraging intermediaries, restricting this would impede technology itself
(206)
-there was no liability, but the court was aware that it was being used by SOCAN to try and remedy a defect in the legislation

(d) Federal Communications Commission: Comcast Corporation (FCC 08-183)
-Comcast began to interfere with torrent transmission by having a RST packet to interrupt transmission and claimed its technology did so to relieve congestion
-evidence showed that Comcast intentionally Bitorrent transmissions and therefore discriminated against the application of its technology and the content of its transmissions, thus a complaint was filed with the FCC to stop this pernicious practice of Comcast
-Summary of facts (211)
-Comcast was doing a practice was unacceptable
-ISSUE: Did Comcast’s actions contravene federal policy of promoting the continued development of the internet? YES
-FCC had to invoke federal policy in order to frame the issue, here the conduct did not actually contravene any law
-Comcast put forth several arguments, they claimed they didn’t block any transmission they simply delayed it
-(212)
-Commission didn’t buy into arguments
-Comcast claimed it was reasonable network management, way to deal with congestions. FCC did not agree (214)
-Comcast did not anticipate that the FCC had done a lot of research before this hearing
-In terms of a remedy, commission noted the Comcast conduct was totally unacceptable, Comcast did not respond honestly to the allegations (209)
-Comcast had to advertise to its customers what it had done and what it planned to do to improve in order to keep license
-Comcast was slow to comply with the order, but it did comply.
Lecture 5: February 9, 2010
Last week...different models of regulation. Let the internet set its own rules, but there are a lot of issues that arise with that
Contract model of regulation
IV JURISDICTION
-What does jurisdiction mean? Administration of justice or exercise of judicial authority, power or authority in general, power of judge to conduct a court proceedings, range of judicial power/territory 
- Several questions:1. What law applies? (deals with conflict of laws) – how will the outside law be proven in an Ontario court? 2. Is this proper place to have the trial?(does the court have jurisdiction to hear the case?) The difficulty lies where the trial should actually be, for this to happen the defendant must have some legal contact with the territory or is a resident, or has property or territory for where the trial is 
-The issue is always in commercial context: does the defendant carry on some sort of business in the jurisdiction and not be physically present?

-First question deals with what we refer to as questions of law, there are circumstances where the court has jurisdiction, but for some reason the law...
-the challenge is what law applies, how is that law going to be proven?
-the second issue, more complex...here the question is whether the court has jurisdiction to hear the case or whether it is properly seized. Courts obtain their jurisdiction under the Canadian constitution
-the difficulty lies in the question of whether the trial should be here (in this jurisdiction at all) and for that to happen the defendant must have legally some contact with the territory over which the court has power. Very easily determined if the defendant is a resident of the same territory, or has property, but the issue is always in a commercial context, does the defendant carry on some sort of business in the jurisdiction and not be physically present
-the real crux of this is when a plaintiff wants to have the judgement enforced

CHAPTER 12: BACKGROUND
a) Canadian Conflict of Laws
-notes the law of conflicts can be divided into 2 inquiries, whether the court has to apply substantive law or procedural law. Under international law, and common law, a court of any state can apply the substantive law of its own territory. Substantive law focuses on questions as to a legal right, rights in property, contract, or even tort would be substantive law issues. However, a court of common law, can also apply and try a foreign rights issue if the foreign law has been proven to the court. In fact that’s done by experts
-the hearing of a local issue or domestic law, is referred to in conflicts law as lex fori
-whereas if a court has to apply foreign law, then this process is referred to as lex causae
-under common law and private international law, domestic courts do not have the power to apply procedural rules of the foreign state, thus conduct of proceedings in the domestic court must be in accordance with local rules and practices, also any enforcement or remedial relief has to be determined and governed by local rule
-the reason for that is that a state should not surrender its right to enforce any foreign judgement
-What if substantive law includes procedural law, because the distinction between the two is often difficult to make
-the test seems to be from one of convenience 
-220, “ As a matter of policy it would seem desirable to restrict the scope of the procedural definition so as not to frustrate the fundamental purposes of the conflict of laws. The test should be: is the foreign rule too inconvenient to apply? If the answer is negative the foreign rule is substantive. In other words, a distinction should be drawn between cases where the court may conveniently apply foreign legal rules and others where it would be seriously hindered by having to conduct and resolve the trial in an unfamiliar manner. If the foreign law can be applied without such hindrance, it should be characterized as substantive.
In general, Canadian courts have held that whatever relates to the remedy employed is procedural and whatever relates to the rights of the parties is substantive. This distinction is inadequate and not helpful as it is still necessary to determine whether the foreign or domestic rule relates to the right to the remedy. Actually, in order to decide whether a rule is substantive or procedural one must analyze the specific questions calling for decision as well as their legal background and factual context. 
-Federal Court of Canada has jurisdiction to hear claims against the federal crown, whereas SCC have jurisdiction to hear civil and criminal matters in Ontario. All of these courts have provincial appellate divisions, the SCC has appellate jurisdiction over all the provincial court of appeals
-SCC can take judicial notice in all provinces at the same time
-patents and breaches of copyright are federal matters
-how a court considers a person to be within its grasps, any judgement of course will affect some legal right or interest of a defendant. How is this done? By asserting authority over defendant
-Two types: 
-In rem: Power over the thing, go against the land, but usually go through a person
-in personem (person, himself or herself). Includes damages which the person would have to pay, he also notes 
-with respect to jurisdiction of court, jurisdiction must not conflict with public international law principles
-domestic courts have no jurisdiction over sovereign states
-agents of the state also carry these rights so therefore the agents of the state carry diplomatic immunity, so they are immune from civil prosecution
-Only exception to state immunity is by waiver or consent, these are know as conventions in international law which states what rights the sovereign state will surrender in terms of jurisdiction (i.e. Warsaw convention) 
-conventions: state specifically what rights the sovereign state is willing to surrender
-In personem jurisdiction
	-court can be seized of jurisdiction of the defendant lives within the territory
-has had a real and substantive connection with the province (forum) where the litigation has commenced
-how does a court procedurally determine whether a court has jurisdiction? Whether the defendant has been properly served with the notification
-If you’re outside the territory then Ontario rule of practice provide for special notice for service outside of Ontario
-of jurisdiction is likely to be a problem, then it has to be served under what is called ruled 22
-the defendant has to be careful at this point 
-accepting jurisdiction can also be done by filing an offence, if you have agreed somehow to have the foreign court jurisdiction
-under rule 22 if you were defendant you would file motion contesting the jurisdiction, and then the court will hear whether it has jurisdiction or not
-(223) “We should be so....civilized world.”
-Therefore that’s the real purpose of making sure you have jurisdiction, you have to tread carefully in terms of jurisdiction
-before a judgement can be enforced in a foreign jurisdiction, there has to be a real and substantive connection and the only exception to that is the reciprocal of judgements act, this legislation allows foreign judgments to be enforced without the necessity of going through a huge process
-all of these powers are discretionary in the court, it’s up to the court to determine whether a forum is convenient or not, this discretion may be up for appeal unlike other areas
(223: General Principles, “the courts have developed...”)

b) Personal Jurisdiction
-US approach is easier to state, it’s not mixed up with the application of rules of procedure vs substantive law. It is for the most part law codified
-(224) “Personal jurisdiction is the geographical restriction on where a plaintiff may elect to sue a defendant for a particular claim. The restriction is intended to prevent a plaintiff from suing a defendant in a jurisdiction foreign to the defendant, unless that defendant has established some relationship with that forum that would lead him to reasonably anticipate being sued there.”
-general jurisdiction which applies to non –resident who is temporarily in a forum and has participated in a forum activity, such that that person has a real and substantive connection with the forum. (basically all we have in Ontario)
-or in the US, specific jurisdiction which is statutorily based. All you have to do is come within the requirements of the statute
-for the purpose of the internet, cases have allowed for the most part specific jurisdiction
-statutory jurisdiction applies to transaction of business or the breach of a tort by non-residents 
- In order to apply the long are statutes there still must be a substantive connection which comes in as being fair and reasonable 
-Regarding the minimum contact requirement: Would the defendant have anticipated being hailed into court? – this is vague, but there is a merit in being vague 
-(225) “This vagueness has its virtues: It allows courts to make individual judgements about what is reasonable and fair in ways that bright line tests do not. The test’s tension “between notions of territoriality and fairness continues to create incoherent and uncertain case law.”
-the reasonable test is supposed to be a balance between the rights of the defendant and the plaintiff in terms of constitutional fairness
225, “the court has established the following five factors to consider in the reasonableness analysis:
	(1) “the burden on the defendant” of defending a lawsuit in the forum, 
	(2) “the forum State’s interest in adjudicating the dispute,”
	(3) “the plaintiff’s interest in obtaining convenient and effective relief,”
(4) the “interstate judicial system’s interest in obtaining the most efficient resolution of controversies
(5) the “shared interest of the several states in furthering fundamental substantive social policies

c) Internet Contacts and Forum Notice: A Formula for Personal Jurisdiction D.L. McCarty
-notes that the internet is probably the last frontier of the Wild West
-He also notes the requirement of personal jurisdiction and the balance of rights (states’ vs. individuals right to integrity) 
-Balance is represented by the contacts an individual makes 
- (227) “the cornerstone of the due process analysis is that the defendant party must maintain contacts, ties, or relations with the state sufficient to exercise personal jurisdiction fairly. The presumption that the party enjoying the benefits and protections of a given state should bear obligations arising from access to those benefits and protections justifies the minimum contacts analysis. A state therefore cannot impose upon the liberty of an individual without his implicit consent. Further reinforcing these interests, courts may not allow the exercise of jurisdiction if the burden on the defendant outweighs the state’s interest. 
-Courts require that the contact be purposeful – which involves an element of forseeability 
-Focus of analysis is on the conduct and not on a specific geographic location 
-The rules of jurisdiction are a problematic as you may not be aware from the rooting of your business just exactly what jurisdictions you are traveling through 
-Wireless – don’t know where message is originating from 
-Focus on the activity of the defendant may not necessarily be the best test in the future 
(228) “Instead of physical location, specific jurisdiction places more emphasis on the defendant’s state of mind. This emphasis is evident in the analysis: did the defendant have minimum, purposeful contacts with the forum state, and would exercise of jurisdiction over the defendant comport with traditional notions of fair play and substantial justice? Both of these requirements look to the defendant— the degree of purpose in making the contract and the fairness of exercising jurisdiction over a party in the defendant’s circumstances. The defendant is the master is his destiny. Implicit in the term “purposeful” is a prior awareness of the forum exercising personal jurisdiction. “Purpose” connotes a conscious intent. A conscious intent to establish contact with a geographically defined territory demands that the party establishing contact know of his entry into the forum. Awareness of the geographic forum is thus a prerequisite to the defendant having “connection with the forum State...such that he ... reasonably anticipates being haled into court there. 	
-the focus on the activity of the defendant may not necessarily be the best test in the future, also noted is the relevance of the 800 number not being determinative of jurisdiction
-specific jurisdiction easer to deal with than general because it’s better suited with traditional commerce
(229)

d) Internet Libel and Jurisdiction Issues George Takach
(230) summary of Zippo case
-Author notes that as the internet has developed, virtually all sites are interactive and thus would involve jurisdiction as a challenge 
-Bachchan case, Yahoo! case in France are examples 
-In terms of regulation is better to accept limitations in terms of geographic borders; this policy was implemented by the Quebec government 
-With respect to the internet and web sites; any corp. in Quebec must have a French website 
-as the internet has developed all sites have become interactive
-(231) there is a bit of a standoff

CHAPTER 13: CASES
a) Zippo Manufacturing Company v. Zippo Dot Com, Inc.
the plaintiff manufactures the Zippo tobacco lighter and has a registered trademark on Zippo in Pennsylvania
-defendant operate internet site from California to which anyone can subscribe. The defendant has registered the domain name, zippo.com in various forums and all of the defendants offices employees and servers are located in California but the defendant has about 3000 subscribers in Pennsylvania and has agreements with 2 internet access providers in that state
-the plaintiff has commenced action in Pennsylvania for trademark infringement and constructive trust
-the defendant brings a motion to have the suit dismissed for lack of jurisdiction
-in Ontario you would not accept claim and file motion under rule 22
-the plaintiff has the burden of proof of proving the action has been properly commenced
-ISSUE:  does the state of Pennsylvania have jurisdiction to hear this case? YES, it has specific personal jurisdiction
-how is jurisdiction conferred in this case? It’s by Pennsylvania’s long arm jurisdiction statute
(234) A three-pronged test has emerged for determining whether the exercise of specific personal jurisdiction over a non-resident defendant is appropriate: (1) the defendant must have sufficient “minimum contacts” with the forum state, (2) the claim asserted against the defendant must arise out of those contacts, and (3) the exercise of jurisdiction must be reasonable.
-case notes, the litigation must not be unfairly inconvenient
- (235) “When determining the reasonableness of a particular forum, the court must consider the burden on the defendant in light of other factors including: “the forum state’s interest in adjudicating the dispute...
-defendant argued that it was only 2% of subscribers so therefore no substantial connect, this was rejected because it’s not quantity, but nature and quality
-reasonable argument was rejected because Pennsylvania had interest in case (237)

b) Inset Systems Inc. v. Instruction Set, Inc.
-plaintiff is a Connecticut corporation that develops and markets computer software and had a registered federal trademark on the word Inset
-defendant is a Massachusetts corp. That provides computer technology and supports to computer organizations and has registered Inset.com as its internet domain and uses this name to advertise its goods and services
-of course, the plaintiff tries to obtain internet address but cannot obtain Inset.com because it’s already taken by the defendant, this caused market confusion
-It is important to protect trademark name as it is your identity 
-Plaintiff brought an action for trademark infringement and injunction and for lack of personal jurisdiction
-plaintiff’s identity is the center of the dispute, for trademark infringement and injunction
-defendant has motion to dismiss for lack of personal jurisdiction
-ISSUE: does Connecticut have jurisdiction to hear this matter? YES, advertising over the internet is solicitation within the long arm statute and in this case it is also purposeful
- Advertising over the internet is solicitation and in this case it is also purposeful 
-Question: what does plaintiff have to prove? That he long-armed statute has been complied with 
(239) “The Connecticut long-arm staute states that “Every foreign corporation shall be subject to suit in this state, by a resident of this state...on any cause of action arising...(2) out of any business solicited in this state...if the corporation has repeatedly so solicited business, whether the orders or offers relating thereto were accepted within or without the state...”
-plaintiff argues the defendant has repeatedly solicited in Connecticut
-Has there been sufficient minimum contacts? 
-Can defendant be reasonably held in court in Connecticut
-Did the defendant actually direct its advertisement towards Connecticut? NO , it directed to everyone who uses their product; thus they would have to defend against everyone who uses their product 
-Law to be applied at this point would be the law of MA and it litigation arose would be that of MA 
(240) 


Lecture 6: February 23, 2010
Last class...jurisdiction is central to any legal issue. First which law applies to the determination of this issue, secondly, is this court seized with the power to determine this issue, in other words venue.
-if you want to sue a foreigner to the state you’re in, that foreigner must have substantial contact with the state you’re suing in, in order for the court to be seized with jurisdiction. In the US there is two step process. First if available take look at long arm statute, whether the issue can be tried in this state.
-2nd, is to ensure that constitutional requirements are complied with, similar to English common law, which states that there has to be substantial contact with the defendant and the state in question  

c) Maritz Inc. v. Cybergold Inc.
-Defendant was a Cali. Corp. which was planning to offer a future email service on its site. The site advertises the defendant’s upcoming service and invited interested persons to sign up on the mailing list 
-Site wasn’t operational, but was visited 370 times by the Missouri community, in actuality, 81 of those were the plaintiff
-plaintiff located in Missouri and provided an email service under its trade name called gold mail
-therefore the plaintiff sued defendant for trademark infringement and unfair competition but sued the defendant in Missouri. So defendant brought motion to have action dismissed on basis that Missouri court did not have jurisdiction to hear this case, because there were not sufficient contacts to imply jurisdiction, here the onus is on the plaintiff to prove jurisdiction
-241 “the website explains...
-Missouri long arm statute clearly applies
-ISSUE: Does Missouri have jurisdiction to hear this case? YES, personal jurisdiction exists under the Statute and is consistent with due process
-How did the court arrive at this conclusion: they looked at the Act with respect to the tort it was evident that Mauritz trademark had been infringed 
-The major jurisdictional question is whether the constitutional due process requirements had been complied with 
P.242 – second column bottom-sufficient contact *** five – part test for measuring minimum contact 
-whether the constitutional due process requirements have been complied with
242, “sufficient contacts exist..
-whether the site used for the advertisement for the defendant was sufficient to provide minimum contact by due process
-must take a look at the nature and the quality of the website, this process distinguish from the Bricks and Mortar type of quality
-defendant argued that this is a passive site, located everywhere and nowhere and in order to trip it, must be activated by the user
-court said now you can determine intent, even from a passive website
-(243) “Cybergold’s posting of information...”
-focus on nature and quality of the contact, court minimizes the quantity of contact. Each contact is evidence of purposeful availment of doing business in Missouri
-Development of service was enough to infringe
-The court also noted that fairplay and substantial justice had not been offended because Missouri has an interest in resolving trademark decisions 
-Finally, the court rejects the argument of mere advertising in establishing personal jurisdiction 
-The court was willing to entertain an argument based on jurisdiction 

d) CompuServe, Inc. v. Patterson 
-the plaintiff was a computer information service located in Ohio, and provided its subscribers to access to computing software. This software was either its own or another parties, one of these other parties was the defendant from Texas, who placed software on the plaintiffs system for others to use and purchase
-to do so, the defendant had to enter into an agreement with the plaintiff (shareware registration agreement)
-plaintiffs subscribers could access software created by the defendant and also it incorporated two other documents, service agreement and rules of operation which purported to be governed and construed in accordance with the laws of Ohio. 
-defendant agreed to rules of agreement, from Texas he submitted several software files, some of which downloaded by Ohio subscribers
-plaintiff began to market software with markings and names which the defendant alleged a trademark owned by the defendant
-plaintiff tried to buy defendants interest in that trademark and offered to purchase the trademark itself, they could not reach an agreeable price
-the plaintiff brought a declaratory judgement to have the court in Ohio to declare there was no infringement of copyright or infringement 
-plaintiff was concerned with the huge market that could be captured within the next 6 months, therefore important to get the ownership details cleared up right away
-defendant responded by, bringing a motion that Ohio has no jurisdiction to hear this case
-Issue: Can an Ohio court exercise specific personal jurisdiction over the defendant? YES, because the defendant had sufficient contacts with Ohio 
-are electronic contacts sufficient under the due process clause
-the trend today is the broadening of the scope
-court examines the long arm statute of Ohio, 
(248) “The defendant must purposefully avail himself of the privilege of acting in the forum state or causing a consequence in the forum state. Second, the cause of action must arise from the defendant’s activities there. Finally, the acts of the defendant or consequences cause by the defendant must have a substantial enough connection with the forum to make the exercise of jurisdiction over the defendant reasonable.
-court took a look at purposeful availment, determined by these contacts.
-there is no need for physical presence in the jurisdiction 
-(249) “There is no question that Patterson himself took actions that created....regular mail messages”
-court also dealt with the nature of the relationship, this was a continuing relationship, this made it easier to unravel the defendants intention
-defendant consciously reached out from one jurisdiction to conduct business in another
-(250) “Similarly, in the instant case, Patterson consciously reached out from Texas to Ohio to subscribe to CompueServe, and to use its service to market his computer software....means of redress for its residents.”
(249), In fact, it is Patterson’s..
-The court notes the nature of the relationship and that it was a continuing relationship – it is easy to unravel the defendants intention
-The court states that merely entering into the contract with the plaintiff would not be sufficient of constitution purposeful availment, but when you put to together it does as it exemplifies intention 
-Defendant tried to argue his rights of trademark are independent from jurisdiction, so jurisdiction should be irrelevant 
-Defendant should have launched protected his trademark in Texas, then could have been on the attack opposed to defense
-Something to consider is the reasonableness 
-case notes the requirement that the cause of action result from Patterson’s activities
-argued that jurisdiction should be irrelevant, they are federal and he should be able to exercise rights independent of...
(252) “We have an entrepreneur who purposefully employed CompuServe....We have no reason to believe this otherwise.”
-Whether a third party in another state could sue Patterson in Ohio, (252-bottom)

e) Cybersell, Inc. v. Cybersell Inc.
-plaintiff provided internet and web advertising and marketing services in Arizona and also held a federal trademark on the word cybersell
-the defendant was a Florida corporation that offered webpage construction services over the internet, the plaintiff brought an action in Arizona alleging trademark infringement, unfair competition and fraud
-defendant moved for motion to dismiss because the Arizona court lacked jurisdiction
-ISSUE: Does Arizona have specific, personal jurisdiction? NO, because there is no long arm statute in Arizona therefore the residence must be determined by constitutional requirements
-so court has to fall back on common law principles, the common law test is basically the same as constitutional requirements (254)
-Fundamental requirement is purposeful availment 
-Courts must determine whether personal jurisdiction of a non-resident may be based solely on the existence of the website
-Courts asks - What type of website is this – interactive one
-Court must examine the level of interactivity which is the number of hits and the nature of exchange of information – this refers to the quality of the hit 
-Several responses may be sufficient contact for jurisdiction which depends on the nature and quality of the website – must determine if this is sufficient 
-The court must make technological contact head on 
-The court found that there was no purposeful availment that could be deduced from the present site 
-This case downplays the conduct of the defendant 
-From what will intention be inferred? – From the level of business activity in the host state may be relevant 
-If there are a great number of quality of hits, the greater number of personal avalement
-By stating there was jurisdiction here would be opening the floodgates for personal jurisdiction – this wouldn’t comport with traditional notions of personal jurisdiction 
-Therefore, without a long armed statute, a website that infringes a trademark will not be personal avalement in itself 

f) Bensusan Restaurant Corporation v. King
-plaintiff owned and operated a jazz club in NY called Blue Note, defendant owned and operated small club in Missouri called BLUE note, frequented by University students
-defendant posted site on internet to promote club which contained general information, etc., and phone number in order to place order for tickets and pick them up
-plaintiff sued in NY for infringement of its registered trademark, the Blue note
-defendant now moves to dismiss action for want of personal jurisdiction
-Issue: Does the court in NY State have personal jurisdiction over the defendant? NO, neither the long arm statute or due process clause have been complied with
-Court held the provision allowing the long-arm statute didn’t assist the plaintiff because there was no forseeability or revenue generated – because a majority of revenue was from the local area 
-With respect to due process requirement – there was clearly no purposeful availment 
-This was a passive website which is not sufficient to fulfill the clause 
-What would be sufficient was if the site was actively seeking New Yorkers but it wasn’t and thus the intention is paramount here in ascertaining the scope of jurisdiction therefore jurisdiction had not been complied with 
-long arm statute does provide for tort committed in the state by non resident would not work here because there was no confusion...
-you have to take several steps before the defendant would receive any benefit, and would be aware that these are two different clubs, any user would be aware that there is a difference here between the two clubs (259)
-with respect to due process requirement, (260-middle), clearly no purposeful availment
-this was a passive website and that is not sufficient to fulfill the purposeful availment of the due process clause

g) Braintech v. Kostiuk
-Braintech was corporation that was domicile in various locations, Nevada, Texas and BC- it was a Texas Corp.
-Kostiuk, resident of BC and knew the principles shareholders of Braintech, in fact he used to work for Braintech
-Kostiuk and other principle shareholders parted in a hostile manner, as a result Kostiuk posted defamatory info about braintech on a bulletin – this positing adversely affected investment into Braintech 
-viewed on bulletin board in Texas, principles started tort action for defamation in Texas
-A tort falls within the long arm statute of Texas  (262, bottom, second column)
-Defendant must properly be served; however under Texas rules if you serve in the Texas state however the personal service was in the wrong address; twice, and again attempted to at the right address, 
-Service on state is effective is a default judgment is served – default judgment can be signed at a later date and was done by a judge in the state of Texas 
-Braintech tried to enforce the judgment; however Kostiuk was not in the jurisdiction (did so by filing motion) 
-it was convenient there but also there were able to obtain Texas damages in aggravated damages
-Kostiuk lives in BC, considerable distance from Texas and had minimal contact with State of Texas, so tried to enforce judgment in BC by motion in BC Supreme Court
-Kostiuk brought an application to dismiss the claim on the basis that a fraud had been perpetrated in the state of Texas, SC denied that application 
-BC court of Appeal asked, not anything with respect to service, whether there has been fairness applied in the process of comity.
-ISSUE: whether there had been a real and substantive connection between the defendant and the state of Texas, so that the Texas court could assert jurisdiction.
-BC court has to ensure “comity” (267)
-means accepting and enforcing the judgement of another state in BC, but before comity can be granted there must be a balancing of interest, or what’s called the forum non conviens (267, bottom)
-judgement has to be arrived at properly, jurisdiction is exercised appropriately in the foreign jurisdiction, this is determined by substantial connection
(268) Test for personal jurisdiction

h) Zhan v. Pfizer Inc.
-deals with domain name dispute
-Stipulated in domain name today: any dispute arising by the name or from the name has to be submitted to a dispute resolution policy
-previously all disputes resolved in WIPO
-under the policy of the registration the complainant has to prove 3 things 
-(271) 	(a) The domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rights; and
(b) the domain name holder has no rights or legitimate interests in respect of the domain name; and
	(c) the domain name has been registered and is being used in bad faith. 
-plaintiff lost, but then plaintiff commenced legal action in the Ontario Superior Court claiming rights in the domain name (270)
-plaintiff lost in arbitration, so therefore commenced legal action in Ontario
-Pfeizer made 3 arguments: 1) no jurisdiction 2) service was neither authorized nor appropriate 3) Ont. Is not a convenient forum for the pursuit of action securing justice (270)
- Registration agreement contained a clause – complainant can argue; but must be in a mutual jurisdiction which in this case was Denver Co. 
-rules in policy said that complainant could (272)
-defendant brings motion challenging proceedings on the basis that Ontario is a forum non conveniens, in other words attacking jurisdiction of Ontario court
-ISSUE: Is Ontario a forum non conveniens? YES, therefore the order is granted to set aside the service of the claim, or to say this action cannot proceed
-a court may decline jurisdiction on the basis that there is a forum more appropriate to hear the jurisdiction
-location of the parties is not significant, location of evidence not really relevant
-but contractual provisions in registration agreement are significant
(273)
-Jurisdiction is determined by way of contractual agreement where the plaintiff argued that he could not litigate 
-Mr. Zhan should have used an Ontario Registrar- 


i) Desjean v. Intermix Media, Inc.
-Defendant offered free software which was bundled with other programs 
-He downloaded additional programs which were bundled with a screen saver, such as spyware and adware – which sends info to other areas without your knowledge
-Disclosure of these two programs were hidden and were at the bottom of the terms of service which people don’t really read
-They need to be removed selectively 
-This practice is alleged to be deceptive fraudulent and illegal by the plaintiff
-This can cause the computer to crash; the problem is how the plaintiff sues; where he brought forward a class action suit 
-274 “Spyware programs that Intermix has spread in this manner include...”
-this practice causes users to waste time but to also dish out money to remove the software
-plaintiff brings a class action suit, 275 (top, second column)
-defendant had no office in Canada, no employees, no bank accounts and no advertising was ever directed to Canadians, it was a Delaware corporation
-Once class action has commenced all information must be disclosed all at the defendants cost
-In order to calculate global damages to be awarded against the defendant 
-Thus he argued the lack of jurisdiction 
-Delaware office who’s head office was in California, and all other factors which demonstrated a lack of jurisdiction 
-ISSUE: Does the Canadian Federal Court have jurisdiction to hear the matter? NO, because the federal court held that there is another more appropriate court to hear the jurisdictional matter, California
-The bottom line is whether the real and bottom line the court has with substantial jurisdiction 
-Right of court and right of defendant 
-The courts have developed tests to make clarity 
-The court concludes that the connection between the forum and defendant was not substantial enough because the defendant didn’t have any ties with Canadian jurisdiction 
-3 ways a court can assume jurisdiction over an out of country defendant:
(276) “it may assume jurisdiction if the defendant is physically present within the territory of the court. Second, the foreign resident may consent to submit the dispute to the Canadian court’s jurisdiction. Third, the court may declare itself competent to hear the case, in appropriate circumstances, this case raises the third possibility.”
-277: Eight factors dealing the questions of assumed jurisdiction...
-the test applied here is the traditional Bricks and Mortar test
-Adware and Spyware- provides for a systematic contacts continually 
-Factors to be taken into account in order to determine a more appropriate form – p.279 second column top 
-All of these factors suggest that this should be tried under the federal court 
-Thus the statement of claim was struck for lack of jurisdiction 
-Test applied here is a basic bricks and mortar test 

j) Internet Jurisdiction Decisions Diverge John Sullivan and Daniel Tsai
-both deal with claims of defamation, both dealt with motions to dismiss for lack of jurisdiction
-280, bottom, second column
-here the court focuses on the alleged harm to the plaintiff in his home jurisdiction
-the second case, Young, went the other way, denied Virginia prison Ward warden from suing a paper for depicting him as a racist
-no minimum contacts established for the jurisdiction in Virginia
-here, the paper, was targeting a Connecticut audience and defendant did not do business nor really have any contacts in Virginia even thought he was addressing Virginia policy for housing inmates

LECTURE 7: MARCH 2, 2010

V DOMAIN NAME

-What is identity? Identity means the collective aspects of characteristics by which a thing or person is known or recognized
-as humans we need to relate an unknown things or person we know or identify, part of our learning process
-trying to find a site, by employing a system called the domain name system, the actual tool by what we identify a site and distinguishes from all others
-Domain name database, we employ the domain name system (DNS) in order to find something, and this distinguishes one from others 

CHAPTER 14: BACKGROUND

(a) Eminent Domain names: The struggle to Gain Control of the Internet Domain Name
-from a technological perspective identity can be targeted, resolved and named through an alpha numeric system
- Domain name has a tremendous amount of value and goodwill (also the value to the holder of the name) which makes the whole process more simplified
- There had to be a whole new process instituted in order to resolve domain name disputes that took the whole process out of the court system (which allowed for greater efficiency) 
- First off had to consult all of the major players and organize people who had the most knowledge on an international basis (IAHC) – International Ad Hoc Committee 
-all affected parties would be represented and have input in the status of a new governed model, until it was built, however, all they could do was work through the mistakes in previous attempts

CHAPTER 15: TRADITIONAL RESOLUTION
(a) British Telecommunications plc v. One in a Million Ltd.
-enormous amount of descriptive material about the internet and domain name, in other words the court is educating itself on the internet
-case took several years to wind its way through pleadings, discoveries, consolidation of cases, noting the cases for trial, the trial and then the appeal process
-this case deals with a common scam that was happening at the time, just after Coca Cola paid huge sums for CocaCola.com
-dealers in internet domain names, reserved well known names as their own and attempted to flog them
- Conway and Nicholson (defendants for one in a million) were domain name dealers and they secured registry of popular domain names and then sell them for large amounts 
- Several large companies knew the importance of identity and tried to end the problem they faced with the defendants and decided to take them to court 
- Problem here is that the domain name evokes a fundamental aspect of law that is not recognized as a fundamental property 
-ISSUE: were the defendants liable for passing off? Yes, because the defendants used the domain names as instruments of fraud.
-what proof do you need to establish a passing off action? That there is deception
- Court held the threat to sell the domain name to someone else was qualified as ‘passing off’ 
- Court of Appeal read a great deal into the motives and threats that the defendants made, and did not call for a transfer of the names to the appellants 
- An injunction was issued but that just said you cannot sell the name, but it didn’t give any direct remedy to the appellants 
- This case points out the inadequacy of the legal system for resolving these types of issues 

(b) Judicial Involvement in Domain Name Disputes in Canada
-domain names in law are great challenges because of lack of traditional classification
-have no recognition as traditional property at common law, it’s a contractual right that the owner has with the relative registrar
-challenging party would claim breach of trademark, breach of copyright, these actions end up in Federal Court
-claim is against the Crown, parties would ask for injunction to prevent other party for using the domain name
- Problems with domain name challenges are clear however property of domain names were a cloudy sphere and therefore did not fit into traditional judgments granted by common law courts 
- Ultimately the larger issue is how a dispute process can be developed to cope with both substantive issues as well as procedural issues, to have an expeditious resolution to the domain name dispute
- Another challenge is that the internet is global and therefore you have to have a high standard so that there is compliance not just with domestic law, but also laws governing international tribunals to look at this traditional approach 


CHAPTER 16: A NEW APPROACH
(a) CIRA Domain Name Dispute Resolution Policy— Version 1.2
-framers of time limits were in the best interest of the parties involved, so the users of this system have to have confidence in this system itself. It must then be fair and be perceived as fair in order to gather public confidence
- It is for the panel to determine the affect of the commencement of legal proceedings 
- Rule 13 of Policy : There must be notice granted to the dispute resolution provider
- Jurisdiction has to be confirmed by these panels by way of agreement and jurisdiction can still be an issue in any subsequent proceeding 
- If there is a deficiency in your complaint then the rules allow for 10 days to amend (under Rule 4(2) of policy ) then there are 20 days for respondent to submit a response (under Rule 5) once that response comes back the administrator has 5 days to appoint a panel (under Rule 6) THEN there is a  maximum of 20 days
- Therefore the maximum amount for this claim would take up to 3 months – which is expeditious for a claim – these time constraints are in the best interests of everyone involved 


(b) CIRA Domain Name Dispute Resolution Policy— Version 1.3
(312) 3.1 Submission of Complaint
-rule 4 sets out how the complaint must be processed and the time limits for doing so
-Rule 5 sets out the response, what it must contain and its timeliness
-each administrative provider, has to maintain a list of qualified people to act as panellists 
-under CIRA the panel consists of 3
-clearly the complainant and respondent have input into their selection, each side puts forward 3 panellists 
-each panellist must be impartial and independent
-in this process, the hearing consists of exchange of submissions in form of affidavits by parties, counsel has to sign off on the honesty of affidavit
-the powers of the panel are the normal powers of any normal administrative tribunal 
-the remedy available to administrative 4.3 (whether the registration should be cancelled or transferred to the complainant
-Rule 12:  the panel must give reasons for its decision. This is very important because there needs to be a record for appellant purposes, to be able to appeal require supportable evidence
-complainant pays panel and administrative fees, but far cheaper than normal court costs
-One major difference between CIRA complaints, CIRA allows for complaints to either be in English or French

(c) Let Go of My Dot-ca: Using the CDRP in the Fight Against Cybersquatting
-CDRP is a closed system, bound by geographic ties, the terms are more tightly defined: by its mark, legitimate interest, and bad faith; these are at the core of a reason to decide one way or another
-there is an inconsistency within the CDRP where the standard for determining what constitutes confusingly similar is not consistent
- Some arbitrants use the resemblance test (favors appellants) sometimes they use the confusion test (which is more narrow and favors respondents) 
- The CDRP requires a high threshold to fulfill the requirements of bad faith 
- Trademark agent must have a trademark registry, also even if you are registered as a trademark owner must have a Canadian residency


CHAPTER 17: DISPUTE RESOLUTION DECISIONS
(a) Browne & Co. Ltd. v. Bluebird Industries
-complainant in this case has used the trade name Brown and Co. ltd to sell and distribute glassware since 1991, and the complainant also argued that it had a common law trademark in Brown to sell for the same period of time
-however, the respondent, bluebird registered the domain name brownco.ca in December of 2000
-respondent was a competitor of the complainant and used the website to redirect internet users to its own website bluebird.ca in order to sell similar wares
-complainant submitted complaint in August 2002
-panellists first discussed procedure, talks about jurisdiction 
-no receipt of the submission of electronic transmission
-no response by the respondent, like in civil proceeding there is default judgement
-under the policy the affect is that the reasons must be given still, but the reasons on the basis of the complaint only, vastly different from the civil
-there have been cases where no response has caused a dismissal
-Three points that have to be proven in policy:  a) the Complainant has asserted that Registrant’s dot-ca name is confusingly similar to a mark in which the Complainant claims rights prior to the date of the domain name registration b) the Complainant has asserted that the Registrant has no legitimate interest in the domain name; and c) the Complainant has asserted that the Regsitrant has registered the domain name in bad faith
- What you want to do is lend credibility to the process and thus must look at the procedure and policies in order to ensure fairness 
- ISSUE: Did the complainant have any rights to the trade name? YES
- Ultimately the usage of the trade name by the respondents was done in bad faith 
- Does the registrant have an interest in the domain name? They did use the trade name for two years, but they did not have any right to use the trade name for those years, thus there would be a passing off under the jurisprudence. Thus there was no legitimate interest
- Panelists found that the domain name should be transferred – the ISP would then put in the complainant’s name under the domain name registered 
- Case like this supports the credibility and the dispute resolution process in itself , thus dot-ca got off to a credible beginning

(b) Julia Fiona Roberts v. Russell Boyd
-decision by WIPO panel 
-In this case the complainant, movie star
-respondent registered the domain name Julia Roberts.com with about 50 other well known celebrities
-respondent offered to sell for $2500, complainant alleged that paragraph 4(a) applied to respondent
-ISSUE: should the domain name be transferred to the complainant? YES, first off the panel noted, paragraph 4(a) identity or confusingly similar
-respondent alleged the complainant had no common law 
-respondent had no authority to use the name, and registered all sorts of other names from other celebrities, evidence of bad faith, 
- He even admitted to using the name because he really liked her as a celebrity 

LECTURE 8: MARCH  9, 2010: DOMAIN NAMES CONT’D
(c)Rockport Boat Line (1994) Limited v. Gananoque Boat Line Ltd.
-respondent registered the domain name Rockport
-domain name in active status 
-conclusion was that there was no bad faith which arose from the regsitration
- Criticism of this approach is there is no careful consideration of the approach. Clearly the Claimant has an identical corporate name which should be given a little more discussion that it had been
-the parties are competitors for the same market and located in the same geographic area and both have cruise lines that services the same market, then why not in 3.7(b) in order to apply bad faith
-no appellate forum for a decision to be appealed to

(d) Loblaws, Inc. v. PRESIDENTCHOICE.INC/PRESIDENTCHOICE.COM
-complainant had trademark on president’s choice and used the mark on several products since 1994 and also has several domain names
-respondent registered presidentchoice.com for the purpose of carrying on web design and embroidery business
-complainant registered complaint in February 2000, domain name confusingly similar to its trademark
-no right or legitimate business interest because the website is not active, registered in bad faith because complainant is well known grocer and brand name
-therefore complete denial and claim of harassment by Azmii
-ISSUE: will the panel order a transfer or cancellation? NO, because there was no compliance with paragraph 4(a) of the policy (Similarity of domain Name)
-panel noted that the 3 domain names are not identical with the trademark, and the “s” may be distinctive enough
-with respect to right or legitimate interest, the respondent had already made efforts to use the domain name presidentchoice
-with respect to bad faith registration and use, complainant had presented no evidence other than the fact the president’s choice is so distinctive that no one would use it
-no attempt at prohibiting registration, therefore no order or transfer or cancellation of domain name
-Loblaws would have to commence action in federal court in breach of trademark, which is exactly what they did and the website is no longer in use 

(e) Royal Bank of Canada v. D3M DOMAIN SALES
-in this case the complainant had registered trademarks for 3 Royalbank websites
-respondent who is from Montreal registered through a Korean web server the same type of domain names
-One of the respondents website stated that if u followed it there would be an instant prize
-royal bank received several inquests for their prizes, so therefore they filed a complaint for an administrative hearing
-ISSUE: can the 3 domain names be transferred to the complainant? YES, because paragraph 4 had been complied with 
-here the respondent does not respond (no filing of a defence), when that scenario occurs a complainant is not entitled to relief simply because of the fact that the respondent has not complied, but 
-panel noted that all names were either identical or confusingly similar, and either dropping or adding one word did not make the word less confusing
-with respect to right or legitimate interest there was no evidence from the respondent so the panel was able to draw a negative inference because of the lack of response from the respondent
-therefore the panel is entitled to bring geographic proximity into the equation to show bad faith

(f) Acrobat Construction/Enterprise Management Inc. v. 1550507 Ontario Inc. 
-complainant is in construction management business and registered acrobat.ca on Nov 2000
-registration lapsed at the end of 2 years and CIRA release it to anyone to registered, March 2003 someone else registered the name
-complainant wants the name back and files complaint, must prove 3 requirements under CIRA policy 
-ISSUE: Should the domain name be transferred to the complainant? NO because the 3 points were not demonstrated, onus of proof lies on the complainant and on balance of probabilities
-once the complainant has proven (a) and (b) the onus shifts to the respondent to prove (c)
- panel went through the requirements one by one, on the issue of confusing similarity there is no confusing similarity because the business of the 2 parties differs dramatically and the mark is too general in order to assert any right 
- Thus the complaint was in fact dismissed 

(g) Coca-Cola Ltd. v. Amos B. Hennan
-registrant registered Coca Cola.ca and offered it to the complainant for $10,000
-ISSUE: Should the panel order a transfer of domain name? YES, complainant had met requirements of policy based on balance of probabilities
-from lack of evidence from respondent,  
-the test for confusingly similar is the first impression test
-no legitimate interest, must be shown by respondent, criteria 3.6 of CIRA
-bad faith registration (Article 3.7 of policy)
- Coca cola’s domain name was transferred

(h) Air Products Ltd. / Prodair Canada Ltee v. Index Quebec Inc. 
-if a registrant is successful and proves on balance of probabilities that compliant was launched unfairly and without colour of right then panel may award the registrant up to $5000
-In order for the complaint to be successful, the complainant must honestly believe 2 things: 1) domain name must be confusingly similar 2) registrant might not have legitimate interest in the domain name
-the panel concluded that it was reasonable to assume the complaint was a scenario of reverse hijacking
- However the claim of reverse hijacking was dismissed

i) Independent Order of Foresters v. Noredu Enterprises Canada Inc. 
-complainant is federal benefit society that has insurance services to its members for years
It has trademark on several trade names, 
-registrant was tenant in complainants head office in Toronto, registrant registered forestercollege.ca for the business of a private career college called Forester College of technology
-here, the complainant received several communications by mistake, letter from ministry of college, and complainant that college was illegally recruiting in china
-webpage showed picture of complainant headquarters with Foresters on top
-independent order of foresters filed complaint under CIRA policy, registrant did not file response
-ISSUE: Should the domain name be transferred to the plaintiff? NO, complaint did not establish on the balance of probabilities the 3 requirements
-the word by itself will not be confusing if it is used in conjunction with another word, here used with “college” as a descriptive element
- Test for confusingly similar are much narrower as the focus is directly on the mark and not any other contextual aspects 
- Talking about a very narrow band of confusion and the word’s confusion itself will not be confusing if used in terms with other words 
- Panel examined the policy requirements very finely and noted that CIRA restricts the bad faith to a subsequent test that if and only if the requirements of paragraph 3.7 are adhered to then will constitute as bad faith 
-complaint was dismissed
-**Important**: clearly distinguishes the CIRA policy from UDRP and articulation of restrictive provisions of the Canadian policy, criticism of UDRP has been used to protect more than what the policy provides
-Complainant should have filed an action in federal court as well as an injunction 

(j) Google, Inc v. Richard Wolfe
-both the founders since 1997 have become multi billionaires; complainant has website google.com and trademark on Google. This mark is well known and carries tremendous amount of good will
-Registrant has unique type of business – a shopping website froogles.com
-Wolfe was determined to carry out his business, never offered the name for sale
-ISSUE: should the domain name be transferred to Google? NO because the complainant failed to establish the 3 required elements
-rights and legitimate interest: the registrant successful here as the name described his business, complainant waited 4 years before filing the complaint
-dissent states that the registrant should have had constructed knowledge of the Google mark, thus the registration of froogle.com was in bad faith
-the user confusion associated with this name does not give any evidence none noted by the majority
- The name was no transferred 

k) CIRA Dispute Resolution Decision: forsale.ca
-this case currently in the federal court because policy is not broad enough to give complainant satisfaction 
-forsale.ca is domain name in question, complainant registered trademark in 2005 for www.forsale.ca
-complainant tried to obtain name through CIRA dispute policy in 2006 but was unsuccessful, domain name lapsed in 2007, and someone in registrar’s office obtained name and sold to respondent for $30, 000
-Complainant tried unsuccessfully to get the name back as a trademark
-ISSUE: should the domain name be transferred? NO because the registrations was not in bad faith 
-panel notes narrow intent of the policy, with respect to the 3 tests.
1) Confusingly similar? Yes because complainant had obvious rights in the mark that was a trademark that preceded the registration
2) Bad faith? CIRA policy is restrictive and because the domain name is so generic it cannot be seen as being registered in bad faith
-was the complainant engaged in reverse hijacking? YES panel awarded respondent $5000 because complainant tried to obtain domain name without colour of right BUT panel noted that the complainant itself acted in bad faith by commencing the proceeding soothe panel took into account other factors such as conduct of the complainant, found the complainant was abusing the process etc. 
- Name was not transferred. 

CHAPTER 18

(B) Black v. Molson Canada
-motion for declaration: an order of the court declaring the rights between the parties, here it is who owns the domain name
-applicant is an educated, self employed consultant who is very knowledgeable in the internet and he purchased a Canadian.biz from a lottery online auction, part of conditions to be considered for auction is that name must be used for commercial business
-Molson informed Black that it had a trademark on the word Canadian but that didn’t phase Black because he said it was generic term
-Molson filed complaint under UDRP and panel ordered domain name to be transferred to Molson.
-black now goes to court for a declaration that indeed he is the owner of that domain name
-ISSUE: Will the court declare that Black is the rightful owner of Canadian.biz? YES, the court actually gave the applicant his costs
-because Molson did not prove all 3 required elements of the policy and thus panel decision should be set aside
-Identical to mark? May have trademark on Canadian but exclusive to the sale of beer, no infringement on trademark “I doubt that the public would confuse Canadian.biz with molsoncanadian.biz or molson.biz” p.377
-by the nature of the auction there was contemplation of business activity which would allow court to infer an intention
-court noted no confusion in public with other names that had been registered with Molson
-Molson was not granted a monopoly on the total use of the name even though public may associate name with the product produced by Molson, therefore domain name declaration stated that Black was rightful owner

VI  LOCAL FUNCTIONAL ISSUES

-these deal with the challenges that individual states have over the implementation and application of technology, these areas more technical in scope
-contract, consumer issues, woven into other issues such as privacy, role of state
-fundamentally rethink the rules applying to the formation, execution and resolution of time tested principles, particularly contract as they relate to commerce
-in law firms, even though there has been a lot of changes elsewhere, changes in the rules of practice and procedure, specifically when you buy a house or land transaction
-Government support:
	- It can bring together competing interests to discuss possible resolutions
	-on the other side the government can act as a terrible impediment
-Why is it risky to have government as player in local functional issues?
-primarily politically driven, has to keep focus on the long term benefit of the industry as well as ballot box
-industry Canada used to have large budget for all development and research, 
-Government can assist at different level, providing forum, positions, putting those positions into legislation 
-encryption and security: government will bring together all companies with relation to financial industry and develop uniform foundations so that everyone is one the same page
-Two major areas where government has been delinquent from international perspective: copyright and spam reform

CHAPTER 19

(a) Fast Forward 5.0: Making Connectivity Work for Canada 
-There has been an expansion of the internet and a great deal of government involvement within
-Canada was at top of list of all countries in terms of adoption and readiness for e-commerce explosion, now they are in lower to mid range
-One key for the measuring of all this, is the level of productivity the internet brings
-they fumbled with Nortel, they had their troubles but they were internal, but their research was stellar, etc. 
-if the government was smart they would have funded for the advancement of research
-One of the other barriers, in 2004, the lack of skilled technical professional to apply the internet in terms of access

(b) Understanding the Benefits of Broadband: Insights for a Broadband Enabled Ontario – Catherine Middleton
-refers to a signalling methods that handles a wide range of frequencies which are divided into channels so therefore the wider the bandwidth the greater the information carrying capacity
-broadband refers to the ability to transfer multiple pieces of data simultaneously
-greater use results in greater economic activity
-adoption of broadband has countless benefits, in e-health, a patient in a rural area can now be diagnosed in a smaller community hospital from a specialized urban hospital
-problem with application of broadband work (403)
-have to have across the board acceptance and education with technology, discovering that the older professionals have a harder time accepting the new technology 
- The utilization of broadband promotes economic and social development 
- Further development of broadband infrastructure will result in greater economic activity which keeps the funds flowing
- In the 90’s government took a hands on attitude where they stated they would fund the research however the private services would have to apply the technology and would reap the benefits 
- The government would invest the seed money to insist the development of this market 
- National Government had projects in the area of health care, business transactions, cultural and entertainment activities 
- Wireless does help, but there are parts in Canada that are still be underserviced 
- In e-Health and patient in a rural area and patient can be diagnosed and treated in a small hospital from an urban one – there will be no discrimination with this system 
- Smart meters – can measure whatever you use and then there is no one to go to each home to do so
- You have to have education and acceptance of the technology because there is no point of having the tech unless you have a physician you knows how to use it. 
- Many have trouble accepting the new technology 

c) What is Spam and Why Is it a Problem? – Task Force on Spam 
-unsolicited commercial e-mail
- different types; malicious actions that cause harm to computers, deceptive and fraudulent business practices, phishing emails designed for identity as theft, invasions of privacy
-government has to deal with this through legislation (406)
-what legislation has t do is provide new offences, strict liability and perhaps criminal offences, in addition the government has to provide sufficient resources so the legislation can be effectively enforced
-ISPs and businesses that want to use internet for marketing purposes must develop codes of best practice, the business marketers who want to use the internet for group e-mails must have the content vetted by the consumers association to ensure the code the industry has developed are complied with
-the telephone servers have tried to shield consumers from unwanted marketing calls particularly around meal time: Bell and Rogers famous no call list, however these are complete failures

CHAPTER 20: CONTRACT ISSUES

(a) When Surfers Start to Shop: Internet Commerce and Contract Law 
-contract is the only tool that people have to conduct to have economic relations with one another
-How will traditional contract law be affected?
-freedom of contract, there is an emphasis on flexibility of contract as a regime
-consumer legislation protects and benefits the consumer against the standard forms clauses such as exclusion, 
-if a consumer has confidence of trust that they will not be put as a disadvantage then indeed they will purchase more
-the court will protect the expectations of the party
-part of this goal is to facilitate commerce and to avoid obstacles to the development of e-commerce, the law has adopted a flexible approach and the examples in the materials are the requirement of a signature
-why then is offer and acceptance important? 
-jurisdiction of contract falls at the moment it comes to existence
-because the internet is global different cultural expectations will be weighed
-has to be balance between facilitation and protection with respect to privacy

(b) Electronic Contracts Under Canadian Law – A Practical Guide 
-information should not be denied legal effect, hence the function of the UECA 
- Freedman – where there is risk (in offer and acceptance rules) This risk can be reduced with disclosure within the terms and processes itself  
- Internet law – contract is made when notice of acceptance is received by the one offering
- Position of timing – laid out in legislation of UECA – this brings one to the automatic contracting (which are two computers entering into a relationship) 
- This is difficult because electronic persons are not juridical persons – they may be programmed

(c) Ensuring the Success of Contract Formation in Agent-Mediated Electronic Commerce 
-the demand for automated transactions is on the increase because the electronic agent may be the actual agent
-rules of engagement will be predetermined
-all terms will be clarified or negotiable at the outset
-this enhances reliability in e-commerce, therefore more engaging, and one example of this from time to time hits the paper, the buy/sell arrangement that an investment person has with its broker (done on 50% automated business)

(d) IBM ServicePack Maintenance Service Agreement 
-refers to service pack for personal systems software, the contents are spelled out at beginning and what is covered is noted, very detailed to what is covered and what is not covered
-limitation of warranty if typical, what this does is actually limit the rights that you would otherwise have
-limitations of the liability, IBM is limited to the cost of the service pack
-limitation period of 2 years, beyond which you cannot bring any action
-it is not transferable to any person
-law governing and jurisdiction are important because any contractual relations with this site will be determined by the laws of Ontario

(e) Just One Click: The Reality of Internet Retail Contracting
-talk about standard form contract, used by sellers from time to time as a necessity, neither the seller nor the buyer would take time to negotiate without a contract drawn up
-authors felt the traditional approach of forming contracts will not apply to the internet
-internet retail sellers rely on the ease of the shopping experience, hopefully the buyer and the seller will come to a happy medium
	



(g) ProCD, Incorporated v. Zeidenberg 
-plaintiff had compiled more than 3000 telephone directories, this CD contained all the information
-clearly the buyer could not view the license until the package was opened, so the database cost money to compile and maintain
 -both business person and residential user receive the same CD, the software license limits the use of the CD to non commercial purposes, otherwise you will be paying more for commercial purposes
-plaintiff filed injunction for breach of license which was part of contract, license of contract unenforceable because not a term of purchase contract because it was inside the package in the CD itself therefore not incorporated into the contract
-ISSUE:  Are shrink wrap licenses enforceable? YES, because they are incorporated into the original contract of purchase
-the court approach: it determines the issue of enforceability as it would for any contract, fundamentals of contract formation
-purchaser makes offer, when offer is accepted the contract is concluded
-in traditional contract law parties rights are frozen
-defendant argued that this was a secret term not discussed at purchase, but faulty that notice of the terms was on the package, so became question of incorporation 
-court has applied the existing law in a flexible way in order to facilitate commerce

(h) Hill v. Gateway 2000, Inc. 
-plaintiff ordered computer over the phone, computer later came in box with list of terms
-after the 30 day period the plaintiff complained about the computers parts and its performance and the plaintiff started a suit in federal court for racketeering
-plaintiff tried to put himself in best possible position for negotiating
-defendant said that this case should not be dealt with in court as there was an arbitration clause in contract
-plaintiff said clause not enforceable, was not read as it did not stand out
-ISSUE: was the arbitration clause enforceable? YES, because the terms including the arbitration clause were incorporated into the purchase contract
-customer can return the product, no real departure from the existing common law contract
-court accepting sense of reality in modern commercial practice

(i) Rudd v. Microsoft Corp. 
- Plaintiffs alleged to agree to a forum selection clause
- While installing the service from the disk, the evidence showed that the P had not read the clause within the general section because he was only interested in the cost and agreed to that after reading nor did the plaintiff have any knowledge of the terms even though they were clearly stated and the P consented when he licked I agree
- The plaintiffs argued that it should be considered as fine print and should be brought to ones attention
- ISSUE: should the court exercise its discretion and grant the stay (stop the proceedings)? Yes

-defendant brings motion challenging proceedings on the basis that Ontario is a forum non conveniens, in other words attacking jurisdiction of Ontario court
-ISSUE: Is Ontario a forum non conveniens? YES, therefore the order is granted to set aside the service of the claim, or to say this action cannot proceed
-a court may decline jurisdiction on the basis that there is a forum more appropriate to hear the jurisdiction
-location of the parties is not significant, location of evidence not really relevant
-but contractual provisions in registration agreement are significant
(273)

Lecture 10: March 23, 2010

Last class...
-PIPEDA, Divided into two substantive areas 1. Privacy issues etc. 2. how government can effectively communicate electronically its own data to whomever may want it 
-The borderless reach of the internet renders many consumer issues 
Propositions put into PIPEDA...
1) Information: Consumers should be provided with clear and sufficient information to make an informed choice, whether or not to make a purchase
2) Contract formations: vendors should take reasonable steps to ensure that the consumers’ agreement to the contract is fully informed and intentional
3) Privacy: vendors and intermediaries should respect the privacy principles set out in the consumers’ standards association model code
4) Security of payment: vendor and intermediary should take all steps possible to ensure the transactions are secure
5) Redress: consumers should have access to fair, effective and affordable means for resolving any dispute that arises with the transaction *has been the least provided for in the legislation* (contract adjustment)
6) Liability: Consumer should be protected from unreasonable liability for payment in transactions that had gone sideways (banks have been instrumental in ensuring that)
7) Unsolicited commercial email: vendors should be prohibited from transmitting commercial e-mail without consent of the consumer, unless a vendor has an existing relationship with the consumer
8) Consumer Awareness: government, business and consumer groups should promote consumer awareness about the safe usage of the internet for commercial purposes

Ontario now has its own legislation and has extended the protections of PIPEDA, consists of one extra step – letters of reference cannot be given without the written consent (much more exclusive than consent on PIPEDA

CHAPTER 21: Consumer Issues
-There is no question that vendors will not be able to sell to consumers who have unresolved concerns about using the internet
-The two prime concerns were security of payment: security and privacy of personal info. 
-Internet fraud has increased dramatically 
-A group that is affected is seniors and thus we must ask to what extent can any vulnerable consumer be protected? 
-Consumer issues are global issues that must be dealt with at a global level by an international treaty 

(a) Outsourcing Our Privacy?: Privacy and Security in a Borderless Commercial World – Michael Geist and Milana Homsi
- This article discusses certain aspects of PIPEDA
-PIPEDA was passed by the government in terms of privacy concerns in 2001
-PIPEDA initially applied to only federally run corp.’s but eventually applied to all corp. unless supplanted on provincial legislation. 
-provincial and fed governments outsource to corporations 
-Sept 11, 2001, changed the world, and the ripples of that cause the congress to pass an update the Patriot Act, and that act allows the US government to exercise surveillance and investigative powers that hurt Canadian rights 
-Two questions to ask: 1. which legislation applies 2. Is there another piece of legislation which supplements this? 
-Geist speaks of problems with PIPEDA and specifically corps which have outsourced data collection
-Not only corps that outsource but also provincial and federal governments outsource i.e. Stat Can outsource to U.S. 
-(464) With the Canada’s experience mirrored elsewhere it is apparent that the growing trend of government outsourcing to multinational corporations is on a collision course with public concerns for personal privacy. This potential clash between economic efficiency and privacy, along with national security, has led to a volatile public policy debate that hinges on the two key legal questions: first, to what extent can foreign authorities compel the disclosure of personal information? Second, assuming that at least some compulsion is possible, what legal responses are available to restore public confidence in personal privacy?
In the area of health there is very little leeway, so therefore no one wants that information exposed
-the power that the US has in its judicial system to assert its system to obtain sensitive information beyond its borders, jurisdiction comes from 215 of Act 
-(471) “The US Patriot Act ‘s section 215 orders can be used to obtain business records and other information for counter-terrorism or foreign intelligence investigations. National Security Letters (“NSL”) can also be used for terrorism investigations. Each of these options provide limited due process rights to the recipient of the order and can even prevent the recipient from divulging its existence.”
-What can Canada do to protect the privacy rights of the citizens whose information may be stored in the US? 
(471) “In today’s global business environment, a complete ban on data sourcing contracts is not a viable option. Such an approach likely violates international trade rules and could cause a country to lose the benefits associated with outsourcing, including reduced costs and opportunities for national firms. While a ban is not possible, our analysis of U.S law demonstrates that the terms of an outsourcing contract alone are not sufficient to prevent disclosure of personal information in a foreign jurisdiction. For information in the hands of multinational companies, whether Canadian or U.S., only the strength of local law prevents disclosure.” 
-PIPEDA has protections against 3rd party disclosures, and also contains several exceptions to allow disclosure: disclosure due to counter-terrorism etc. – PIPEDA has protection against such 
-disclosure due to US counter terrorism encounters
-(472) “Further, it should be noted that the Public Safety Act, 2002 amended PIPEDA to allow the collection and use of personal information without consent by certain private organizations for purposes of national security. The amendment allows air carriers and reservation systems operators to collect domestic or foreign government officials and law enforcement. The Federal Privacy Commissioner criticized the amendment, arguing that the ability to obtain information from private sector businesses without prior judicial authorization is a significant expansion of the powers accorded to law enforcement officials in Canada.”
-What can the government do to protect basically the privacy of Canadians?
-Two suggestions: 1. place a ban on outsourcing of data (the U.S. has this legislation itself for a concern that domestic jobs will be lost) – this type of legislation may be invalid or unconstitutional as it would breach trade agreements 2. blocking statutes which are recognized as being valid in the U.S. as soon as court action is being banned
-(474) “If an individual province legislated an outsourcing ban, the resulting statute might also be vulnerable to constitutional challenge. In the U.S., a study by the National Foundation for American Policy, a non-partisan think-tank, argues that state bans on government outsourcing to foreign companies intrudes on federal powers over international trade. Although it is unclear whether such a ban would be unconstitutional in Canada, there may be some merit to the argument.” 
-Page 474 second column continues on to discuss Blocking statutes
-FEMA example...US courts have traditionally rejected that Canadian legislation is accepted in US because not specific enough and..
-Reasoning as to how it could be effective:
-(475) “A blocking statute that successfully prevents disclosure of Canadian records to U.S law enforcement without due process had to: (1) be exclusive, and not allow companies under Canadian jurisdiction any option but compliance: (2) res on the fundamentals of Canadian privacy laws, based on domestic objectives rather than attempts to thwart USA Patriot Act powers: and (3) contain tangible sanctions and have consistent enforcement for the law to appear serious to U.S courts. Given the growing concern over the potential applicability of foreign law to Canadian data, a stronger Canadian privacy statue may be needed. 

Geist suggest two ways, first incorporate a blocking statute into PIPEDA or through new legislation. Third possibility is a diplomatic solution (477 first column)

US is unlikely to compromise in matters of national security

PIPEDA probably does not protect one at the end of the day over disclosure of information when it is stored outside of Canada

(b) PIPEDA and Online Threats to Privacy: David Fewer and Philippa Lawson
-from a technical perspective deals with criticisms of the legislation
1) definitions are too vague to provide any meaningful protection, specifically personal information necessary, inappropriate use and appropriate security safeguards are words that really lack precise definition
-example, internet protocol, IP address may not be labelled as personal information for PIPEDA
2) Consent: consumer safety is really a weak tool because it can be garnered before the consumer realizing that he or she has given it, consumer consent diminished – a lot of commercial websites state quite clearly that once you have entered the site just to view certain pages you have given your consent to deal with this website opening up opportunity for the company to e-mail you
3) No obligation in PIPEDA to notify consumers of a security breach, financial institutions do this voluntarily (very proactive – ensure whatever has been spent on the card and notify)
4) There is no effective enforcement of PIPEDA provisions, inherent structural weakness in the statute itself. Privacy commissioner’s office is underfunded to effectively deal with complaints. Legally commissioner has no order making powers, all she can do is point out practices that offend Canadian privacy legislation. Government has not put protection of privacy high up on the priority list for legislative reform. 
5) Being a global problem, there is a jurisdictional issue with respect to cross border enforcement even if court order were to take place, 
-International action is a long way off in this department
-What is the best way to protect from privacy invasion?
-Consumers should educated themselves by adopting good security practices 
-(481) “Our governments, law enforcement agencies, and consumer and citizen protection agencies can address online privacy threats in a variety of ways. Public education materials from trusted commissioners’ offices carry the weight of their offices, and are often the first place consumers will turn to for guidance on how to protect themselves. Enforcement of existing laws, and creation of new laws where warranted, can obviously have a tremendous impact on wrongful online activity. Government can also pay a leading role in bringing about change without legislation. As the Canadian government did with the Anti-Spam Task Force, the government can bring stakeholders together to encourage the adoption of measures— whether self-regulation, best practices, or consumer education— necessary to battle specific online privacy threats. Government can also look internationally to other nations for solutions. Online threats to privacy know no borders; accordingly, solutions to many of the challenges facing Canadians online can only come about with international cooperation amongst many nations. 
- Governments must also take a greater role in this 

(c) Omniveillance, Privacy in Public, and the Right to Your Digital Identity: A Tort for Recording and Disseminating an Individual’s Image over the Internet – Josh Blackman
-talks about the google world, American corporations attempt to photograph every street in the world with a 360 lens, incorporating all things including people,
-out current privacy laws do not prevent google from implementing this google world in Canada
-There is a lesser system in the U.K. where every public domain has a live feed which is for the purpose of security which basically lessens crimes 
-Question: do we have any protection against this phenomenon? 
- Article points out that even in tort law there is not a significant legal challenge to this activity, so the author proposes a new tort law
“Right to digital identity” is what they call it, there are four elements to it: 1. modifies tort of intrusion 2. Serves as a reflection on society’s changing conceptions lowers from highly to moderately 3. Focuses on new pervasive electronics 4.weighs public facts against intrusion.  
-(482) “The first element of the tort is a synergy of criminal law, paparazzi statutes, and voyeurism laws. It modifies the tort of intrusion upon seclusion and adopts a reasonable expectation of privacy standard. The second element serves as a reflection on society’s changing perceptions of offensiveness. It incorporates part of California’s modern paparazzi statute and modifies the tort of public disclosure of private facts. It focuses on the new, more pervasive methods of electronic data dissemination over social networks and viral Internet distributions, and accords greater liability to larger and more indiscriminate distribution. The fourth element weighs the newsworthiness exception from the tort of public disclosure of private facts against the level of intrusion into an individual’s privacy. This element is unlike the test defined by the Supreme Court in Florida Star, which greatly weakened the public disclosure of privacy tort. Following Florida Star, courts have found it difficult to find in favour of privacy. The newly proposed newsworthiness test attempts to strike a balance so that privacy has a chance to outweigh free speech when applied in our courts.”

Presentations
DOMAIN NAMES:
-alphanumeric string, as a form of computer language all domain names must be unique
-procedural
1) Domain name, question of confusingly similar
2) No legitimate interest in the domain name
3) Registrant registered domain name in bad faith

-Yahoo search.com set precedent that US won’t tolerate violation of trademark whereas Canada is still up in the air about it
-noticed that CIRA policy should be seen as alternative to courts
-CIRA no.138,

COLLECTION of GST
-respect of privacy? Court takes stance on the Ministers power in Income Tax act supersedes any of the privacy protections
-jurisdiction, applied SOCAN case to interpret legislation, decision indicates...
-Federal court decision 
-Canada vs. Don’s Place Ltd., required to tax US customers GST, Don’s place tried to argue that 
-streamline sales tax program

Vancouver Community College Case v Vancouver Career College
CIRA policy
Should the domain name be transferred?
No, outside the scope of the policy which deals exclusively with bad faith registry

Distinction between domain names and trademarks 
Laws are two separate areas but often go hand in hand
Outcome of the case caters specifically to domain name disputes, should be a better appeal process to respond to the speed at which the internet works
Group agreed with dissent that the policy should be broader


Privacy Implications for facebook, twitter, myspace
How privacy is undermined on social networking sites:
-by the users themselves, too much information disclosed in profiles, fail to realize that we can change the access to our profiles
-the lack of adequate steps taken by the sites
-through 3rd parties who actively set out to view our information
-When we put information on social networking sites we have little control of that information, essentially they are part of large corporation
-3rd party applications, new security feature updates
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Presentations: Commercial Crime
-Identity theft, through phishing, hacking into computer, can take control of your information
-eBay, paypal: recently there have been hackers creating fake paypal accounts, basically you get charged twice
-benefits of committing internet crime, easier to avoid detection, no physical trail...only on internet which are too hard to follow, encrypt data which is hard to break very often helping to keep their information secure. Lower jail sentences for internet crimes as compared to physical crime
-in Canada, cyber criminals not afraid of getting caught because our laws are so weak
-Antispam action plan
-jurisdiction is another issue: Convention on Cybercrime, trying to remove problem of unequal laws around the world, by 2005 only 9 countries had ratified the convention

Internet Fraud
Any type of fraud that uses one or more parts of the internet to take advantage of unsuspecting business
Business to consumer and consumer to consumer (selling something that may not exist)
Phishing – Brand spoofing
Pyramid schemes – email get rich quick schemes, essentially recruit unsuspecting users
Auction schemes – eBay – product does not exist, misrepresentation
Identity theft – as more businesses put information online, information becomes more vulnerable to hackers
Credit rating check is necessary to find out if you are a victim of identity theft
$53 billion lost to identity theft in the US
Conviction rate of less than 1 in 700
Denial Service Attacks – virus and seized control of internet traffic – Mafiaboy $1.2 billion in damages caused by internet traffic bringing down large name sites

Internet infrastructure and the effects on the financial institutions
FEDWIRE and CHIPS overlook the movement of funds worldwide
Flagged customers of institutions given up to FINTRAC
Most of Canadian money laundering is due to insiders


Privacy Policies
-outlines the general nature in which a company will use a consumer’s information, company MUST disclose clause on website if using third party to conduct business
-PIPEDA, established the privacy obligations of organizations, any violations have to be litigated under PIPEDA

Final Quiz:
-Possible jurisdiction
-Issue: Where should this action be brought? What is the proper venue?
-Sub-issue: does a particular court in a state have jurisdiction to hear this matter?
-Two types of jurisdiction, long arm statute and common law
-Long arm requires compliance, common law is more involved because you take about personal and proprietary jurisdiction, must talk about due process
-Points of law: must comply with the statute, have to have strict compliance with it and compliance with due process, taking a look at the common law requirement for jurisdiction, fundamentally you have to have substantial and real contact with that jurisdiction in order to have that court assume that case
-contacts will often be formulated through hits and advertisements because of internet, but some act must flow through a jurisdiction and the contact must have been purposefully availed in that particular jurisdiction, which is often measured through opportunity...
-focus on quality and quantity of hits of contact (Cybersell)
-jurisdiction must be reasonable, with respect to electronic contacts, is there sufficient activity or electronic contact to...
-Another jurisdiction issue: Will that judgement be enforceable in another state
-Sub-issue: Comity, must have procedural compliance in both courts. Test again is real and substantial contact, know from Braintech this isn’t always possible
-also talk about whether this is a forum non conviens: whether this is the most convenient forum (Zhan case-all factors and details listed)

Part B/C: Policy questions
-best approach is to start pulling the sentence apart, must take both sides. Looking for the discussion of the issue

Part C: most likely presentation related
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