Study Help for Exam II, Chapter 6 through 10
True or False questions

	1. 
	IT infrastructure technology is a set of physical devices and software applications that are required to operate the entire enterprise.

Answer:
True
Difficulty:
Easy
Reference:
p.  186


	2. 
	Client/server computing is a widely used form of centralized processing.

Answer:
False
Difficulty:
Medium
Reference:
p. 191


	3. 
	Application server software is responsible for locating and managing stored Web pages.

Answer:
False
Difficulty:
Medium
Reference:
p. 192


	4. 
	Enterprise infrastructure requires software that can link disparate applications and enable data to flow freely among different parts of the business.

Answer:
True
Difficulty:
Medium
Reference:
p. 192


	5. 
	Moore’s Law implies that the power of microprocessors doubles every two years.

Answer:
False
Difficulty:
Medium
Reference:
p. 194


	6. 
	Robert Metcalfe claimed in 1970 that the value of power of a network grows exponentially as a function of the number of network members.

Answer:
True
Difficulty:
Easy
Reference:
p. 197


	7. 
	The three major microprocessor chip producers are Intel, Dell, and AMD.

Answer:
False
Difficulty:
Easy
Reference:
p. 200


	8. 
	In the server marketplace, more than 85 percent of the corporate servers in the United States use some form of the Unix or Linux operating systems.

Answer:
True
Difficulty:
Hard
Reference:
p. 201


	9. 
	Nearly all contemporary local area networks, as well as wide area enterprise networks use the TCP/IP protocol suite as a standard.

Answer:
True
Difficulty:
Medium
Reference:
p. 202


	10. 
	On-demand computing is far more expensive than owning the required hardware resources.

Answer:
False
Difficulty:
Easy
Reference:
p. 205


	11. 
	Contributors to open-source software receive respect, prestige, and access to a network of knowledgeable programmers.

Answer:
True
Difficulty:
Easy
Reference:
p. 209


	12. 
	Web services can exchange information between two different systems regardless of the operating system or programming languages on which the systems are based.

Answer:
True
Difficulty:
Medium
Reference:
p. 213


	13. 
	Hypertext markup language specifies how text, graphics, video, and sound are placed on a document.

Answer:
True
Difficulty:
Easy
Reference:
p. 213


	14. 
	Service computing is the model of computing in which companies pay only for the information technology resources they actually use during a specific period of time.

Answer:
False
Difficulty:
Medium
Reference:
p. 216



	15. 
	TCO refers to the original cost of the hardware and software.

Answer:
False
Difficulty:
Easy
Reference:
p. 220


	16. 
	Most organizations have inefficient information systems because of poor hardware and software.

Answer:
False
Difficulty:
Easy
Reference:
p. 230


	17. 
	A grouping of characters into a word, a group of words, or a complete number is called a record.

Answer:
False
Difficulty:
Easy
Reference:
p. 230


	18. 
	In most organizations, systems tend to grow independently and not according to a plan.

Answer:
True
Difficulty:
Easy
Reference:
p. 231


	19. 
	In a traditional file environment, any change in data requires a change in all programs that access the data.

Answer:
True
Difficulty:
Easy
Reference:
p. 232


	20. 
	DBMS separate the logical and physical views of the data.

Answer:
True
Difficulty:
Medium
Reference:
p. 233


	21. 
	In a hierarchical DBMS, data elements within each record are organized into pieces called segments.

Answer:
True
Difficulty:
Medium
Reference:
p. 239


	22. 
	The top-level segment in each record of a hierarchical database is called the root.

Answer:
True
Difficulty:
Medium
Reference:
p. 239


	23. 
	Many applications today require databases that can store and retrieve multimedia.

Answer:
True
Difficulty:
Easy
Reference:
p. 240


	24. 
	In the future, database design will have to consider how the organization can share some of its data with its business partners.

Answer:
True
Difficulty:
Easy
Reference:
p. 240


	25. 
	Distributed systems reduce the vulnerability of a single central site.

Answer:
True
Difficulty:
Easy
Reference:
p. 243


	26. 
	Multidimensional modeling is the analysis of large pools of data to find patterns and rules that can be used to guide decision making and predict future behavior.

Answer:
False
Difficulty:
Hard
Reference:
p. 244



	27. 
	A data warehouse is a small data mart.

Answer:
False
Difficulty:
Easy
Reference:
p. 245

	28. 
	Common Gateway Interface is a specification for transferring information between a Web server and a program designed to accept and return data. 

Answer:
True
Difficulty:
Medium
Reference:
p. 249


	29. 
	A firm’s information policy lays out who is responsible for updating and maintaining the information in a database system.

Answer:
True
Difficulty:
Easy
Reference:         pp. 251-252


	30. 
	A traditional system serves a wider community of users than a database because less training is involved.

Answer:
False
Difficulty:
Medium
Reference:
p. 252


	31. 
	Today nearly all businesses have become “e-businesses” based upon digital networks.

Answer:
True
Difficulty:
Easy
Reference:
p. 262


	32. 
	Connectivity can be defined as the degree to which hardware, software, and databases can be easily linked together in a telecommunications network.

Answer:
True
Difficulty:
Easy
Reference:
p. 263


	33. 
	A network interface card (NIC) is an expansion card or a PC Card that connects your computer to a network and provides the doorway for information to flow in and out.

Answer:
True
Difficulty:
Easy
Reference:
p. 267


	34. 
	A router is an expansion card that you put into your computer to act as a doorway for information flowing in and out of it 

Answer:
False
Difficulty:
Medium
Reference:
p. 268


	35. 
	TCP/IP is the dominant model for achieving connectivity among different networks.   

Answer:
True
Difficulty:
Easy
Reference:
p. 269


	36. 
	A traditional telephone network set up to process analog signals cannot process digital signals without some alterations.

Answer:
True
Difficulty:
Medium
Reference:
p. 270


	37. 
	Coaxial cable is relatively slow in comparison to twisted-pair. 

Answer:
False
Difficulty:
Easy
Reference:
p. 271


	38. 
	Bandwidth refers to the frequency range of a telecommunications channel, and determines its maximum transmission rate.   It is typically measured in bits per second (BPS).

Answer:
True
Difficulty:
Easy
Reference:
p. 272


	39. 
	LANs can link to long-distance wide area networks and other networks around the world by using the Internet.

Answer:
True
Difficulty:
Medium
Reference:
p. 272


	40. 
	In a ring topology, one station transmits signals, which travel in both directions along a single transmission segment.

Answer:
False
Difficulty:
Medium
Reference:
p. 273


	41. 
	Every computer on the Internet is assigned a unique Internet Protocol (IP) address, which currently is a 32-bit number.

Answer:
True
Difficulty:
Medium
Reference:
p. 277


	42. 
	A new version of the IP addressing schema being developed is called Internet Protocol version 6 (IPv6) and contains 128-bit addresses.

Answer:
True
Difficulty:
Medium
Reference:
p. 278


	43. 
	The Internet2 is a research network with new protocols and transmission speeds that provides an infrastructure for supporting high-bandwidth Internet applications.

Answer:
True
Difficulty:
Medium
Reference:
p. 286



	44. 
	Voice over IP (VoIP) technology uses the IP to deliver voice information in digital form using packet switching.

Answer:
True
Difficulty:
Medium
Reference:
p. 289


	45. 
	A virtual private network based on the Internet Protocol does not provide a secure connection between two points across the Internet.

Answer:
False
Difficulty:
Medium
Reference:
p. 291


	46. 
	A number of studies have shown that wireless networking actually decreases worker productivity and output. 

Answer:
False
Difficulty:
Medium
Reference:
p. 305


	47. 
	Steadily increasing costs have resulted in making high-speed wireless communication even less affordable.

Answer:
False
Difficulty:
Medium
Reference:
p. 306


	48. 
	Cellular telephones and paging devices have been assigned a specific range of frequencies by national regulatory agencies and international agreements.

Answer:
True
Difficulty:
Medium
Reference:
p. 307


	49. 
	Microwave signals can be bounded off communication satellites, enabling them to serve as relay stations for microwave signals transmitted from terrestrial stations.

Answer:
True
Difficulty:
Easy
Reference:
p. 308


	50. 
	Communication satellites are not very cost-effective when transmitting large quantities of data over very long distances. 
Answer:
False
Difficulty:
Easy
Reference:
p. 308


	51. 
	The movement from the historically slow and inefficient circuit-switched phone networks of the past to high speed, cellular, digital packet-switched networks is called 3G networks.

Answer:
True
Difficulty:
Easy
Reference:
p. 309


	52. 
	Wireless Application Protocol (WAP) is a system of protocols and technologies that lets cell phones and other wireless devices with tiny displays, low-bandwidth connections, and minimal memory access Web-based information and services.
Answer:
True
Difficulty:
Medium
Reference:
p. 310


	53. 
	Wireless phones, pagers, computers, printers, and computing devices using Bluetooth can communicate with each other and even operate each other without direct user intervention.  

Answer:
True
Difficulty:
Medium
Reference:
p. 312


	54. 
	The IEEE set of standards for wireless LANs is the 802.11 family, also known as Wi-Fi.
Answer:
True
Difficulty:
Easy
Reference:
p. 312


	55. 
	Wi-Fi currently enables users to freely roam from hotspot to hotspot even if the hotspot is using different Wi-Fi network services. 

Answer:
False
Difficulty:
Medium
Reference:
p. 315


	56. 
	Worldwide Interoperability for Microwave Access (WiMax) is a popular term for IEEE Standard 802.16, known as the “Air Interface for Fixed Broadband Wireless Access Systems.”

Answer:
True
Difficulty:
Hard
Reference:
p. 317


	57. 
	M-commerce represents a substantial percentage of the total e-commerce transactions taking place over the Internet.  

Answer:
False
Difficulty:
Medium
Reference:
p. 318


	58. 
	In both the United States and Europe, micropayment services are based on a “walled garden” model in which individual service providers run their own separate payment systems.

Answer:
True
Difficulty:
Easy
Reference:
p. 322


	59. 
	A radio frequency identification reader consists of an antenna and a radio transmitter with a decoding capability attached to a stationary or handheld device.

Answer:
True
Difficulty:
Easy
Reference:
p. 325


	60. 
	Information in passive RFID tags can be rewritten and modified.

Answer:
False
Difficulty:
Easy
Reference:
p. 325


	61. 
	The main concern of Internet security is protection from unwanted intruders.

Answer:
True
Difficulty:
Easy
Reference:  p.
342


	62. 
	Viruses cannot be spread through e-mail.

Answer:
False
Difficulty:
Easy
Reference:  p.
343


	63. 
	Wireless networks are more vulnerable to penetration because radio frequency bands are easy to scan.

Answer:
True
Difficulty:
Easy
Reference:  p.
343



	64. 
	A worm is an application program used to drill down into databases.

Answer:
False
Difficulty:
Easy
Reference:  p.
345



	65. 
	Trojan horse software is designed to record keystrokes and mouse clicks performed at the computer.

Answer:
False
Difficulty:
Medium
Reference:  p.
346



	66. 
	One form of spoofing involves forging the return address on an e-mail so that the e-mail message appears to come from someone other than the sender. 

Answer:
True
Difficulty:
Medium
Reference:  p.
347



	67. 
	Sniffers enable hackers to steal proprietary information from anywhere on a network, including e-mail messages, company files, and confidential reports.

Answer:
True
Difficulty:
Medium
Reference:  p.
347



	68. 
	The Department of Homeland Security has an Information Analysis and Infrastructure Protection Directorate responsible for coordinating cybersecurity.

Answer:
True
Difficulty:
Easy
Reference:  p.
350



	69. 
	The largest financial threats to business institutions come from embezzlement by insiders.

Answer:
True
Difficulty:
Hard
Reference:  p.
350



	70. 
	Firms relying on computers to process critical business transactions could experience a total loss of business function if they lose computer capability for more than a few days.

Answer:
True
Difficulty:
Hard
Reference:  p.
351



	71. 
	Administrative controls include mechanisms for supervising the personnel involved in the control procedures.

Answer:
True
Difficulty:
Easy
Reference:  p.
355


	72. 
	Input controls ensure that the data are accurate and complete when they enter the system.

Answer:
True
Difficulty:
Easy
Reference:  p.
356


	73. 
	Edit checks reject transactions that do not meet edit criteria.

Answer:
True
Difficulty:
Easy
Reference:  p.
356


	74. 
	Server mirroring is a less expensive security option than clustering.

Answer:
False
Difficulty:
Medium
Reference:  p.
360


	75. 
	A firewall is software that is used to make backup copies of all of your organization’s vital data. 

Answer:
False
Difficulty:
Medium
Reference:  p.
363




Multiple choice Qustions
	1. 
	Public IT infrastructure includes:

a.
computing power that is off-loaded during peak demand to remote, large-scale data processing centers.

b.
specialized production software and systems, customer and vendor systems, and local order entry and other transaction systems.

c.
services such as e-mail, a central corporate Web site, corporate-wide intranets, and an increasing array of enterprise-wide software applications.

d.
the Internet, the public switched telephone network, industry-operated networks, and other IT support facilities such as cable systems and cellular networks.

Answer: 
d
Difficulty:
Medium
Reference:
p. 188



	2. 
	A network that contains one or more host computers that provide some type of service to the other computers in a network is a:

a.
peer-to-peer network.

b.
client/server network.

c.
local area network.

d.
wide area network.

Answer: 
b
Difficulty:
Medium
Reference:
p. 191



	3. 
	Software in a multi-tiered network that provides the business logic for handling all application operations between a user and an organization’s back-end business systems best describes:

a.
Web server.

b.
application server.

c.
groupware.

d.
capacity server.

Answer: 
b
Difficulty:
Medium
Reference:
p. 192



	4. 
	The amount of digital information is roughly doubling every year.  This hypothesis is referred to as:

a.
Moore’s Law.

b.
Law of Diminishing Returns.

c.
Law of Mass Digital Storage.

d.
Metcalfe’s Law.

Answer: 
c
Difficulty:
Medium
Reference:
p. 194



	5. 
	This standard made it possible for computer machines from different manufacturers to exchange data:

a.
American Standard Code for Information Interchange.

b.
Ethernet.

c.
World Wide Web.

d.
Common Business Oriented Language.

Answer: 
a
Difficulty:
Medium
Reference:
p. 198



	6. 
	At the client level, 95 percent of PCs and 45 percent of handheld devices use some form of ________________ operating system.

a.
Windows

b.
Linux

c.
IBM OS

d.
MacOS

Answer: 
a
Difficulty:
Medium
Reference:
p. 201



	7. 
	At the server level, more than 85 percent of the corporate servers in the United States use some form of ________________ operating system.

a.
Windows

b.
Unix

c.
IBM OS

d.
MacOS

Answer: 
b
Difficulty:
Medium
Reference:
p. 201



	8. 
	Which software company would not be classified as one of the largest providers of enterprise application software?

a.
SAP

b.
Oracle

c.
PeopleSoft

d.
Macromedia

Answer: 
d
Difficulty:
Easy
Reference:
p. 201



	9. 
	This type of computing refers to firms off-loading peak request for computing power to remote, large-scale data processing centers:

a.
on-demand.

b.
grid.

c.
edge.

d.
autonomic.

Answer: 
a
Difficulty:
Medium
Reference:
p. 205


	10. 
	When a firm purchases computing power from a central computing service and pays only for the amount of computing power it uses, this is commonly referred to as:

a.
grid computing.

b.
utility computing.

c.
edge computing.

d.   autonomic computing.

Answer:
b
Difficulty:
Medium
Reference:
 p. 205


	11. 
	An industry-wide effort to develop systems that can configure, optimize, tune, and heal themselves when broken, and protect themselves from outside intruders and self-destruction is called:

a.
grid computing.

b.
utility computing.

c.
edge computing.

d.   autonomic computing.

Answer: 
d
Difficulty: Medium
Reference:
p. 207



	12. 
	Software that connects two disparate applications, allowing them to communicate with each other and to exchange data best describes:

a.
C++.

b.
COBOL.

c.
Linux.

d.
middleware.

Answer: 
d
Difficulty:
Easy
Reference:
212



	13. 
	HTML is a:

a.
hybrid language providing more flexibility than the popular language in current use.

b.
language that delivers only the software functionality needed for a specific task.

c.
page description language for creating Web pages and other hypermedia documents.

d.
language that combines data and program code.

Answer: 
c
Difficulty:
Medium
Reference:
213



	14. 
	When a firm contracts custom software development to an outside firm, it is commonly referred to as:

a.
outsourcing.

b.
scaling.

c.
service-oriented architecture.

d.
application integration.

Answer: 
a
Difficulty:
Easy
Reference:
217



	15. 
	This model can be used to analyze the direct and indirect costs to help firms determine the actual cost of specific technology implementations:

a.
total cost of ownership.

b.
return on investment.

c.
breakeven point.

d.
cost benefit analysis.

Answer: 
a
Difficulty:
Easy
Reference:
220



	16. 
	The data hierarchy goes from bits and bytes to: 

a.
entities, attributes, fields, and records.

b.
fields, attributes, entities, and records.

c.
fields, records, files, and databases.

d.
records, entities, fields, and databases.

Answer: 
c
Difficulty:
Easy
Reference:
p. 230



	17. 
	Duplicate data in multiple data files is:

a.
data redundancy.

b.
data multiplication.

c.
data independence.

d.
typical of a relational model.

Answer: 
a
Difficulty:
Easy
Reference:
p. 232



	18. 
	The confusion created by __________________ makes it difficult for companies to create customer relationship management, supply chain management, or enterprise systems that integrate data from different sources.

a.
batch processing

b.
data redundancy

c.
data independence

d.
online processing

Answer: 
b
Difficulty:
Easy
Reference:
p. 232



	19. 
	The DBMS acts as an interface between _______________ and the _______________.

a.
application programs; physical data files

b.
data dictionary; batch processor

c.
user’s view; data manipulation language

d.
data definition language; logical view

Answer: 
a
Difficulty:
Easy
Reference:
p. 233



	20. 
	The logical view:

a.
shows how data are organized and structured on the storage media.

b.
presents an entry screen to the user.

c.
allows the creation of supplementary reports.

d.
presents data as they would be perceived by end users.

Answer: 
d
Difficulty:
Medium
Reference:
p. 233



	21. 
	The logical description of the entire database showing all the data elements and relationships among them best describes:

a.
data dictionary.

b.
conceptual schema.

c.
subschema.

d.
data definition language.

Answer: 
b
Difficulty:
Medium
Reference:
p. 233



	22. 
	The most prominent data manipulation language today is:

a.
COBOL.

b.
Fortran.

c.
SQL.

d.
Pascal.

Answer: 
c
Difficulty:
Medium
Reference:
p. 234



	23. 
	In a relational database, a record is called a:

a.
tuple.

b.
row.

c.
column.

d.
table.

Answer: 
a
Difficulty:
Medium
Reference:
p. 236



	24. 
	In a relational database, the three basic operations used to develop useful sets of data are:

a.
select, project, and where.

b.
select, join, and where.

c.
select, project, and join.

d.
select, from, and join.

Answer: 
c
Difficulty:
Medium
Reference:
p. 236



	25. 
	The join operation:

a.
combines relational tables to provide the user with more information than is otherwise available.

b.
identifies the table from which the columns will be selected.

c.
creates a subset consisting of columns in a table.

d.
organizes elements into segments.

Answer: 
a
Difficulty:
Easy
Reference:
p. 236



	26. 
	Access is a:

a.
DBMS for small handheld computing devices.

b.
mainframe relational DBMS.

c.
DBMS for midrange computers.

d.
PC relational DBMS.

Answer: 
d
Difficulty:
Medium
Reference:
p. 239



	27. 
	Microsoft SQL Server is a(n):

a.
DBMS for small handheld computing devices.

b.
Internet DBMS.

c.
mainframe relational DBMS.

d.
DBMS for midrange computers.

Answer: 
d
Difficulty:
Medium
Reference:
p. 239



	28. 
	The type of database management approach that can handle multimedia is the:

a.
hierarchical DBMS.

b.
relational DBMS.

c.
network DBMS.

d.
object-oriented DBMS.

Answer: 
d
Difficulty:
Easy
Reference:
p. 240



	29. 
	The conceptual design of the database shows the database from a(n):

a.
business perspective.

b.
direct access perspective.

c.
program perspective.

d.
object-oriented perspective.

Answer: 
a
Difficulty:
Easy
Reference:
p. 241



	30. 
	Database designers document their data model with a(n):

a.
entity-relationship diagram.

b.
object-oriented diagram.

c.
applet-diagram.

d.
cube-diagram.

Answer: 
a
Difficulty:
Easy
Reference:
p. 242



	31. 
	A network operating system:

a.
gives equal power to all computers on the network and is used primarily in small networks.

b.
spans a large geographical distance and may consist of a variety of media technologies.

c.
is a private, multipath, data-only, third-party-managed network that multiple organizations use on a subscription basis.

d.
routes and manages communications on the network and coordinates network resources.

Answer: 
d
Difficulty:
Medium
Reference:
p. 268



	32. 
	Which device connects multiple computers in a network?

a.  Network interface card

b.  Network hub 

c.  Ethernet card 

d.  None of the above.

Answer: 
b
Difficulty:
Medium
Reference:
p. 268



	33. 
	The most important communication standard today for linking disparate computers and networks is: 

a.  Transmission Control Protocol/Internet Protocol (TCP/IP).

b.  International Standards Organization (ISO).

c.  Open Systems Interconnection (OSI).

d.  File Transfer Protocol (FTP). 

Answer: 
a
Difficulty:
Medium
Reference:
p. 268



	34. 
	The part of a network that handles the major traffic is:

a.  front end.

b.  backbone.

c.  network interface.

d.  multiplexer.

Answer: 
b
Difficulty:
Medium
Reference:
p. 271



	35. 
	Multiplexing can be defined as a:

a.
specialized computer to supervise communication traffic between the CPU and the peripheral device in the telecommunications system.

b.
device that carries the telecommunication message in analog form for packet distribution.

c.
technology that enables a single communications channel to carry data transmissions from multiple sources simultaneously.

d.
special purpose computer dedicated to managing communications for the host computer in the network.

Answer: 
c
Difficulty:
Medium
Reference:
p. 271



	36. 
	The difference between the highest and lowest frequencies that can be accommodated on a single channel is called its:

a.  clock speed.

b.  hertz.

c.  baud.

d.  bandwidth.

Answer: 
d
Difficulty:
Medium
Reference:
p. 272



	37. 
	A LAN:

a.
is a central switching system that handles a firm’s voice and digital communications.

b.
links all computers in a closed loop in a manner that passes data in one direction from one computer to another.

c.
links all computers and other devices to a central host computer, through which all communications must pass.

d.
connects computers and peripheral devices located close to each other, often in the same building.

Answer: 
d
Difficulty:
Medium
Reference:
p. 272



	38. 
	Fiber-optic cable is typically measured in:

a.  bps.

b.  Mbps.

c.  Gbps.

d.  Tbps.

Answer: 
d
Difficulty:
Medium
Reference:
p. 272



	39. 
	A peer-to-peer network architecture:

a.
gives equal power to all computers on the network and is used primarily in small networks.

b.
spans a large geographical distance and may consist of a variety of media technologies.

c.
is a private, multipath, data-only, third-party-managed network that multiple organizations use on a subscription basis.

d.
has the technology to enable voice and data to run over a single network.

Answer: 
a
Difficulty:
Medium
Reference:
p. 273



	40. 
	A bus network:

a.
links all computers in a closed loop in a manner that passes data in one direction from one computer to another.

b.
links all computers and other devices to a central hub, through which all communications must pass.

c.
connects computers and peripheral devices located close to each other, often in the same building.

d.
links a number of computers by a single circuit with all messages broadcast to the entire network.

Answer: 
d
Difficulty:
Easy
Reference:
p. 273



	41. 
	DSL is a:

a.
packet-switching standard that parcels data into packets of 128 bytes.

b.
method of parceling data into uniform cells to allow high-capacity transmission of voice, data, images, and video between different types of computers.

c.
modem that is used to translate digital signals into analog form.

d.
series of technologies for high-capacity transmission over copper wires.

Answer: 
d
Difficulty:
Medium
Reference:
p. 275



	42. 
	www.semo.edu is a(n):

a.
Web navigator name.

b.
domain name.

c.
IP address.

d.
software agent.

Answer: 
b
Difficulty:
Easy
Reference:
p. 277



	43. 
	To keep internal data secure, a company employing an extranet must be sure to put a(n)  _________________ in place.

a.
Web browser

b.
administrative computer

c.
firewall

d.
applications protocol

Answer: 
c
Difficulty:
Easy
Reference:
p. 286



	44. 
	A network that links a business with its customers, suppliers, and other business partners is called:

a.  intranet.

b.  extranet.

c.  collaboration net.

d.  virtual private network.

Answer: 
b
Difficulty:
Easy
Reference:
p. 286



	45. 
	Systems linked to the Internet are especially vulnerable to security breaches because:

a.
they lack firewalls.

b.
they do not have secure physical facilities.

c.
security is beyond the expertise of most IT professionals.

d.
the Internet is designed to be an open environment.

Answer: 
d
Difficulty:
Easy
Reference:
p. 293



	46. 
	These systems beep when the user receives a short alphanumeric message, and are often used for communicating with mobile workers: 

a.
low-earth orbit.

b.
paging.

c.
microbrowser.

d.
RFID

Answer: 
b
Difficulty:
Easy
Reference:
p. 308



	47. 
	Cellular phones work by using __________________ to communicate.

a.
radio waves

b.
infrared

c.
fiber optics

d.
microbrowsers

Answer: 
a
Difficulty:
Easy
Reference:
p. 30



	48. 
	The world’s largest cell phone market is:

a.
the United States.

b.
Russia.

c.
China.

d.
Hong Kong.

Answer: 
c
Difficulty:
Medium
Reference:
p. 309



	49. 
	Third-generation (3G) cellular networks are based on __________________ technology to achieve greater efficiencies and higher transmission speeds: 

a.
analog

b.
digital

c.
vacuum tubes

d.
packet-switched

Answer: 
d
Difficulty:
Medium
Reference:
p. 31



	50. 
	First-generation (1G) wireless cellular would be best described as a(n):

a.
analog circuit-switched network for voice communication.

b.
digital circuit-switched wireless network, primarily for voice communication.

c.
interim step toward 3G in the United States.

d.
high-speed, mobile, supports video and other rich media.  

Answer: 
a
Difficulty:
Easy
Reference:
p. 310



	51. 
	Bluetooth is the popular name for this IEEE standard:

a.
IEEE 802.15.

b.
IEEE 802.11.

c.
IEEE 802.16.

d.
IEEE 802.20.

Answer: 
a
Difficulty:
Medium
Reference:
p. 312



	52. 
	Bluetooth can be used to link up to __________________ devices within a 10-meter area using low-power, radio-based communication.

a.
four

b.   six

c.
eight

d.
ten

Answer: 
c
Difficulty:
Easy
Reference:
p. 312



	53. 
	A ______________________ connects two LANS based on different technologies:

a.
router

b.
hub 

c.
bridge

d.
hotspot

Answer: 
c
Difficulty:
Easy
Reference:
p. 313



	54. 
	One or more access points positioned on a ceiling, wall, or other strategic spot in a public place to provide maximum wireless coverage for a specific area are referred to as:

a.
laser spots.

b.   hotspots.

c.
infrared spots.

d.
casting spots.

Answer: 
b
Difficulty:
Easy
Reference:
p. 314



	55. 
	EV-DO provides wireless access to the Internet over a cellular network at an average speed of: 

a.
10 – 19 Kbps.

b.
54  - 144 Kbps.

c.
144 Kbps – 2+ Mbps.

d.
300 - 500 Kbps. 

Answer: 
d
Difficulty:
Easy
Reference:
p. 317

	56. 
	When users move from wireless hotspot to wireless hotspot to gain network or Internet access, it is sometimes referred to as:

a.
nomadic computing.

b.
itinerant computing.

c.
roam computing.

d.
travel computing.

Answer: 
a
Difficulty:
Medium
Reference:
p. 318



	57. 
	_____________________ commerce applications have taken off for services that are time-critical and appeal to people on the move.

a.
M-commerce

b.
B2B-e-commerce

c.
B2C-e-commerce

d.
C2C-e-commerce

Answer: 
a
Difficulty:
Easy
Reference:
p. 318



	58. 
	AOLbyPhone is an example of a(n):

a.
m-commerce portal.

b.
e-commerce portal.

c.
voice portal.

d.
wireless portal.

Answer: 
c
Difficulty:
Easy
Reference:
p. 321



	59. 
	Automated toll-collection systems use these types of RFID tags:

a.
reactive.

b.
passive.

c.
active.

d.
receptive.

Answer: 
c
Difficulty:
Easy
Reference:
p. 325



	60. 
	These RFID tags are usually read-only and are programmed with data that cannot be modified:

a.
active.

b.
passive.

c.
receptive.

d.
reactive.

Answer: 
b
Difficulty:
Easy
Reference:
p. 326



	61. 
	Atop 802.15.4 is the ____________________ protocol, which handles application-level communication between devices.

a.
ZigBee

b.
TinyBee

c.
BigBee

d.
ZagBee

Answer: 
a
Difficulty:
Hard
Reference:
p. 329



	62. 
	Policies, procedures, and technical measures used to prevent unauthorized access, alternation, theft, or physical damage to information systems refers to:

a.
security.

b.
controls.

c.
benchmarks.

d.
algorithms.

Answer: 
a
Difficulty:
Easy
Reference:
342



	63. 
	All of the methods, policies, and organizational procedures that ensure the safety of the organization’s assets, the accuracy and reliability of its accounting records, and operational adherence to management standards refers to:

a.
legacy systems.

b.
SSID standards.

c.
vulnerabilities.

d.
controls.

Answer: 
d
Difficulty:
Easy
Reference:
342



	64. 
	Computers linked to the Internet are more vulnerable if they are linked through:

a.
a cable modem.

b.
an ISP.

c.
a DSL line.

d.
Both a and c.

Answer: 
d
Difficulty:
Medium
Reference:
343



	65. 
	Security challenges for the Internet communications layer during communication include:

a.
line taps, denial of service attacks.

b.
tapping, sniffing, message alteration.

c.
computer viruses, line taps, loss of machine.

d.
vandalism, theft and fraud, line taps.

Answer: 
b
Difficulty:
Medium
Reference:
343



	66. 
	Internet security challenges for the server during communication include:

a.
copying of data, alteration of data, loss of machine.

b.
theft and fraud.

c.
computer viruses, line taps, hacking.

d.
tapping, sniffing, message alteration.

Answer: 
b
Difficulty:
Medium
Reference:
343



	67. 
	Software controls:

a.
monitor the use of systems software and prevent unauthorized access to software programs, systems software and computer programs.

b.
ensure that computer hardware is physically secure and check for equipment malfunction.

c.
audit the systems development process at various points to ensure that the processes are properly controlled and managed.

d.
ensure that valuable business data files on either disk or tape are not subject to unauthorized access, change, or destruction while they are in use or in storage.

Answer: 
a
Difficulty:
Easy
Reference:
356



	68. 
	Data security controls: 

a.
are unique to each computer program.

b.
ensure that data files on either disk or tape are not subject to unauthorized access, change, or destruction.

c.
establish a framework for controlling the design, security, and use of computer programs throughout the organization.

d.
are formalized standards, rules, procedures, and disciplines that ensure that the organization’s controls are properly executed and enforced.

Answer: 
b
Difficulty:
Easy
Reference:
356



	69. 
	Output controls:

a.
are the routines for establishing that data are complete and accurate during updating.

b.
are the routines that audit the systems development process at various points to ensure that the processes are properly controlled and managed.

c.
ensure that valuable business data files on either disk or tape are not subject to unauthorized access, change, or destruction while they are in use or in storage.

d.
ensure that the results of computer processing are accurate, complete, and properly distributed.

Answer: 
d
Difficulty:
Easy
Reference:
356



	70. 
	Online transaction processing requires:

a.
more processing time.

b.
a large server network.

c.
fault-tolerant computer systems.

d.
a dedicated phone line.

Answer: 
c
Difficulty:
Medium
Reference:
359



	71. 
	Mirroring:

a.
links two computers together so the second can be a backup to the first.

b.
distributes large numbers of access requests across multiple servers.

c.
uses a backup server that duplicates all the processes and transactions of the primary server.

d.
Both a and c

Answer: 
c
Difficulty:
Medium
Reference:
360



	72. 
	An MIS audit must be conducted by someone who:

a.
has programming experience.

b.
is not connected to the organization.

c.
has the power to set controls.

d.
has a thorough understanding of the entire system to be audited.

Answer: 
d
Difficulty:
Easy
Reference:
360



	73. 
	_________ use scanning software to look for known problems such as bad passwords, the removal of important files, security attacks in progress, and system administration errors.

a.
Encryption programs

b.
Stateful inspections

c.
Proxies

d.
Intrusion detection systems

Answer: 
d
Difficulty:
Easy
Reference:
364



	74. 
	Most antivirus software is effective against:

a.
only those viruses active on the Internet and through e-mail.

b.
any virus.

c.
any virus except those in wireless communications applications.

d.
only those viruses already known when the software is written.

Answer: 
d
Difficulty:
Easy
Reference:
364



	75. 
	Currently, the protocols used for secure information transfer over the Internet are:

a.
TCP/IP and SSL.

b.
S-HTTP and CA.

c.
HTTP and TCP/IP.

d.
SSL and S-HTTP.

Answer: 
d
Difficulty:
Easy
Reference:
366




