
Chapter 13

· no single entity owns the internet, different people/companies own pieces of infrastructure that makes it work
· internet is paid by various organizations, taxes, internet service providers etc. 
· 5 Major Organizations in Internet Governance and Development: 
1) Internet Society (ISOC)- professional membership society comprising more than 100 organizations and more than 44000 individual members in more than 180 countries. Provides leadership for the orderly growth and development of the internet

2) Internet Engineering Task Force (IETF)- a subgroup of ISOC made up of individuals and organizations that research new technologies for the internet that will improve its capabilities or keep the infrastructure functioning smoothly

3) Internet Architecture Board (IAB)- technical advisory group to the ISOC and a committee of the IETF. Provides direction for the maintenance and development of the protocols that are used on the internet 

4) Internet Corporation for Assigned Names and Numbers (ICANN)- Organization responsible for management of the Internet’s Domain Name System (DNS) and the allocation of IP addresses

5) World Wide Web Consortium (W3C)- Consortium of more than 300 member organizations that sets standards and develops protocols for the web

· Internet Backbone- the main paths of the internet among which data travels the fastest- its a collection of large national and international networks, most of which are owned by commercial, educational or governmental organizations 
· companies that provide backbone connectivity include Verizon, AT&T, Sprint etc. 
· T Lines- carries digital data over twisted pair wires - backbone ISPs (internet service providers)  initially connected over T Lines
· T1 Lines transmit data at a rate of 1.544 Mbps
· T3 Lines transmit data at 45 Mbps 
· Optical Carrier (OC) Lines- today’s backbones- a high speed fibre optic line - they come in a variety of speeds - mostly used by large companies/universities because they carry a lot of data fast 
· points of connection between ISPs used to be Network Access Points (NAPS) 
· Current data exchange mechanism is called an Internet Exchange Point (IXP) - typically made up of one of more network switches
· networks can reduce their costs and improve speed by connecting directly to each other through IXPs
· individuals enter ISPs through a point of presence (POP) which is a bank of modems, servers, routers and switches through which many users can simultaneously connect to an ISP
· most internet communication uses the client/service model which is when client computers request services and other computers, known as servers provide them 
· Types of Servers
1) Web Server- computer that runs specialized operating systems, enabling it to host web pages and other info and provide requested web pages to clients 

2) Commerce Server- computer that hosts software that enables users to purchase goods/services over the web- generally use special security protocols to protect sensitive info i.e. card #s

3) File Server- computer that is deployed to provide remote storage space or to act as a storehouse for files that users can download i.e. google docs, FLICKR 

· computer protocols- a set of rules for exchanging electronic info 
· each protocol is an open system, so its design is publicly accessible to any interested party, rather than a proprietary system (how it used to be, privately owned)
· the main idea of an open system protocol is that any computer can communicate with any other computer using the same protocol 
· Circuit Switching- a dedicated connection forms between 2 points and the connection remains active for the duration of the transmission - good for telephone communication, inefficient for computers
· Packet Switching- communication methodology that makes computer communication efficient - doesn’t require a dedicated communications circuit to be maintained, data is broken into smaller chunks called packets which are sent over various routes at the same time. When they reach their destination they are reassembled by the receiving computer
· if internet nodes are disabled, data can travel an alternative route to its destination
· packets contain different info, however they all contain an address to be sent to, address from where it originated, reassembling instructions and the data being transmitted
· routers monitor internet traffic and choose most efficient route for packets to reach destinations 
· main suite of protocols are the TCP/IP (includes more than 2 protocols, these are just the main two) - IP sends the info from one computer to another and TCP prepares data for transmission and provides for error checking and resending of lost data
· IP addresses have to be registered with the ICANN to ensure they are unique
· Dotted Decimal Number/Dotted Quad- expressing an IP address like 194.445.24.54
· computers see IP addresses in binary form i.e. 1110001.1101.1000101
· octet- each of the 4 numbers in a dotted decimal number- each number would have 8 positions in binary form, therefore there are 32 positions available for IP address values, therefore they are considered 32 bit numbers 
· a position is filled by either a 1 or 0 so there are 256 possible values for each octet 
· Classless Interdomain Routing (CIDR)- allows a single IP address to represent several unique addresses by adding a network prefix, represented by a slash and an umber to the end of the last octet - created to ensure we won’t run out of IP addresses
· original IP addressing scheme is called Internet Protocol Version 4 (IPv4)
· IPv6 was created to make more IP addresses available- it uses 8 groups of 16 bit numbers referred to as hexadecimal notation 
· IP addresses can be applied statically (IP for a computer never changes and is most likely assigned manually by a network admin/ISP) or dynamically (computer is assigned a temporary IP- more common)
· dynamic addressing is handled by the dynamic host configuration protocol (DHCP)- part of TCP/IP
· DHCP takes a pool of IP addresses and shares them with hosts on the network on an as needed basis
· ISPs don’t need IP addresses for all of their users because they aren’t all logged on at the same time, so when a user logs on, DHCP assigns them an IP address for the duration of the session
· dynamic addressing keeps hackers out because you use a different IP address everyday
· domain names take the place of IP addresses to enable humans to remember them better
· Top Level Domains (TLDs) are created by the ICANN i.e. .com, .org, .ca
· Second Level Domains (SLD) are what come before the TLD i.e. amazon, google, ebay
· names cant be duplicated within a TLD, but different TLDs can have the same SLD 
· ICANN ensures there is no duplication
· for a computer to convert a URL to an IP address it consults the Domain Name System (DNS) server, which acts like a phonebook
· the world wide web is a grouping of protocols and software that resides on the internet, its not the actual internet
· another difference is that the web uses HTML language and HTTP protocol to facilitate communication between computers
· HTTP was created to transfer hypertext documents across the internet 
· hypertext documents- documents which have text linked to other documents or media 
· Hypertext Transfer Protocol Secure (HTTPS) ensures data is sent securely over the web - used mainly by shopping sites and banking sites
· Transport Layer Security (TLS) and Secure Sockets Layer (SSL) are 2 protocols that provide data integrity and security for transmissions over the internet 
· web pages are text documents formatted using HTML or XHTML which are web languages
· web languages- sets of rules for marking up blocks of text so that a browser knows how to display them 
· blocks of text are surrounded by pairs of HTML tags i.e. <b>, </b> - means start and end text bolding
· difference between XML and HTML/XHTML is that XML describes content, HTML describes how it is gonna be displayed 
· Common Gateway Interface (CGI)- provides a methodology by which your browser can request that a program file be executed (run) instead of just being delivered to the browser - enables functionality beyond the simple display of info, enables interactive websites 
· CGI files can be created in most programming languages, the programs are called CGI scripts - used for thinks like search engines, filling out forms online etc. 
· network admins create cgi-bins to hold CGI scripts  
· Dynamic HTML (DHTML)- combo of technologies HTML/XHTML, cascading style sheets and javascript used to create interactive sites 
· AJAX is the acronym for asynchronous, javascript and XML - a newer group of technologies that facilitate the creation of web applications- these technologies can update info on the page without the user refreshing it
· javascript- the most commonly used scripting language for creating DHTML effects, its used for things like making sure you fill out all required fields on a form 
· cascading style sheet (CSS)- list of statements/rules that define in one single location how to display HTML/XHTML elements
· CSS enables global changes to only have to be changed on the style sheet to update the whole document automatically rather than going through and changing each tag
· three layers of style are external, internal and embedded- therefore different rules can be created for the same type of element in different layers of style
· eventually all the style sheets are combined to form one for the whole document
· rules are assigned weights so that if conflicts come up when merging the sheets, the higher weighted one knocks out the other
· Document Object Model (DOM)- organizes objects and page elements - defines every item on a web page i.e. table, graphics as an object - then developers can easily change the look of the objects 
· client side programs- a computer program that runs on the client computer and requires no interaction with a web server - fast and efficient because they don’t depend on data going back and forth 
· 2 types: applets and embedding a webpage with HTML/XHTML embedded scripting language
· Simple Mail Transfer Protocol (SMTP)- the protocol responsible for sending email along the internet to its destination 
· emails always pass through email servers which are specialized computers whose sole function is to store, process and send emails
· email was originally just supposed to send text messages, file sending is a newer feature
· Multipurpose Internet Mail Extensions (MIME) is used to simply attach files to emails
· encryption- the process of coding your email so only the person wit hthe key to the code can decode the message (recipient)
· 2 types of encryption are private key (only the sender and receiver have the code) and public key (a key pair is created, one for coding and one for decoding)
· internet usually uses public key encryption 
· keys are binary numbers, they vary in length depending on how secure they need to be
· for instant messaging, the client software on your device make a connection with the chat server using your internet connection, once contact is established, you can log in to the server and the client software will provide the server with connection info i.e. IP of your device
· IM isn’t so secure
· Voice over Internet Protocol (VoIP)- turns a standard internet connection into a way to make free long distance calls 
· VoIp is separate from TCP/IP suite

